Your response

Questions concerning Ofcom’s draft general statement of policy under section 105Y of the

Communications Act 2003 (see Annex A5).

Question

Consultation question 1: Do you have any
comments on our proposed approach to
compliance monitoring?

Consultation question 2: Do you have any
comments on our proposed approach to
testing?

Consultation question 3: Do you have any
comments on our proposed approach to
enforcement?

Consultation question 4: Do you have any
comments on our proposed approach to
reporting security compromises?

Consultation question 5: Do you have any
comments on our proposed approach to
information sharing?

Consultation question 6: Do you have any

other comments on our draft statement of

general policy set out at Annex A5 to this
consultation?

Your response

AMR CyberSecurity recommend that OFCOM
consider the use of external providers to assess
compliance against the requirements for service
providers. This could be implemented through
phases across tiers. This approach aligns with
the approach used for the Civil Aviation Assure
scheme and would likely result in a more
consistent implementation of controls, and
more consistent picture of the implementation
of those controls.

AMR CyberSecurity believe that the testing
approach is a very positive approach as it tests
to ensure that controls are effective based on
realistic testing scenarios based on the threat
actors that face the sector. AMR CyberSecurity
would recommend that the TBEST testing is
rolled out further to lower tier service providers
to provide great assurance in the wider sector.




Questions concerning Ofcom’s draft guidance on resilience requirements in sections 105A to D of
the Communications Act 2003 (see Annex A6).

Question Your response

Consultation question 7: Do you have any Is this response confidential? —Y / N (delete as
comments on our proposed approach to appropriate)

resilience set out in section 4 of the draft

guidance at Annex A6 to this consultation?

Consultation question 8: Do you have any
comments on our proposed resilience
guidance set out in section 5 of the draft
guidance at Annex A6 to this consultation?

Consultation question 9: Do you have any
other comments on our draft guidance set out
at Annex A6 to this consultation?




