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For the past month, we have
been collecting evidence and
assessing the efficacy of
recognising, reporting and
removal of fake profiles across
platforms, specifically Meta.

Reporting systems across each
platform vary and it's clear that more
needs to be done on them all to
ensure user safety is increased.
Unless you are using the systems on a
regular basis, it's difficult to
understand the inadequacies. The
systems in place will be explained,
along with several different types of
reporting and the removal rates
behind them.

With today’s technological
advancements, the fact that Al facial
recognition isn't being used to
facilitate removal of well used faces
or faces alerted to the platform is of
grave concern.
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ABOUT THE
RESEARCH

BY ANNA ROWE

Evidence collected shows:

¢ Numbers of fakes for a well
known name and picture

¢ Number of fakes in a random
name search

¢ Removal rates for Legacy
Verified Profiles

¢ Removal rates for Paid For
Verified profiles

¢ Removal rates for non verified
profiles

¢ Removal rates on special forms

In the second part of the report,
other types of frauds linked to
Romance Fraud will be
highlighted. Re-victimisation is
high and recovery scams of
different types are rife across the

platforms.
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nando.malachovski © - < Fernando Malachovskif

1,910 779k 4,367

posts  followers following

Fernando Malachovski

@ nando.malachovski @fernando.malachovski

SARGENTO DO EXERCITO AMERICANO!
o =

US Army Sergeant!
See Translation v
@ www.tiktok.com/@fernando.malachovski

@ SGT MALACHOVSKI OFFICIAL... -@Q S... Do Brasilg& para o Exército Americano==
SARGENTO AMERICANO

Digital creator 1213 13.3K 77.2K

WELL KNOWN NAME SEARCH

Fernando Malachovski is a US Army e — & TV R —
Sergeant. His pictures are used ] - P @
extensively across social media on all © T amm T P .
platforms. The next page is a break @ == @ “umzm & =R
down of profiles using his pictures. T e @5 = & -8
Several anti scam groups ran this & @TTTT a ‘;‘ m ‘‘‘‘‘‘ wm o
name through each platform search. === — dmfw - a=—" ==
Instagram restricts the number of anwmm I N diciisuiaion f'm, 111111111 a _—

D = $ B of ==
results shown from a search so there S wm @I wm @TT =
may well be more. 2y o § G =
Even when on occasion, the picture oo m @FTTT o @ TN e
was not of Nando (but using his o wm G mm @UT
name) the pictures could be A pmm & TTT o T mmm
recognised as fakes by the anti scam
group member. STATISTICS
Nando is just one of thousands of To make a fair test, we used several
people whose pictures are stolen varied searches to ascertain the
from the platforms and used in number of fakes and the removal

rates.

criminal activity.
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TikTok X

Instagram 285 10
105

Facebook
2472

Results of the name search ‘Nando Malachovski’
(with some variants of his name)

Special removal forms

2500
2000
1500
1000

500

Facebook Instagram

Some individuals or groups have been given special removal forms to email, if
they are trusted as knowledgable with regards to fake profiles. This is incredibly
rare and there are certain profiles not allowed to be listed such as obvious ‘fan
pages’ which are used in celebrity scams. Black is submitted, brown is removed.
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Franck Dubois

Steven Murphy

Steven Murphy Lucie Dubois

RANDOM NAME SEARCH

A search was performed on two
random names:

Facebook
14

1) Steven Murphy

This revealed hundreds of profiles The TikTok
first name Steven was used to limit a 25
search as this last name is incredibly
common.
TikTok
5
Instagram
Instagram 10

5

Namel

2) Dubois (open first name)

This name is less common here in the
UK but still yields a large amount of
profiles.

Out of 100 profiles, these numbers
Facebook

40 were fake.
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INSTAGRAM

timhutter.official ©

timhutter.official

651 17.2 k 1958 mampan Waterfall
posts  followers following p

Tim Hutter | #

@ timhutter.official

dominicwatts_

@' dominicwatts_

27 303k 2,682 .
posts  fol s following "

Follow Message

4 dominicwatts_ Wealth begins in the mind,
off. T

Despite a huge number of different profiles
reporting this fake, it still remains.
The number of followers on the fake is likely the
reason it is not being removed-even against the
verified one.
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Removal of profiles
against
Legacy Verified Profiles

0%

Legacy verified profiles can be
reported through the
celebrity/public figure option on
the ‘in app auto reporting’ for
pretending to be someone else.
Not all legacy verified profiles are
celebrities or public figures.

Removal of profiles
against
Paid Verified Profiles

0%

Paid Verified profiles cannot be
reported through the
celebrity/public figure reporting as
above. The names do not appear
in the list. The only way to report
for more effective removal is by
following the account and then
reporting as ‘someone | follow’
under ‘pretending to be someone
else’.

PAGE 07



INSTAGRAM

£ al_wozza

®

e 327 181k 1,007
\ et posts followers following
'.- -

Alistair

.
=

Seek discomfort

@-' Followed by tvcastagram and
i I o
=" jaintvcastings

Follow Message

~
evanssnoah {w evanssnoah

pi:} 555 k 627
posts  followers following

Noah Evans
Entrepreneur

managemeant C
(2 t.me/Evansnoahh and 1 more

Follow Message

-
Qv
55,125 likes
evanssnoah Welco
and positive ener
full of ad es
moments. Happy N

all

b dominicwatts_ Amazing style bro @ % W

ar to everyone! 1

Again, the number of followers on this fake
profile is huge in comparison to the real profile,
making it all more convincing to other users.
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Removal of profiles
against
Non verified profiles

0%

Non verified profiles remain the
most difficult profiles to get
removed when fakes appear using
their stolen pictures. There is no
difference in statistics for
following and reporting or for
reporting as ‘Spam’.

Removal of profiles
reported as fraud or scam.

1%

Another way to attempt to report
the fake profiles is as ‘fraud or
scam’. This statistic is the worst for
removal with just 1 profile per
hundred being removed.
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FACEBOOK

Removal of
profiles
reported as fake.

%

Non verified profiles remain the
most difficult profiles to get
removed when fakes appear using
their stolen pictures. There is no
difference in statistics for
following and reporting or for
reporting as ‘fake’.

Removal of profiles
reported against
Verified Profiles

Reporting fake profiles for using

the photos of a verified user still
yields low removal statistics.
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Removal of

pages
reported as fake.

0%

In all my time working in this field,
| have not yet had a page removed
when reported as a fake page.
They are sometimes removed
when reported through the special
form system.

Removal of profiles
reported as ‘impersonating

9

0%

Some of the well used people who
have a vast number of fakes
whether verified or not, see
approximately 40% of fakes
removed when reported for
‘impersonating me’.

| have personally had fake profiles
using my pictures and pages
impersonating our organisation,
they have not been removed.
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TikTok and X

Removal of profiles
on X

0%

Reporting against a Verified user is
more successful, reporting as a fake
is not successful. However, there are
far less fake accounts used for
Romance Fraud. Celebrity fake
profiles are the main bad actors
there.
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Removal of profiles
against
Non verified profiles

There is no reporting option for
reporting a fake profile on TikTok,
unless the account is a verified
one or ‘impersonating me'. The
reporting system is geared
towards ‘content’ rather than
intent. Normal photos don’t violate
community guidelines.

Removal of profiles
against a Verified User.

Reporting against a Verified User
is much like other platforms but
has low removal with on average,

just 40 profiles per hundred being
removed.
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OTHER BAD ACTORS

RELATED TO

ROMAMCE FRAUD

Recovery or follow up scams are rife
across social media.

These can be in the guise of other
‘victim’s' claiming to have been
helped and offering help to others.

Hacker accounts will also offer to get
back money or accounts (which are
also often hacked as part of Romance
Fraud).

2 18

Post Followers Following

00 from my
the bastards.

I joined a team
we help people
Trace scammers,
recover back
their money
back and trace
Kidnappers
and stop
blackmailing of
any type.
So have you
been scammed
G before?

Message

0 B8 @E

) Message...

angelika.decker1

Advanced Log

Date/Time 2024-02-20 14:25:40 UT

9

IP Address 105.112.224.217

Country @ Nigeria, Katsina "9'3?7

Browser Instagram App (318.0.0.3
Operating System  Android 10
Device Tecno Mobile Pop 4
User Agent Mozilla/5.0 (Linux; Andro
Referring URL http:/instagram.com/
Host Name 105.112.224.217

ISP Celtel Nigeria Limited t.a

Send money online
the way you want.

\2

erick_net30

{-,‘; E [

Message

Hacker accounts (seen on the
following page) often spam the
comments on anti fraud accounts on
TikTok in particular.

They are rarely ever disabled when
reported under any option be that

fraud, deception or spam.

Would any ‘cyber hacker’ account be
genuine?

a s &« @Charlutte R -

< Charlotte
e \ Hey, i see you are victim
\ < or scammers,
} | was a victim too, all my
money was recovered by
6553 % :
@guy ericnet30 on TikTok he is
also on instagram

230 34 (1]

m il E

80

Erick_net30,

Send him a message he
will recover all your stolen
funds

|0 o

Charlotte heeft je een
berichtverzoek gestuurd
Als je dit verzoek accepteert, kun

je direct antwoorden op deze
chat. Als je het verzoek verwijdert,

Janette Janette Miri Hunt Ie , .
wordt deze chat verwijderd uit je
berichtverzoeken. Dit account kan

Follow back Follow back . je maximaal 3 berichten sturen

voordat je accepteert.

[T @

Verwijdere
n

Melden Accepteren

No videos yet

Eric_net30
Nu actief

& O

How much where
you scammed?

19.7k 1
Followers Following

engineering

Contact 2

Alright

you thought you
were scamming i

I'm too smart for ;
such malpractice.

You are to foolish to
understand
Get lost

Dubbeltik voor
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Zidfa busana

290

You blocked laurenn868

You aren't able to

cybersecuritycrimema.
Hacker o8 quara

annacyberhacker!

cyberhacker215

.
"
. eyer_hacker_saint

evberhacker.1

eybermackerenjamin

, :wsr:m;u;nno|
. cvborhacker?3s
9 o
@ e
o ﬁvnet;n:r;e;m.’;
e c;bvm:whc’-zs.a
g ;:\;mrr;m:rmszv
‘ qm.r;xlig;sss
‘ Evhﬂ#.mnlu.ﬁ?e

. cyber_security_intellige

& cyberhacker260
° cyber_hacker.oooo

0=="
0
. v;;n;d_qnef_nfn:
@ cybar_hackert
:w q;m;nnzs.
9 m;q_rn.r.‘.m:. )
° c\;w,m&r !Ev
e ‘\'thm::wrmu
@
Q===
e ql;urm;u.gtnam;
. c;hq;hm-nm;

Follaw

Follaw

Follow,

Follrw

PO9OC0OGOPOCIW6RLO

ee each other's content

@ .ml,.m.I
wbem:k: a01
=
° eyberhacker_lucas
—
. tyblr hackerB45
9 c;bcr;u-c).eoclo’h.r.wo
S ——
@ n-acl:‘rmlblusﬁs h
@
s
0 arhadartiz
0 cybefmmﬂsz
®—
. ;vmn;-cr‘grs.su
‘ |.:|:b¢r‘h‘ac.k=“7652
. ;.yb.&éh;c.)fe.rlsl

cyberhacker260

cyber_hacker.000

cyberhackerS97

cyberhacker.28

cyberhacker2

werified_cyber_hacker

eyberhacker420
smiling_eyberaekerd

cyber_hacker_tech

eyberhacker0d

cyber_hacker_kevin_

eyberhacker733.

cyberhackerpotus

an0009SEnmY

eyber_security_intellige

Zidfa busana

commented: Lol | was also a
victim..but thank Goodness |
was able to recover all the
loses thru @ALAN ALEXENDER

Reply Like

Zidfa busana

commented: Lol | was also a
wvictim..but thank Goodness |
was able to recover all the
loses thru @ALAN ALEXENDER

3 Reply Like

c‘\zmr,.l\fch,sme
cvb_cv.m;uer.;um
oo
aubetsckenlans2z

cyberhacker73

cyberhacker82
eyberhackerd3s

cybarhackers0

E

pooooooeooooooo0 aaoaooooaoOoOoOoOoanda

eyberhacker8201

cyberhacker0418
eyberhacker3a83

cyberhacker7095

cyberhackers253

eyberhackergd3z

cybarhackeri54é

eybarhacker3264

POGECEOOOD 62007

eyberhackerds

1

poooocooepocooooo@Q OQQQQQQCOCGRAQQNG

Biocked by you

hackercybe32

cyber_hackerdavez

hacker,cyber

cyber_hacker_ford
iam_a_cyber_resilience
cybarhacks#0

cyberhacker362

thomascyberhacker!
josecyberhacker

oened by you
cyberhacker20

cyberhacker371

cyberhackerdave

cyberhacker100.

eyberhacker210

cybarhackert1o

P006REOIDEOGRBOT
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148

| 188

eTco0e

e

>
: ] “m'@

)

XY CLLLLY)

Black Hacker 2 2
.
(o]
L ]
@black.hacker87 (o]
1042 57
Followers Likes

Al activity v

Black Hacker
commented: Have you been
scammes befor

Reghy ke

Black Hacker
commented: | covld help you
recover your fost from
scamimers

Reoly 0 Lke

Black Hacker
commented: Have you been
scammed before

Regly 0 Like

Black Hacker
commented: | could help you
recover your last from
scammers

Reply D Uke

Black Hacker
commanted: | could help you

< All activity v

Black Hacker
‘commented: Message me |
‘coultl help you recover your
kot from scammens

Reply 5 Like
Black Hackar

commented: Hawe you been
scamemad bafors

Reply 7 Like
Black Hacker

commented: Have you been
scamened before

Reply S Like
Black Hacker
commented: Send those emails

to me | could belp you recover
‘your last from scammers

Reply 7 Like

Black Hacker

cyberhackers.johnl cyber_hacker_10
lows G813 v Qi
cyber_hacker_pro _cyber_professional
o win @ otous Gib
cyber_hacker_john cvbsr_backen ¢
s G fotous GO
«cybar_hacker_richard ‘W.‘R'MWEM .\El"ﬂ
cyberhackerjohnoié Wbt."liﬂ(c'p?ill
e @t S
DI eyberhackerjackson20
= A
cyber_hacker?s cyber_hacker_hud
S S

eyber_cracker001

cyberhacker25

cyber_hacker_2

eyber_hacker01a

poooooaaaaoocrang

eyber_hacker_hobson

_eyber_hacker_john cyberhacker003

- @ .
cybar._hacker_ cyber hackes80
cyberhackerd] eyber_hacker_agent

Y =
eyberhackermichagls cyberhackery
I Cybernaciord

(T8
<computerhp eyberhyeker
sugardaddy_287

cyberhackeroz2

@CO2PODODGONR> 0O

a cyberhacker81171

AAARRRRIARRRRAY

PPORORO05S0:

Black Hacker
commented: Have you been
scammed before

Reply Like

Black Hacker

commented: | would never ask
you for anything to help you
recover your lost

Reply Like
Black Hacker

commented: | could help you
recover your lost from
scammers

2 Reply Like

< Al activity~
Black Hacker

commento: | coukd hep yeu
recover wour lost from
scammars

Reply

Black Hacker
commented: Have you been
scammed before

Reply L

Black Hacker
cammented: | coud help you
rCouRr your Iost from
scammers

Reply 0 Like

Black Hacker
commented: Message me for
helpy

Raply

ne

_-n

Black Hacker
commented: Have you been

cyberhackerscott
Lo
cyber_hackera?
sar
cyberhackerjasper2
e
cyberhackerjohnd

Ll
cyber_hacker 155
oo
cvber_hacker_jackag?
w88

cyberhackerl03
B

909 @

Blo

v wou

eyberhackeducasd

freddy_prohacker003
R (@

eyber_hacker789

cyber_hacker_julian

cyber_hacker_
%

pooooooaaooonond

cyberhackerii9

cyberhacker0s0

cyberhackercoal

TikTok
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harden_hacker_recovery About this account

3 171 16 - A g
posts  followers following . p owe ollowing A

harden_hacker_recovery £ &

Follow .'_I Message

important

Hi

Date joined

Account based in
T a an

~= Former usernames 1 > 3

HOWTO -

] Hire
HIRE |’ ,wv‘ o
PHONE'IJ o4 =" | Phon
HACKER f Hack

5]

() Q &)

hacker_recoverytech About this account crypto_.recovery_.expert About this account

4 4,008 46 15 14.4k 0
posts followers following i posts followers following
Crypto Recovery Expert
Hacker recoverytech hacker_recoverytech ngl;ecn' = L"lyCrmi‘\ vim
Private Investigator _ W v osl 0 ',
WhatsApp me & +1(412) -651 doriis byl Eegun:sné\re Fully Recovered
or banned accountf g S on S;‘ft:«a.re DE"’:‘D;?
X > Deve =

ammers 8 say no to
Message

LOST/STOLEN

RECOVERED

m  Q

Recovery accounts for crypto currency and account retrieval or
hacking are mainly on TikTok and Instagram.

All of these, along with impersonation accounts of the FBI,
Interpol and others can catch victims at their most vulnerable.
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RECOGNISING
FACES?

We assume because of the lack of
removal, that these platforms do not
have the capacity or technology to
remove fake profiles.

However, this feature on Instagram
clearly shows that indeed, when it's
wanted, facial recognition is used.

This ‘feature’ is being paraded as a
user safety measure.

If facial recognition and/or name
recognition is picking up on this to
alert users when a new request is
made when they already follow an
account with the same picture and in
this instance, a paid for verified
account, the questions we should be
asking are:

Why is this clearly fake account not
being immediately removed when
the name and picture present as the
same and an account is verified?

If this is something Meta can use
when they want to, why are any fakes
of at least ‘verified’ profiles, still on
their platforms.

WWW.LOVESAID.ORG

Review this request before
confirming

mattbgmford1990 has a similar
username, profile picture or bio to one
of your followers. Try to make sure the
people that follow you are who they say
they are before confirming.

Account you follow

mattbamford1990 & ®
Matt Bamford

mattbgmford1990 ®
Not following

Delete

There is a locked profile feature on Facebook
which is still only available to some countries
(mainly those with Islamic citizens, bar some
users in Australia and New Zealand and
currently Ukraine), screenshots cannot be
taken of the profile picture.

Why is this technology not being activated
across all profiles to put a stop to criminals

taking the pictures from all profiles?

Why is the locked profile feature not available
to everyone?
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C O N C L U S I o N Users have lost faith in these

platforms in many aspects
but mainly in the realms of

Next Ste PS: User Safety.

In the future, we would like to see Al
used to remove profiles which use
stolen pictures from well used faces
on all platforms.

They feel unsafe to use these
social’ platforms as they
were intended.

Al must be used to capture the faces being used on fraudulent profiles. There
are platforms offering Al facial recognition to the public for free, Platforms
which make billions per year from their users can and should budget to
incorporate this type of technology in to their organisation.It's not
complicated, please don't make it out to be. If you want the profiles removed,
they can be.

o1 Verified Profiles

Profiles which are verified on one of your platforms should be
automatically verified on all of them (META). The best case scenrio, would
be that platforms collaborate to include verification across all platforms
through the process or to enable to add to this list if a new profile is
created at a later date.

02 New paid for verified profiles
These should be added to a new ‘Verified Profile’ list on the in app
reporting system rather than keeping the list as ‘celebrity or public figure’
for legacy ticks. Currently you have to follow the paid verificarion profile to
report it.

03 Reporting systems
Reporting systems are not covering the needs of users for fake profiles
when not against a legacy verified profile. Reporting a hacked profile goes
no where. This system need to be better. Emphasis is on content.

o4 Stay on top of industry trends
Platforms like ours are made aware quickly of new trends and there should
be collaboration to enable these to be incorporated into removal
algorithms on a regular basis. This also works for other important data.

o5 Employ more trust and integrity staff
Algorithms and Al are great but not as competant as the human eye.
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WITH THANKS

With thanks to:
Tracey Grummett, Got any questions?
Debbie May and others Please contact

for helping with the

: . anna@lovesaid.org
evidence collecting.



