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1. Introduction 
On 26th October 2023 the Online Safety Act was enacted into law, with the goal of making 
internet services safer in the United Kingdom. The legislation puts forward a set of duties for 
internet service providers, such as social media platforms, and attributes new powers to the 
Office of Communication (Ofcom) to regulate online safety matters.  
 
One key aspect of the new legislation is researchers’ access to information. Independent 
academic research plays a key role in identifying, understanding, and addressing online 
harms — and in keeping the companies controlling our online environment in check. 
However, internet service providers, and social media companies in particular, are making it 
increasingly hard for academics to study online safety. For example, X (formerly Twitter) 
dismantled their academic API (application programming interface) in February 2023; and 
Meta discontinued Crowdtangle in August 2024, a tool used by many independent 
researchers and journalists to study the platform.  
 
The goal of this report is to provide an overview of the kinds of data academics need in order 
to conduct independent research into political online safety matters on social media 
platforms, and the challenges we currently face. Additionally, we put forward ideas regarding 
novel governance structures that would enable high-quality independent research, while 
protecting users’ rights and data privacy, in the United Kingdom. 
 
This report is particularly timely. The political climate is increasingly polarised, 
mis/disinformation is becoming more sophisticated, and foreign information operations are 
on the rise — particularly during elections. In addition, there now is a window of opportunity 
for improving academic access to, and use of, social media data in the United Kingdom. In 
the context of the Online Safety Act, Ofcom will be assessing, by July 2025, academic needs 
and challenges for accessing and analysing platform data in the United Kingdom. Parliament 
is also working on other legislation related to the study of online harms, such as the Data 
(Use and Access) Bill and the Data Protection and Digital Information Bill. 
 
This report is divided into five sections. First, we outline the key elements and threats to 
political online safety which motivate this report: mis/disinformation, toxicity, polarisation, 
extremism, biases in artificial intelligence tools, information operations, and political 
micro-targeting. We present three examples to illustrate the real-world impact of these 
elements. Second, we provide an overview of the types of data researchers need in order to 
study political online safety. Third, we describe the current state of data access for 
researchers on the main social media platforms. Fourth, we elaborate on the key values that 
should govern social media research. Finally, we argue for the establishment of an 
independent body in order to govern social media research. 

1.1. Executive summary 
In this report, we discuss the data needs of researchers studying political online safety, the 
challenges they currently face when accessing and analysing data from social media 
platforms, the values we believe should govern research on political online safety matters, 
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and we advocate for an independent intermediary body to manage and oversee academic 
access to (and analysis of) platform data moving forward.  
 
Our analyses touches on the following 6 key points: 
 
1. While there are clear political benefits to social media communication, such as allowing all 
voices to contribute to public discussions, there are also potential political harms. In 
particular, in this report we focus on the following: mis/disinformation, toxicity, echo 
chambers and polarisation, extremism and radicalisation, artificial intelligence (and its 
biases), information operations and election interference, and political micro-targeting. These 
can have negative attitudinal and behavioural consequences, such as undermining trust in 
democratic institutions, inciting (physical) violence, pushing some views in detriment of 
others, and manipulating public opinion. 
 
2. Despite much high-quality research on these topics, we identify many research gaps to 
address. Some of these (at least partially) unanswered questions are: who believes and 
contributes to the spread of mis/disinformation? How can we detect increasingly realistic 
forms of misinformation? What is the role of platform algorithms versus real users in 
spreading misinformation, toxic content, pushing users into filter bubbles, and driving 
polarisation? How does exposure cross-cutting information online, or the lack thereof, shape 
political attitudes and behaviour? What are the key cross-platform differences in the 
moderation of extreme content, how effective are they, and can these have the unintended 
effect of radicalising individuals further? How can we identify and amend biases in platforms’ 
recommendation and content moderation algorithms? What are the long-term and indirect 
effects of influence operations? What are the determinants and effects of political 
micro-targeting, and to what extent are online political ads persuasive? 
 
3. In order to address these and many other pressing questions, researchers studying 
political online safety need access to the following types data from social media platforms: 
account-level information from elites, public and private accounts from ordinary citizens, and 
organisations; information about the networks in which these accounts are embedded; 
information about the content to which these accounts are exposed, including (political) 
advertising; information about the content created by these accounts; information about the 
content with which these accounts engage; and information about platform governance 
and interventions, such as content deletion and account suspensions. Additionally, 
researchers need access to historical and live data, to access and combine data from 
multiple platforms, and to combine platform data with other external data and analytical 
models/tools relevant to the research. 
 
4. A detailed analysis of academic access to data from the five largest social media 
platforms in the United Kingdom (Facebook, Youtube, Instagram, X, and TikTok) reveals 
that it is mostly unsatisfactory. The most restrictive platform is X, which currently only 
allows for free data access to EU-based academics studying the threats described in Article 
40 of the European Union Digital Service Act. The four other platforms provide some kind of 
access to platform data for researchers based in the United Kingdom. However, such access 
comes with many limitations. As a few examples, researchers have complained about: an 
overall lack of data documentation, the slow vetting process governed by the platforms 
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themselves (potentially threatening urgent research and research independence more 
generally), inconsistencies between the data shown on the platform and the data shared with 
researchers, difficulties using external data and analytical models to analyse platform data, 
and a lack of access to some crucial data, such as account and content information from 
private accounts, information about content to which accounts have been exposed, and 
information about platform governance, algorithms, and interventions. 
 
5. The following key values must be at the core of political online safety research in order to 
strengthen its credibility, validity, and ethical standards: trust, equality, transparency, 
reproducibility and replicability, data privacy and security, and consent. Further details 
about each of them are provided in Section 6 of this report. 
 
6. Finally, we argue for the establishment of an independent intermediary body to manage 
and oversee academic access and analysis of platform data. This body would act as an 
intermediary between platforms and researchers, facilitate data access in an ethical, 
equitable, and transparent manner, while also ensuring compliance with existing regulations. 
In particular, we argue that this body should undertake the following six functions. First, it 
should be in charge of the vetting process, developing a standardised set of rules and 
reviewing applications. Second, it should oversee and ensure the quality of data provided 
by platforms, by assessing the documentation and conducting data audits. Third, it should 
set up the necessary infrastructure for researchers to conduct their analyses. Fourth, it 
should mediate disputes that may arise between researchers and platforms. Fifth, it should 
provide logistical and technical support to platform researchers. Finally, the body should 
promote stakeholder and public engagement on political online safety matters. 
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2. Who we are. The New Political Communication 
Unit at Royal Holloway, University of London 
The New Political Communication Unit is a research centre at Royal Holloway, University of 
London, launched in 2007. Our research agenda has three distinct but related foci: 

● Digital communication technologies and the varied digital infrastructures across the 
world, and the assorted media forms and practices that make up those landscapes 
that define the contemporary era. 

● New political behaviour, institutions, and policy challenges that shape and are 
shaped by the rapidly changing information and communication environment. 

● New theoretical dilemmas, methodological techniques, and normative concerns that 
arise from the need to effectively research these rising phenomena. 

 
From debates about the Internet's impact on citizen activism, political parties, and election 
campaigns, to concerns over international security, privacy, and surveillance; from the rise of 
blogging and social media as threats to traditional models of journalism, to controversies at 
the international level over whether, and if so how, internet media should be regulated and 
controlled; from the regulatory concerns created by powerful new media corporations, to 
massive programs of organisational reform taking place in the name of “big data”, what we 
term new political communication is continually in the headlines. There has been a steady 
stream of high-quality research in this field over the last decade. 
 
The New Political Communication Unit is an international leader in this sphere, bringing 
together scholars with an interest in understanding the evolution of the information and 
communication environments which shape and are shaped by politics and policy-making. 
This combined focus — on theory, institutions, and practices, on the most interesting policy 
problems, and on multiple levels of analysis — will provide comprehensive coverage of 
some of the most important developments of our age. 
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3. Motivation. What is political online safety and 
why does it matter? 
There are many relevant aspects to online safety. In this report we focus on improved data 
access for independent researchers studying online harms of a political nature: political 
online safety. Today social media plays a key role in politics. An increasing number of people 
rely on social media for consuming news, learning about, and engaging in politics. On the 
one hand, there are clear political benefits to the emergence of social media platforms. For 
example, it is easier for minorities and marginalised groups to have a voice in public 
debates. However, there are also clear political harms. As a few examples, people are more 
easily exposed to extremist views and to increasingly realistic fake news. 

3.1. Political online safety 
Political online safety refers to protecting people’s political attitudes and behaviour, and 
political institutions and processes more generally, from online threats — including taking 
proactive actions that make the citizenry more capable of combating these threats, such as 
improved digital literacy. Some of the most pressing threats include, among others, 
misinformation, foreign operations, and hateful content. These have direct real-world political 
consequences, ranging from a loss of trust in political authorities, polarisation, extremism, 
physical violence, and democratic decay. In this section we provide an overview of some of 
these key threats, providing definitions, a description of existing academic findings, and a 
discussion of relevant open questions that future research must address.  

3.1.1. Mis/disinformation 
Definition. Misinformation refers to the dissemination of false information that can mislead 
the public (Jackson 2017; Sanders and Jones 2018; United Kingdom Digital, Culture, Media 
and Sport Committee 2019), and disinformation is false information that is deliberately 
propagated (Born and Edgington 2017; Tucker et al. 2018).  
 
Consequences. Misinformation can have negative attitudinal and behavioural 
consequences, threatening democratic citizenry and institutions, and public safety more 
generally (Hendrickson and Galston 2019). For example, in the United Kingdom, high levels 
of online misinformation preceded recent violent mobilisations, such as protests against 
COVID-19 measures in 2021 and 2022 (Ahmed and Bales 2021; Wang et al. 2022; 
Wischerath et al. 2024) and violent far-right riots in the summer of 2024 (Institute for 
Strategic Dialogue 2024; Rowe and Mason 2024).  
 
Prevalence. Empirical research shows that although only a small number of social media 
users are usually responsible for the creation of misinformation (Grinberg et al. 2019; Guess 
et al. 2019), misinformation spreads faster than other kinds of content (Vosoughi et al. 2018) 
and large numbers of users report having been exposed to some kind of misinformation (Lee 
et al. 2023). In the United Kingdom, Chadwick et al. (2018) found 9% of Twitter users to 
have deliberately shared disinformation, and another survey found 15% of respondents to 
have also deliberately engaged in the dissemination of false information on social media 
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(Deltapoll 2021). Additionally, in a recent survey, about 40% of adults in the United Kingdom 
reported having encountered misinformation online (Ofcom 2024). 
 
Predictors. More ideologically extreme, particularly conservative and older individuals, are 
more likely to be exposed to and share misinformation (Grinberg et al. 2019; Guess et al. 
2019). Other relevant predictors of misinformation exposure and sharing include gender 
(male), low media literacy, prior exposure to misinformation, distrust in the media, and a 
need for entertainment and socialisation (Sun and Xie 2024).   
 
Effects. Regarding effects, research finds that exposure to misinformation leads to lower 
trust in the media and democratic institutions, and increased polarisation (Ognyanova et al. 
2020; Azzimonti and Fernandes 2023).  
 
Research gaps. Future research should look into the generalisability of findings, which are 
mostly based on data from the United States, including ideological asymmetries in believing 
and spreading false information (on the United States, see Grinberg et al. 2019; Guess et al. 
2019; González-Bailón et al. 2023; Rossetti and Zaman 2023), determinants of public 
support for combating online misinformation and the role of governments, social media 
platforms, and individual users in this process (Jang et al. 2023), and the effectiveness (and 
potential unintentional effects) of different fact-checking and content moderation 
interventions (Pennycook et al. 2018; Tan 2022; Allen et al. 2024). Additionally, with the 
emergence of generative artificial intelligence, future research will need to adapt to studying 
misinformation that is increasingly realistic and sophisticated. For example, academics will 
need to develop better detection methods, design and test new digital literacy interventions 
for end users, and theorise about new potential implications. 

3.1.2. Toxicity 
Definition. Toxicity online includes incivility, intolerance, and violent threats. In its most 
extreme form, it can be characterised as hate speech, which refers to acts that advocate, 
incite, or justify discrimination and violence against a specific group, for example on the 
basis of race, religion, gender, or sexual orientation (United Nations Strategy and Plan of 
Action on Hate Speech 2019; Hietanen and Eddebo 2023). 
 
Consequences. Toxicity can exacerbate harmful attitudes such as racism, misogyny, 
homophobia, and Islamophobia, which may incite physical violence over time. Empirical 
studies suggest that exposure to and sharing of hate and toxic speech on social media was 
in part to blame for the Finsbury Park Mosque terrorist attack (2017), for a spike in racially 
and religiously motivated hate crimes in the United Kingdom (such as in London in 
2013-2014; Oxford in 2019; see Williams et al. 2020), and for the mainstreaming of sexist 
ideologies among the youth (Regehr et al. 2024). Toxic content also contributes to 
polarisation (Shcherbakova and Nikiforchuk 2022; Vasconcellos et al. 2023), and to the 
silencing of marginalised groups (Amnesty International 2017; Nadim and Fladmoe 2021; 
Koch et al. 2024). 
 
Prevalence. Research finds that politicians are often the target of toxic speech. For 
example, between March and April 2022, politicians in the United Kingdom received more 
than 3,000 offensive tweets per day (Lynch et al. 2022). There seems to be an upper trend: 
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4.5% of the replies to candidates on Twitter during the 2019 election contained toxic 
language, compared to 3.3% during the 2017 election period (Gorell et al. 2020). On 
average, male candidates receive more political abuse in general, while women candidates 
receive more sexist comments and ethnic minority candidates receive more racist ones 
(Gorell et al. 2020). In the United States, there is evidence that 18% of tweets mentioning 
members of Congress in 2017-2018 contained uncivil language (Theocharis et al. 2020) and 
1% of tweets mentioning Donald Trump and Hillary Clinton in 2016 contained extreme hate 
speech (Siegel et al. 2021). Regular users, not only politicians, are also the target of toxic 
speech. A 2021 survey reveals that in the United States, 20% of adults had experienced 
online harassment for different reasons. Men, white adults, and Republicans are more likely 
to report being harassed for their political views, women for their gender, ethnic minorities for 
their race, and LGBTQ individuals for their sexual orientation and gender (Vogels 2021). 
 
Predictors. Platform-level predictors for the spread of toxicity online include platform 
affordances, such as the level of user anonymity (Barlett 2015; Zimmerman and Ybarra 
2016; Moore et al. 2021). User-level predictors for engaging in the creation and 
dissemination of toxic content include higher tolerance for negativity and lower sensitivity to 
toxic content (Pradel et al. 2024; Pradel and Theocharis 2024), higher levels of polarisation 
(Saveski et al. 2021), and prior exposure to toxic comments online (Kim et al. 2021). 
 
Effects. Over time, online hate and toxicity play a role in inciting real-world violence such as 
terrorist attacks, hate crimes, and harassment (Williams et al. 2020), and may have a 
silencing effect that limits targeted groups’ freedom of speech online and leads them to exit 
online discourse (Nadim and Fladmoe 2021; Pradel and Theocharis 2024). Online toxicity 
directed at women politicians can negatively affect their decisions to re-run for elections 
(Gorell et al. 2020), perpetuating gender inequalities in political representation.  
 
Research gaps. Future research should examine the nuances of toxic behaviour, as this 
comes in different formats, such as text, images, and cartoons (presented as entertainment; 
see Regehr et al. 2024). Additionally, we need further cross-platform research for a full 
picture of how toxic speech evolves and spreads across the social media ecosystem, and for 
a better understanding of the correlates between toxic behaviour and platform affordances 
(Munn 2020) and the extent to which platform policies or algorithms, versus human 
behaviour, are to blame for the spread of toxicity online (Munger and Philips 2019; Ledwich 
and Zaitsev 2020; Hokka 2021).  

3.1.3. Echo chambers, filter bubbles, and (affective) polarisation 
Definition. Echo chambers refer to people mostly following accounts and content on social 
media that reflect their own political views (Barberá 2020), and filter bubbles refer to the role 
of algorithms in sorting users into ideologically congruent networks (Barberá 2020). 
Ideological polarisation refers to people holding increasingly divergent political views, and 
affective polarisation refers to people holding increasingly negative views towards members 
of a political out-group (Kubin and von Sikorski 2021).  
 
Consequences. A diversity of political views is key to democratic politics, yet high levels of 
ideological polarisation can lead to suboptimal outcomes such as policy gridlock (Jones 
2001) and dissatisfaction with democracy (Wagner 2001). Additionally, affective polarisation 
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can contribute to undervalue and attack out-group members and counter-attitudinal views 
(Settle 2018), to a perception that the political environment is more polarised than it actually 
is, and to increased toxicity (Pascual-Ferrá et al. 2021; Hanscom et al. 2024). Social media 
echo chambers can potentially enhance ideological and affective polarisation (Sunstein 
2017).  
 
Prevalence. Findings based on the United States point to most social media users, 
particularly the politically-interested, being embedded in networks of like-minded accounts 
(Barberá et al. 2015, Barberá 2020; Nyhan et al. 2023; Wojcieszak et al. 2022). However, 
echo chambers seem to be weaker in European countries (Vaccari and Valeriani 2021). 
Additionally, cross-cutting interactions are not as rare as some public commentators argue 
(Sunstein 2017). For example, Barberá et al. (2015) find that for about 75% of Twitter users 
from Germany, Spain, and the United States, at least 25% of their following are accounts 
with a different ideology, and Eady et al. (2019) find a substantial overlap between the media 
accounts followed by liberals and conservatives on social media in the United States. 
Regarding polarisation, despite numerous evidence pointing to increased ideological and 
affective polarisation in the United States (Iyengar et al. 2019), these patterns do not always 
apply to other Western democracies (Boxell et al. 2024). In the United Kingdom, ideological 
polarisation has remained mostly stable (Boxell et al. 2024), with a few exceptions such as 
increasingly divergent views on immigration (Tipoe and Lee 2024). Affective polarisation, 
however, is slightly on the rise (Garzia et al. 2023), with group identities and public debates 
around Brexit playing a key role in this trend (Hobolt et al. 2020). Finally, polarising content 
such as anti-immigration posts, although mostly generated by a small number of users, 
travel faster than neutral content, in part thanks to these accounts being embedded in 
like-minded networks that contribute to the dissemination of these posts (Nasuto and Rowe 
2024).  
 
Predictors. Echo chambers on social media are mostly the result of users deciding to follow 
like-minded accounts and content. In particular, existing research points to age (older 
people) and ideology (liberals and conservatives, versus independents and moderates) as 
key predictors of slanted online media diets (Guess 2021). Yet, platform algorithms 
exacerbate these further, a phenomenon known as filter bubbles (Barberá 2020). For 
example, Bakshy et al. (2015) and González-Bailón et al. (2023) show that, in two different 
time periods, Facebook algorithmic ranking reduced exposure to cross-cutting content by 
about 15%. There are mix-findings regarding whether online echo chambers are predictive 
of increased polarisation. Boxell et al. (2017) find higher levels of polarisation among older 
generations who are the least likely to use social media, and in a deactivation experiment on 
Facebook, Nyhan et al. (2023) show no clear relationship between exposure to like-minded 
news sources on social media and ideological and affective polarisation. 
 
Effects. Ideological polarisation can lead to legislative gridlock (Jones 2001) and increased 
dissatisfaction with democracy (Wagner 2001; Torcal and Magalhães 2022). Affective 
polarisation can lead to a more toxic online environment (Saveski et al. 2021), especially 
over time (Nelimarkka et al. 2018). Additionally, some findings link affective polarisation to 
increased support for political violence (Kalmoe and Mason 2022), although other work 
argues that this relationship has been overstated (Westwood et al. 2022). 
 

10 



 

Research gaps. Future research should investigate the role of platform algorithms, versus 
users, in driving polarisation — particularly given the rise of platforms such as TikTok, where 
recommendations play a much more crucial role in the curation of content. Further research 
should compare and explore the role of online versus offline networks: people may be 
embedded in like-minded networks online, but how different are these to their offline 
networks? Additionally, further research is needed to understand how exposure to 
cross-cutting information online, or the lack thereof, shapes political attitudes and behaviour. 

3.1.4. Extremism and radicalisation 
Definition. Extremism refers to holding extreme political views (such as far-left or far-right), 
and radicalisation to the process of one’s views becoming more extreme. 
 
Consequences. Extreme views expressed online can incite hate and violent behaviour, both 
online and offline. For example, far-right leaders across the world including the United 
Kingdom have used social media to spread extreme and often conspiratorial narratives, such 
as the rhetoric of invasion, to incite hatred against minorities and immigrants (Hope Not Hate 
2019; Williams et al. 2020). Extreme views expressed on social media can inspire hate 
crimes and terrorist attacks. For example, the perpetrator of the 2019 Christchurch, New 
Zealand, terror attack posted a video ahead of the massacre where he asked viewers to 
“subscribe to PewDiePie”, a social media star who has become known for his anti-Semitic 
comments and endorsements of white supremacist conspiracies (Chokshi 2019). A few days 
later, Swastikas with the words “sub 2 PewDiePie” were graffitied on a school wall in Oxford, 
United Kingdom (Williams et al. 2020). The terrorist also referenced Darren Osborne, who 
committed the Finsbury Park Mosque attack in 2017 and is known to have been influenced 
by social media communications ahead of the attack (Williams et al. 2020). 
 
Prevalence. Extreme views on major social media platforms, such as Facebook, Instagram, 
TikTok, and X, are rare. Barberá et al. (2015) and Wojcieszak et al. (2022) show that the 
ideological distribution of ordinary users on X is fairly moderate, following a normal 
distribution. Although Bond and Messing (2015) and Eady et al. (2024) find ordinary users to 
follow a bimodal ideological distribution on Facebook and X, respectively, they also find 
extreme ideologists to be rare. In a dataset of tweets mentioning Donald Trump and Hillary 
Clinton during the 2016 United States election, Siegel et al. (2021) find white supremacist 
language in less than 0.02% of tweets. In a study of convicted terrorists in the United 
Kingdom, Gill et al. (2017) find white supremacists — particularly extreme right-wing 
terrorists — to be significantly more likely to learn and communicate online, compared to 
other users. Finally, extreme views seem more prevalent in niche platforms, such as Gab 
(Zannettou et al. 2018), 4chan (Colley and Moore 2022), Tumblr (Nagle 2017), Parler 
(Stevenson et al. 2023), Rumble, Odysee, and Telegram (Al-Rawi 2021) — although the 
popularity of these platforms is quite country-dependent (Juarez Miro and Toff 2023). 
 
Predictors. Key predictors of online extremism and radicalisation mainly point to platform 
affordances, such as increased anonymity (Awan et al. 2019), softer content moderation 
policies (Zennettou et al. 2018; Colley and Moore 2022), and algorithmic biases that push 
users into rabbit holes (Tufekci 2018; Barnes 2022; Brown et al. 2022) — although the latter 
does not happen as frequently (Brown et al. 2022) as some public commentators argue (see 
Tufekci 2018; Roose 2019). Research also finds that users with extreme views are more 
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active and that their content spreads faster than that of moderate users (Wojcieszak 2010; 
Siegel et al. 2021; Wojcieszak et al. 2022; Eady et al. 2024). 
 
Effects. Exposure to extreme views online can lead to ideological radicalisation (Koehler 
2014; Magdy et al. 2016). Regarding heterogeneous effects, research points to younger 
citizens and first-time voters being particularly susceptible to radicalisation (Karl 2017). 
Online radicalisation can lead to violent offline behaviour. For example, Pauwels and Schils 
(2016) find higher self-reported political violence among young citizens that consume 
extreme content online.  
 
Research gaps. Most social media research focuses on major social media platforms, while 
extreme and radicalising content often originates in smaller niche platforms. Future research 
should look into the wider social media ecosystem (Bovet and Grindrod 2022), paying closer 
attention to smaller platforms and mapping how content travels from those platforms to the 
mainstream ones (Buntain et al. 2021). Further research is also needed on the radicalising 
effects of social media, particularly given that these are likely to be cumulative and emerge 
over the long term. Additionally, further research should look into the effectiveness of 
platform content moderation policies: are there cross-platform differences in the moderation 
of extreme and radicalising content? What interventions are most effective at reducing the 
spread and prevalence of extreme views? Do extreme users radicalise further when expelled 
from mainstream platforms, by being pushed into niche platforms where exposure to 
extreme content is more present? Is extremist content more likely to be created and 
circulated on encrypted communication platforms, and if so, how can researchers and 
policy-makers access encrypted data to understand it and infer its possible effects on users? 

3.1.5. Artificial intelligence (biases) 
Definition. Artificial intelligence (AI) refers to automatic systems trained to perform a given 
task. AI bias refers to these automatic systems systematically underperforming in a way that 
results in unfair outcomes for particular groups of users (Ferrara 2023). 
 
Consequences. Social media platforms increasingly rely on black-box AI tools to automate 
many tasks, such as moderating and recommending content (Gillespie 2020; Gorwa et al. 
2020; Brown et al. 2022). AI-based systems can generate biased outcomes, mostly as a 
result of being trained on biased data (Ferrara 2023). In turn, social media platforms may 
unfairly (and inadvertently or intentionally) moderate and recommend particular political and 
ideological voices to the detriment of others —  thus shaping relevant political conversations 
online. 
 
Prevalence. Regarding content moderation, research identifies several AI tools as having a 
racial dialect bias (Davidson et al. 2019; Sap et al. 2019; Ball-Burack et al. 2021) and as 
silencing and censoring members of marginalised communities, including members of the 
LGBTQ community, women, and people of colour, even in cases where these individuals 
abide by platforms’ rules (Haimson and Hoffman 2016; Cook 2019; Joseph 2019; Van Horne 
2019; Are 2020; Haimson et al. 2021). AI tools designed to identify duplicates may be 
insensitive to the use of the same content in a different context (for example, terrorist 
propaganda being reposted in a journalistic context; Llansó 2019), and those designed to 
detect extremist content have the potential to eliminate crucial evidence of war crimes 
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(Kayyali and Althaibani 2017). Regarding recommendation algorithms, research finds 
platform algorithms to boost, at least to some extent, extreme content, misinformation, hate 
speech, radical ideologies, and conspiracy theories (Sunstein 2017; Tufekci 2018; Munn 
2020; Ahmed and Bales 2021; Barnes 2022; Brown et al. 2022; Wang et al. 2022; Nasuto 
and Rowe 2024; Regehr et al. 2024; Wischerath et al. 2024). However, other research finds 
platform algorithms to actually reduce exposure to untrustworthy content (Guess et al. 
2023b).  
 
Determinants. Content from minorities and people with non-Western backgrounds is more 
likely to be unfairly moderated by AI systems (Haimson and Hoffman 2016; Cook 2019; 
Davidson et al. 2019; Joseph 2019; Sap et al. 2019; Van Horne 2019; Are 2020; Ball-Burack 
et al. 2021; Haimson et al. 2021; Casas 2024). Toxic content — such as extreme views, hate 
speech, as well as misinformation — is sometimes recommended at higher rates, compared 
to other kinds of content (Sunstein 2017; Tufekci 2018; Munn 2020; Ahmed and Bales 2021; 
Barnes 2022; Brown et al. 2022; Wang et al. 2022; Nasuto and Rowe 2024; Regehr et al. 
2024; Wischerath et al. 2024). 
 
Effects. The unfair moderation of content from minorities and users of non-Western culture 
and/or origin can lead to biased political conversations online (Van Horne 2019; Casas 2024; 
Webb-Williams et al. 2024). Biases in the recommendation of extreme views, misinformation, 
and harmful content at higher rates can lead to an increased toxic online environment, 
radicalisation, and violence (Magdy et al. 2016; Pauwels and Schills 2016).  
 
Research gaps. There is a need for more audit-type research looking into potential social 
media biases in the moderation (Casas 2024; Mosleh et al. 2024) and recommendation of 
content (Brown et al. 2022), as well as other tasks performed by AI tools, particularly given 
the rise of generative AI in recent years. More research is also needed in developing and 
testing interventions for unbiasing biased systems and assessing how AI biases shape 
politically relevant conversations.  

3.1.6. Information operations and election interference 
Definition. Information operations, also known as influence operations, refer to states 
engaging in the collection and dissemination of information online to advance their 
(geopolitical) interests, by criticising an adversary and/or promoting their own narratives 
(Miskimmon et al. 2013; Golovchenko et al. 2020; Bergh 2024). Election interference is a 
type of information operation where the aim is to influence the outcome of an election, either 
by promoting/demoting a given candidate/party, polarising the electorate, or suppressing 
participation (Golovchenko et al. 2020; Bradshaw et al. 2021). 
 
Consequences. Information operations and election interference aim to sway public opinion 
and voter behaviour. This undermines the democratic process, may facilitate the spread of 
false information, may increase polarisation, can lower public trust in the electoral process, 
and lead to accusations of electoral fraud.  
 
Prevalence. While it is hard to quantify the prevalence of such operations, recent accounts 
point to more than 80 countries participating in some sort of information operation on social 
media platforms (Bradshaw et al. 2021), including Western democracies (Bradshaw et al. 
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2021; Earl et al. 2022; Casas 2024). A large body of academic literature documents 
information operations by the Russian Internet Research Agency, particularly in the context 
of the 2016 and 2020 United States Presidential elections (Lukito 2020; Tucker 2020), the 
2016 Brexit referendum in the United Kingdom (Howard and Kollanyi 2016; Booth et al. 
2017), and national elections in France, the Netherlands, and Germany in 2017 (Brattberg 
and Maurer 2018; Adler and Thakur 2021). These analyses reveal how the Internet 
Research Agency used both human-controlled and automatic bot accounts in its information 
operations, and how it coordinated actions across several social media platforms, such as 
Facebook, Twitter, and Reddit (Lukito 2020). Other information operations of relevance 
involve coordinated social media accounts amplifying pro-Chinese messages from China’s 
diplomats in the United Kingdom (Schliebs et al. 2021).  
 
Predictors. Predictors of being the target of influence operations vary by context, and 
include demographic characteristics and partisanship. The types of targeted messages also 
vary depending on the goals of the campaign. Evidence from the 2016 United States 
election finds that messages targeted at Republican voters emphasised immigration, race, 
and ethnicity, and messages targeted at African American voters emphasised structural 
inequalities, with the goal of encouraging them to boycott the election (Howard et al. 2018; 
Freelon et al. 2022).  
 
Effects. Empirical evidence so far suggests that the operations conducted by the Russian 
Internet Research Agency did not significantly impact the outcome of the elections 
mentioned above. This is because exposure to influence operations and election-related 
mis/disinformation tends to be heavily concentrated towards specific groups of voters (Eady 
et al. 2023), to be less prevalent than content from domestic and trustworthy sources 
(Tucker 2020; Eady et al. 2023), and the number of accounts linked to these operations is 
generally small (Booth et al. 2017). Additionally, with the rising threat of interference, certain 
states have implemented prevention measures (Brattberg and Maurer 2018; Bateman and 
Jackson 2024). However, it remains difficult to assess the long-term impact of these 
operations, and they may have indirect effects, such as the spread of conspiracy theories 
following the vote and public unrest, particularly if domestic authentic networks become 
involved. The attack on the United States Capitol on January 6, 2021, shows this.  
 
Research gaps. While the direct threat of these operations in influencing voting behaviour 
seems limited when focusing on single elections (François and Douek 2021; Eady et al. 
2023), further research should investigate the longer-term effects of influence operations, as 
the strategies, tactics, and aims of these operations vary (Martin et al. 2020; Martin et al. 
2023) and extend way beyond single elections. Social media platforms have made great 
efforts to fight influence operations (for example, through the Disinfodex database) but 
assessing the impact of takedowns is difficult, as threat actors behave differently and may 
change their behaviour over time, meaning that they may quickly adapt to punitive actions 
taken against them. Takedowns are only (a small) part of the solution to combat influence 
operations, and may be receiving too much attention in the public policy discourse. Further 
research must also examine the role of recommendation algorithms in spreading 
election-related misinformation; while one study focusing on Facebook and Instagram 
concluded that the recommendation algorithm was not a driver of exposure to misinformation 
in the 2020 United States election (Guess et al. 2023a), these findings have been disputed 
(Bagchi et al. 2024).  
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3.1.7. Political micro-targeting 
Definition. Political micro-targeting refers to the collection of online behavioural data from 
individuals in order to deliver them tailored political advertising (Dobber et al. 2019). This 
phenomenon became widely known in 2016, when Cambridge Analytica misused data from 
millions of Facebook users in the United States to run tailored ads for Donald Trump’s 
presidential campaign.  
 
Consequences. Political micro-targeting can have societal and democratic benefits, such as 
increased political participation, providing voters with information about the issues they care 
about, and offering more cost-effective advertising for candidates (Zuiderveen Borgesius et 
al. 2018). However, political micro-targeting can also threaten democratic politics by invading 
people’s (data) privacy, manipulating public opinion, boosting campaign spending, and 
attributing private social media platforms a key intermediary power in elections (Zuiderveen 
Borgesius et al. 2018). 
 
Prevalence. In a study of political ads on Facebook and Instagram across 95 countries and 
113 elections, Votta et al. (2024) show that political ads on social media platforms are now 
common across the globe, and that most ads target users based on a single or two criteria. 
Geographic location and socio-demographic characteristics are the most common targeting 
criteria, followed by interests and behaviour online (Votta el al. 2024). In the 2024 United 
Kingdom General Election, political parties spent more than 2.5 million pounds on Google 
Ads (Bishop-Froggatt 2024), and an average of about 1 million pounds per week on Meta 
ads (Who Targets 2024). These ads targeted particular audiences, with candidates from the 
Conservative party, for example, targeting older voters on Meta ads (Plevin 2024). 
 
Predictors. Online micro-targeting is more present in Western democracies and wealthier 
countries, where parties and candidates have more resources to spend on online ads (Votta 
et al. 2024). In democratic countries, parties and candidates in countries with a proportional 
(versus majoritarian) electoral system, with limits on traditional media campaign spending, 
and with stricter data protection laws, are more likely to run targeted social media ads (Votta 
et al. 2024). Regarding the particular targeting criteria, right-leaning parties are more likely to 
target older men, and left-leaning parties are more likely to target younger and women voters 
(Votta et al. 2024). 
 
Effects. In a study of the 2021 Dutch election campaign, Chu et al. (2023) found a sample of 
505 participants to be exposed to about 9,000 ads from political parties on Facebook. The 
ads had an effect on both their propensity to vote and voting choice. In a meta analysis of 
campaign experiments conducted by the Democratic party in the 2018 and 2020 elections in 
the United States, Hewitt et al. (2024) find a small but meaningful variation in the persuasive 
effects of online political ads, and Tappin et al. (2023) find micro-targeting to be most 
effective at shifting policy views when based on a single (rather than multiple) individual 
characteristic.  
 
Research gaps. The vast majority of research on political micro-targeting is based on a few 
countries (such as the United States, Netherlands). Future research should explore the 
prevalence, determinants, and effects of micro-targeting in other countries. Additionally, 
there is still a lot to learn about the prevalence of micro-targeted campaigns across 
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platforms, from which party-ideology, and the relative ability of online ads to persuade voters 
based on different individual characteristics. 

3.2. Some illustrative examples 
Recent cases of public and political unrest and individual harm have been attributed to the 
spread of unverified or intentionally false information and toxicity online. Misinformation and 
hate speech often spread in tandem, and through a cumulative process, they progressively 
trigger extremist attitudes, potentially leading to public disorder and real-world violence. This 
section elaborates on some of the threats mentioned above, showing how they often interact 
to jointly undermine the political and individual safety of citizens.  

3.2.1. The UK riots: the capitalisation of anti-immigration attitudes 
and spread of misinformation 
In July 2024, three girls were murdered in a knife attack in Southport, England. False reports 
that the attacker was a Muslim asylum seeker who had entered the United Kingdom illegally 
quickly spread on social media platforms (Adams 2024; Fung 2024; Fox 2024). While this 
false information was initially shared only by a few individuals, within a few hours related 
posts became some of the most widely circulated across multiple social media platforms. 
 
This triggered the mobilisation of far-right groups online and eventually led to the eruption of 
violent anti-immigration and Islamophobic riots across several cities in the United Kingdom. 
Even after authorities disclosed the identity of the assailant — a British national born in the 
United Kingdom — false claims about his name and origins continued to spread online 
(Rowe and Mason 2024). 
 
Analyses of users’ behaviour on social media highlight the role of several platforms in 
fuelling the violent riots. Soon after the attack, the false name had received thousands of 
mentions, reached trending status on X, posts from far-right activists inciting hatred towards 
Muslims received close to a million views, hashtags related to the riots and racism became 
among the most popular on TikTok, and a YouTube livestream of the riots received hundreds 
of thousands of views with live comments showing support for the violence (Institute for 
Strategic Dialogue 2024; Rowe and Mason 2024). 
 
Social media platforms failed to take down a range of toxic content and misinformation 
related to the attacker and the events. On the contrary, evidence points to recommendation 
algorithms amplifying far-right voices, misinformation, Islamophobic content, and hate 
speech (Institute for Strategic Dialogue 2024). In particular, platforms with relaxed content 
moderation policies, such as Telegram, played a key role in the dissemination of undesired 
content (Rowe and Mason 2024).  

3.2.2. Misinformation during the COVID-19 pandemic threatening 
public safety 
Throughout the COVID-19 pandemic, some individuals continuously opposed health and 
safety measures introduced by governments, such as lockdowns, mask mandates, and 
vaccination certificates. As these measures were implemented, online conspiracy-oriented 
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communities mobilised around fabricated or distorted evidence related to the virus (Ahmed 
and Bales 2021), in some cases encouraging public protests. 
 
In the early days of the pandemic, COVID-19 anti-vaccine messages were widespread in the 
United Kingdom and appeared to be amplified by social media, in particular targeted at 
young people who had a higher tendency to believe conspiracy theories about the vaccine 
(The Policy Institute 2020). COVID-19 related misinformation largely spread through society 
from the top down — from politicians, celebrities, and online influencers, particularly in the 
United States and the United Kingdom. A few months into the pandemic, only a dozen of 
individuals were found to be responsible for spreading the majority of COVID-19 related 
misinformation and anti-vaccine content on X and Facebook (Center for Countering Digital 
Hate 2021). 
 
While most mainstream platforms eventually sought to implement stricter content moderation 
policies to fight misinformation, alternative platforms with lax content moderation policies, 
such as Telegram, grew in popularity. There is evidence that one of the largest 
conspiracy-oriented group chats in the United Kingdom on Telegram grew in size during and 
after the COVID-19 pandemic, and this increased interconnectivity coincided with more 
planning discussions for associated offline protests, which eventually occurred in response 
to lockdowns, vaccine rollouts, and governmental instability in the United Kingdom 
(Wischerath et al. 2024). While COVID-19 conspiracy theories may initially spread on 
mainstream platforms, as soon as these platforms implement measures to curb 
misinformation, individuals who believe them are quick to migrate to other platforms. 
 
The implications of false information on the sources and measures to prevent a deadly virus 
are drastic, and groups that spread narratives to discredit legitimate public health measures 
may have contributed to preventable illness and death (Wang et al. 2022). Citizens who 
could have been protected were exposed to a virus that can have long term negative health 
effects (for example, see Office for National Statistics 2021). 

3.2.3. The normalisation of misogyny 
Two aspects of online misogyny which have dire political consequences are discussed here: 
the toxicity faced by women in politics and the role of social media in the mainstreaming of 
negative gender stereotypes.  
 
Online toxicity towards women in politics includes not only threats and personal harassment, 
but also involves gender disinformation campaigns which build on gender stereotypes 
(Wilfore 2022; Di Meco 2023). Evidence from the United Kingdom shows that this has been 
on the rise, and that women politicians, compared to their male counterparts, are more likely 
to receive comments on social media that question their qualifications, their positions, or that 
are explicitly sexist (Greenwood et al. 2020; Ward and McLoughlin 2020; Southern and 
Harmer 2021; Esposito and Breeze 2022).  
 
Apart from the personal harms this creates, direct political effects of facing such harassment 
include decisions to alter their online discourse, stand down, not re-run for office, or modify 
their campaigning activities in a way that hurts their electoral prospects (Collignon and Rüdig 
2021). In addition, evidence from the United Kingdom shows that witnessing sexist 
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comments targeted at politicians on social media decreases the appeal of running for 
political office among women (Vrielink and van der Pas 2024). Toxicity targeted at women 
politicians therefore has broader, indirect political consequences, which threaten women’s 
political participation and representation.  
 
In parallel to the rise in toxicity targeted at women politicians and candidates, social media is 
enabling the spread of misogynistic ideologies among online communities. While social 
media gives a voice to human rights activists, it also provides a global platform for 
influencers with extremist ideologies. One example in the United Kingdom is Andrew Tate, a 
leader of the “manosphere” community, which promotes men’s domination over women and 
regressive and violent gender stereotypes (Farrell et al. 2019; Bragg et al. 2022; 
Fazackerley 2023; Haslop et al. 2024; Pearson 2024).  
 
This community is not fully isolated from the alt-right; many similar influencers embrace other 
hateful ideologies and conspiracy theories. Their followers then become at increased risk of 
falling into the extremist rabbit hole.  
 
While Andrew Tate and similar influencers have been banned from mainstream platforms, 
they remain highly visible on them (Hall 2023), showing that social media platforms are 
failing to effectively contain the spread of extremist ideologies. Along with their fans at fear of 
being censored, they have moved to alternative platforms with more lenient content 
moderation policies, which have become a hub of alt-right groups. With time, their following 
may be lured into other alt-right communities such as conspiratorial or white-supremacist 
groups.  
 
The most visible mobilising effect of these influencers has been in the United States, as 
shown during recent protests on university campuses (Del Rey 2024). In the United 
Kingdom, an increasing number of boys admire Andrew Tate, who is radicalising them into 
extreme misogyny (Evans 2023; Gillett 2024).   
 
Apart from this online trend that started from the top-down, young boys are being radicalised 
through exposure to “softer” forms of misogynistic content. Misogynistic content online can 
go unnoticed as it comes in various formats, and is sometimes presented as entertainment 
that spreads with the help of recommendation algorithms. On TikTok, for example, a 
UK-based analysis of thousands of videos found a fourfold increase in the level of 
misogynistic content being recommended after only a week of usage (Regehr et al. 2024). 
The recommendation algorithm privileges more extreme material, and through increased 
usage, users are gradually exposed to more misogynistic ideologies which are presented as 
entertainment. As a result, these ideologies are normalised among young people and 
become embedded within mainstream youth cultures.  
 
The implications of this are that women, as well as other marginalised groups, are at risk of 
facing increased discrimination offline, and long-term political risks include a backsliding on 
women’s civil rights.  
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4. Data needs. What types of data do academics 
need to research political online safety? 
In this section we provide an overview of the types of data that are crucial for conducting 
research on political online safety. Note that we do not necessarily mean for researchers to 
have direct unrestricted access to all of this data. In the last section of this report, we provide 
further discussion on how researchers can independently and transparently analyse social 
media data in a secure and safe manner. 
 
Researchers need access to a variety of data in order to independently and accurately 
assess the many potential political harms that can emerge in the social media environment, 
as well as potential ways of addressing them. In Figure 1 we provide a high-level overview of 
the different kinds of actors, actions, and interactions that are of interest. Next we elaborate 
on each of these data types and on specific data features related to them. 
 
Figure 1. Diagram of key social media actions and interactions. 

 

4.1. Accounts 
At the core of social media communications are accounts. These are profiles that 
individuals and organisations have on social media platforms. The naming convention for 
accounts can vary depending on the platform: accounts on Instagram and Reddit; profiles on 
Facebook, X, and TikTok; and channels on YouTube.  
 
Researchers studying political online safety are often interested in distinguishing between 
different kinds of individual and organisational accounts. For individual accounts, it is often 
relevant to distinguish between accounts from “ordinary” citizens and those from political 

19 



 

“elites” (Barberá et al. 2019; Eady et al. 2019) such as politicians and journalists. Some 
platforms also distinguish between “public” and “private” accounts (such as Facebook 
profiles versus public page or group) — where content of private accounts is only visible to 
other accounts vetted by the user. The distinction between, and access to all, these different 
kinds of accounts is relevant for a variety of political online safety research; for example, to 
address whether online polarisation is elite- or mass- driven, or to put forward a more 
accurate and useful picture of how (fake) news spread across the social media environment 
(McCarty et al. 2006; Fiorina and Abrams 2008; Eady et al. 2019).  
 
Beyond access to the different types of social media accounts, access to the following 
account-level information is relevant for political online safety research. 
 

● Unique identifiers: the unique name and (alpha)numeric ID of the account.  
Researchers need access to this information in order to select the data relevant for a 
given project (for example, based on a list of accounts pre-defined by the 
researcher), and to study the relationships between accounts (for example, who 
mentions or follows whom). 

 
● Description: self-reported description of an account. This data is often crucial for 

identifying different kinds of accounts for analysis. For example, researchers can use 
a predefined set of keywords (such as “labour” or  “conservative”) to identify 
politically engaged users, and/or supporters of different parties. 

 
● Tags: tags that define the type of account (for example, verified blue check mark on 

X), or type of content posted by the account (for example, political, society, 
entertainment, etc. tags for YouTube channels) — either self-reported by the account 
holder, or given by the platform. This information is useful for selecting data for 
analysis (such as accounts posting about politics), and for identifying different types 
of accounts in larger datasets (such as exploring the role of entertainment-type 
accounts in the political ecosystem). These would also include any tags attributed to 
an account by a social media platform for marketing purposes.  

 
● Historical metadata: such as the creation date of the account and aggregate 

historical statistics (such as the total number of posts/comments posted, number of 
followers, number of accounts followed). This information is particularly relevant to 
identify salient and influential accounts (posting more/less often, and with 
higher/lower reach). Additionally, previous research shows this information to also be 
particularly useful for identifying (bot and human) malicious accounts — for example, 
long-lasting accounts are less likely to be malicious. 

 
● Location: self-reported or platform-attributed location of an account. This data is also 

important for selecting/sampling data for analysis. For example, this information can 
be relevant for researchers studying information operations and election interference. 

4.2. Networks 
Accounts JOIN and are embedded in networks, by (reciprocally) following other accounts, 
and/or joining groups, pages, and conversations. Political online safety researchers need 
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network-level information for a variety of purposes, such as to determine the ideological 
leaning of accounts (Barberá et al. 2019), to compare potential versus actual exposure to 
politically-relevant content, and to better understand the role of platform algorithms in 
information curation (Bashky et al. 2015; González-Bailón et al. 2023). Here is a list of 
relevant network-level data for political online safety research: 
 

● List of followers: list of accounts (unique identifiers) that follow a given account. 
This information can be useful to study the kinds of users that follow untrustworthy 
media accounts (Guess et al. 2019). Additionally, timestamps for when each follower 
account started following a given account can be useful to determine the start and 
relevance of the relationship. 

 
● List of followees: list of accounts (unique identifiers) followed by a given account. 

This information can be useful to identify politically-interested users, by for example 
pulling the list of followees of politicians and/or mainstream media accounts (Casas 
2024). Additionally, timestamps for when a given account started following each of 
the followed accounts can be useful to determine the start and relevance of the 
relationship. 

4.3. Posts 
Accounts CREATE content by posting public messages visible to everyone, or private 
posts only visible to those vetted by the user. Many research projects may not need access 
to private posts, such as a study of whether candidates and parties contribute to the spread 
of misinformation during an election. However, other projects can enormously benefit from 
being able to study private posts, such as a study of the role of ordinary users and/or 
extreme ideologues, in the creation and spread of political misinformation. Additionally, 
political online safety researchers need access to (historical) content posted as far back as 
possible, to assess the presence of relevant patterns at and across different points in time. 
 

● Original and shared posts: the text, visual, and audio of original and shared posts. 
Information about the content (re)posted by accounts is crucial to most political online 
safety research. Past research mainly focuses on text data from posts, yet social 
media is becoming increasingly audio-visual, which means that political online safety 
researchers need to be able to access and study at scale all the data modalities of 
social media posts. For example, recent research points to misinformation studies 
based on text data only (versus visual/multimodal data) substantially undercounting 
the amount of misinformation present on social media (Yang et al. 2023). 

 
● Expanded urls: full original (non-shortened) URL included in any (re)post. Political 

online safety researchers often use information about URLs included in social media 
messages to identify links to (untrustworthy/fake) news sites (Guess et al. 2019; 
Grinber et al. 2019) and study the correlates of different kinds of media diets with 
political attitudes and behaviour (Guess 2021; Casas et al. 2023; Eady et al. 2024).  

 
● Account information for created/shared posts: unique identifier for accounts 

(re)posting a given post. This data is crucial for mapping and studying which 
accounts contribute to the creation and dissemination of politically-relevant content. 
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● Timestamp: day and time of the creation of original posts, and/or the time the 

original post was shared by an account of interest. Temporal data is key to mapping 
and studying information diffusion for political online safety research. 

4.4. Exposure 
Accounts are EXPOSED to content generated by those in their network, recommended or 
ranked by the platforms, and/or by advertisers. This exposure is crucial to political online 
safety, as it can influence the political attitudes and behaviour of users online and offline. 
This data is also important to study the role of platform algorithms in the dissemination of 
information (for example, algorithms can up- or down-rank particular content and accounts), 
and the effects of political advertising and micro-targeting. 
 

● Post exposure: number and list of accounts exposed to a given (re)post. In 
conjunction with Network information, this data can be used to assess the role of 
platform algorithms in content curation (Eady et al. 2019; Guess et al. 2023a; 
González-Bailón et al. 2023).  

 
● (Political) Ad exposure: number and list of accounts exposed to a given ad. This 

information is crucial for studying the effects of (political) advertising and 
micro-targeting on people’s political attitudes and behaviour. Political ads are 
particularly relevant, but so are those not labeled as such by the platform and/or 
advertiser, given that platforms sometimes do not label ads that are indeed political 
(Carolan 2024), and that non-political information (such as sports and gaming) can 
sometimes be linked to political attitudes. 

4.5. Engagement 
Accounts ENGAGE with content, by reacting (for example, liking), sharing, and commenting 
on content from other accounts. This data can help political online safety researchers identify 
the conditions under which toxic, extreme, and untrustworthy content reaches higher 
engagement levels, and whether platform algorithms boost ideologically congruent content 
and/or extreme views.  
 

● Post reactions: number of likes, dislikes, etc. of a (re)post, and list of accounts for 
each (re)post and engagement metric. In conjunction with Network and Post 
exposure information, this data can also be used to assess the role of algorithms in 
curating and mediating content exposure and engagement (González-Bailón et al. 
2023).  

 
● Reposts: number of reposts/shares of a given original post, and list of accounts that 

reposted the post. This data is crucial to study the dissemination of politically-relevant 
information on social media.  

 
● Comments: number of comments on a given (re)post, textual-visual-audio content 

of each comment, and account-level information from commenters. This information 
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is important for the study of information diffusion, echo chambers and polarisation, 
and toxic behaviour online, among other aspects of political online safety. 

4.6. (Political) Advertising 
Many are concerned about the potential harms of political micro-targeting (Zuiderveen 
Borgesius et al. 2018; Dobber et al. 2019). Political online safety researchers addressing 
these questions need information about which ads are being run on a given platform, when 
and by whom, and the user-level features targeted by the advertiser. Although political 
advertising is the main focus, information about other ads may be useful to disentangle 
whether platforms and/or advertisers are doing a good job at accurately labeling 
politically-relevant ads (Carolan 2024), and to study the conditions under which non-political 
ads (such as sports and gaming) can also influence users’ political attitudes and behaviour 
(Wojcieszak et al. 2024) 
 

● Ad content: text, visual, and audio content of the (political) advertising.  
 

● Advertiser: (self-reported) description of the advertiser running the ad, such as the 
name of the candidate or political-party/organisation, the location, etc. This data is 
important for matching particular content and actions to the political groups under 
analysis. 
 

● Time period: start and end timestamps for when the ad was live on the platform. 
This is crucial for mapping, identifying, and studying the effects of advertising. 

 
● Amount spent: monetary value the advertiser spent on running a given ad on the 

platform. This data can be used to study the strategies of different political actors (for 
example, do conservative parties advertise on some platforms and left-leaning 
parties on others? Do they pay the same for advertising on a given platform?), and 
the conditions under which resources (inequalities) influence political outcomes. 
 

● Targeted features: the particular targeting and exclusion criteria (e.g. 
socio-demographic, location) specified by the advertiser for a given ad. This 
information can be used to study under what conditions political advertisers target 
different segments of the online population, and their potential effects (Votta et al. 
2024). 

4.7. Platform interventions 
Platforms play a key role in content curation. For example, platforms can decide to take 
down (Casas 2024; Mosleh et al. 2024) or reduce the visibility (Jaidka et al. 2023) of content 
and accounts, and prioritise the recommendation of particular content (Brown et al. 2022). 
Platforms often change their terms of service (Landi 2024), update their content moderation 
policies, and sometimes implement urgent “break glass” measures during sensitive times 
such as elections (Jackson 2024). Detailed information on the moderation and 
recommendation policies for political content is key to understanding whether observed 
dynamics are the output of user versus platform behaviour. Additionally, this information is 
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key to assessing the (unintended) effects of platform actions, and to designing improved 
interventions. 

4.8. External data and models  
Most quantitative studies on political online safety need to be able to: (a) combine social 
media data, with other data collected by the researchers (such as combining datasets of 
URLs mentioned on social media posts, with a list of untrustworthy news sites previously 
assembled by the researcher); and/or (b) use external and/or previously trained 
(machine-learning) models for analysis (such as a machine-learning model to 
automatically identify toxic content among a dataset of social media posts). 

4.9. Cross-platform research 
Cross-platform research is crucial for understanding, for example, how (mis/dis)information 
travels from one platform to another (Buntain et al. 2021), the prevalence of different 
communities and political narratives in different platforms (Kakavand 2024), and comparing 
platform interventions and effects. Yet, mapping content and users across platforms remains 
challenging. Future approaches to platform research should aim to solve these challenges 
—  for example, by building a single system where researchers can query and analyse data 
from all platforms. 

4.10. Computing and storage resources 
Political online safety researchers need (a) substantial amounts of storage, and (b) access 
to state-of-the-art computational resources (such as powerful graphics processing units 
[GPUs]), to analyse large quantities of multimodal social media data. The rise of 
visual-based social media platforms, such as Instagram and TikTok, means that data 
collections of millions of social media posts can take several terabytes of storage. Today 
researchers can fine-tune Large (Visual) Language Models (L(V)LMs) to train 
machine-learning models capable of accurately classifying these large amounts of social 
media data into theoretical quantities of interest (for example, their political topic, and identify 
hateful content and misinformation). Yet, researchers need access to several costly GPUs 
for training and deploying these L(V)LMs. These storage and computational needs must be 
taken into account when thinking about the best governance model for providing academics 
with access to social media data. 
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5. Data access. State of the art 
In this section we provide an overview of the state of the art regarding data access for 
political online safety research for the five largest social media platforms in the United 
Kingdom, according to the latest Digital News Report (2024): Facebook (used by 63% of the 
British population), YouTube (53%), Instagram (38%),  X (25%), and TikTok (15%). 

5.1. Meta: Facebook and Instagram 

5.1.1. Meta Content Library and API 
The Meta Content Library provides independent researchers access to data from public 
Facebook, Instagram, and Threads accounts. Researchers can access the data via a 
point-and-click User Interface (UI), or programmatically via an Application Programming 
Interface (API). 
 
Accessible data 
Post and engagement data for the following types of public accounts: 

● Facebook: public pages, public groups, public events, and public profiles with a 
verified badge or 1,000+ followers.  

● Instagram: public business, public creators, personal accounts set to public with a 
verified badge or 1,000+ followers. 

● Threads: public profiles with 1,000+ followers. 
 
Inaccessible data 

● Posts, engagement, and account data for less salient public accounts, or those 
with less than 1,000  followers.  

● Network data for public or private accounts. 
● Exposure data for public or private accounts. No exposure data for (political) ads 

either.  
● Posts and engagement data from private accounts.  

 
Data access 

● Who? Researchers affiliated with a qualified academic or research institution, and 
journalists working for non-profit organisations (Fischer 2024).  

● How?  
○ An independent intermediary body, the Inter-university Consortium for Political 

Science Research (ICPSR, at the University of Michigan), manages access to 
the Meta Content Library. 

○ ICPSR receives, independently reviews, and approves applications from 
independent researchers. 

○ Applications must provide information about the principal investigator, 
collaborators, general research goals, and analytical skills and needs. 
Additionally, those applying to the API (rather than the UI version), must 
provide additional details regarding programming language and analytical 
tools needed, and coding/statistical experience; plus a Restricted Data Use 
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Agreement to be signed by the applicant (principal investigator) or their 
institution.  

 
Data analysis 

● Controlled environment. Meta and ICPSR allow researchers approved by ICPSR to 
access and analyse (accessible) data only in controlled environments hosted by 
Meta and ICPSR, to maximise data privacy and security.  

○ User Interface (UI). Researchers using the UI are given access to a platform 
where they can easily query (accessible) data in a point-and-click fashion. 
This platform runs on Meta’s servers, and researchers access the platform via 
a url in their browser, and using the credentials provided by ICPSR after 
having been granted access. Researchers can initially inspect the returned 
data using a grid or list view, and then visualize trends in a dashboard.  

○ Application Programming Interface (API). Researchers using the API can 
programmatically query and analyse (accessible) data in a virtual machine 
(VM) hosted by ICPSR. Researchers access these VMs via a VPN and using 
the credentials provided by ICPSR; and they can fire up jupyter notebooks for 
programmatically querying and analysing the data, using the python and/or R 
programming languages. A key limitation is that researchers cannot bring 
any data and/or trained models into the environment, which limits the 
researcher’s ability to incorporate external datasets into the analysis and to 
use machine-learning models to identify theoretical quantities of interest in the 
data (such as toxic language, extreme views, misinformation).  

● Downloadable data. However, as of recently, Meta allows researchers to download 
data for further analysis to be conducted offline or in an environment of the 
researcher’s choice. Yet the criteria for downloadable data is even more restrictive, 
being limited to posts and engagement for public Facebook, Instagram, and 
Threads accounts with 25,000+ followers. Researchers are able to bring external 
and additional datasets and machine-learning models into the analysis of this data. 

5.1.2. Meta Ad Library 
The Meta Ad Library is a dataset of ads people can see on Meta platforms. Similar to the 
Meta Content Library, researchers can access and search the general Meta Ad Library using 
a User Interface (UI) or an Application Programming Interface (API). Additionally, approved 
researchers can also access the Ad Targeting Dataset, with additional information on ads on 
social issues, elections, and politics (for 120+ countries, since August 2020). 
 
Accessible data 

● For ads labeled as not being about social issues, elections, or politics: 
(only for active ads, or any ad delivered in European Union territory in the last year) 

○ Advertiser name. 
○ Advertiser profile description. 
○ Targeted features: location (only when targeting an EU territory), gender, age. 

 
● For ads labeled as being about social issues, elections, or politics: 

(active ads, and inactive ads published in the last 7 years) 
○ Advertiser name. 
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○ Advertiser detailed information (location, contact information). 
○ Amount spent (range). 
○ Impressions received (range). 
○ Time period when the ad was active. 
○ Targeted features: location, gender, age, users’ interests. 

 
Inaccessible data 

● Inactive ads that are not labeled as being about social issues, elections, or politics 
(non-political ads). 

● Advertiser location and contact information for non-political ads. 
● Amount spent for non-political ads. 
● Active time period for non-political ads. 
● More detailed targeted features for non-political ads. 
● Exposure information for political or non-political ads (what individual users have 

been exposed to a given ad). 
● Engagement information for political or non-political ads (what individual users have 

clicked on the ad). 
 
Data access 

● Who? 
○ General Meta Ad Library: everyone. 
○ Ad Targeting Dataset: only approved researchers from academic or non-profit 

institutions. 
● How? (Ad Targeting Dataset) 

○ ICPSR receives, independently reviews, and approves applications from 
independent researchers. 

 
Data analysis 

● General Meta Ad Library 
○ User Interface: researchers can query data based on location, broad topical 

category, and keywords. They then see the ads in a list format, and explore 
them by clicking on them one by one, making Large-N analysis extremely 
complicated, if not impossible.  

○ API: researchers can query the dataset programmatically, using the same 
data filters: location, broad topical category, and keywords. The API returns a 
dataset with the variables/fields described above, that can be saved and 
downloaded locally, making it suitable for large-N analysis. 

● Ad Targeting Dataset 
○ Controlled environment. Researchers approved by ICPSR can only query 

data via Meta’s Research Platform, a virtual machine hosted by Meta where 
researchers can run remote python or R notebooks to query and analyse the 
data. The returned data must be analysed in this controlled environment, and 
cannot be downloaded locally for further analysis. No external data can be 
taken into the environment. 
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5.1.3. URL shares (Facebook only) 
A dataset of all URLs shared on Facebook in 46 countries, and information about how 
(different kinds of) users engaged with the URLs. The dataset is updated approximately 
every 6 to 12 months. The latest release (v10, from April 12, 2023) contains information 
about 68 million URLs, for over 3.1 million rows. The data is protected using differential 
privacy — some noise has been added to avoid revealing any (private) user-level 
information, yet the data can still be used for valid scientific inference.  
 
Accessible data 

● URL metadata: such as full URL, top domain, posting time, times reported as false 
news, and rating from third-party fact checkers. 

● URL exposure/engagement data: number of views, clicks, shares (with and without 
click), comments, likes, loves, hahas, wows, sorrys, and angers. These counts can 
be obtained by: country, year-month, age bracket, gender, and ideological bracket. 

 
Inaccessible data 

● Full (original) post/s that included the URL. 
● Account information for those who (re)posted the URL. 
● Account, and other posts, exposure, engagement, and network information for those 

exposed to URLs.  
 
Data access 

● Who? 
○ Researchers from academic institutions who want to study the effects of 

social media on democracy and elections, and only for academic purposes. 
● How? 

○ Social Science One (hosted by Harvard’s Institute for Quantitative Social 
Science) reviews and approves applications for accessing the data. 
Applications are accepted/reviewed once a quarter.  

○ Additionally, approved applications/researchers (and their research 
institutions) need to sign a Research Data Agreement with Meta. 

 
Data analysis 

● Controlled environment. Researchers must use Meta’s Research Platform, which 
consists of VMs hosted by Meta and with no internet access, where researchers can 
run python or R notebooks for querying and analysing the data.  

5.1.4. 2020 United States Election Study replication data 
Meta partnered with 17 academic researchers to study the impact of social media (Facebook 
and Instagram) on people’s political attitudes during the 2020 Presidential election in the 
United States. Several studies came out of this partnership, and replication datasets for each 
study are being made public after publication (5 of them are available so far). 
 
Accessible data 

● This varies by the publication to be replicated. These contain a mix of URL- and user- 
level information, with detailed information about exposure and engagement metrics, 
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as well as user’s attitudes, for those users who participated in the studies. The 
extensive codebooks for each replication material are available at the following link: 
https://socialmediaarchive.org/search?c=US2020&cc=US2020&ln=en.  

 
Inaccessible data 

● Only replication data is available; no additional data can be collected or queried. 
 
Data access 

● Who? 
○ Only approved researchers from academic or non-profit institutions. 

● How? 
○ ICPSR receives, independently reviews, and approves applications from 

independent researchers. 
○ Sign “Restricted Data Agreement”. 

 
Data analysis 

● Controlled environment. Researchers approved by ICPSR must analyse these 
replication datasets using jupyter or R notebooks running on protected servers 
hosted by ICPSR. Researchers cannot use any additional external data and models 
for analysing this data.  

5.2. YouTube 

5.2.1. YouTube Research Program API 
Academics affiliated with an accredited high-learning institution can apply to the YouTube 
Research Program to use their API to collect data for their research projects.  
 
Accessible data 

● Account (channel) information: such as unique identifiers, description, tags/labels, 
number of subscribers, etc. 

● Post (video) information: such as video URL, transcript/close-caption when available, 
creation date, etc. 

● Partial network information: list of channels to which a given account is subscribed 
to. 

● Comments: text of the comments posted to a given video, key information for the 
accounts posting the comment. 

● Engagement (video-level): number of views, likes, and comments for a given video. 
 
Inaccessible data 

● Exposure: no list of videos and/or comments to which a given user/account has 
been exposed. 

● Engagement: no list of videos with which a given user/account has engaged (liked, 
commented on, shared). 

● Partial network information: no list of subscribers to a given channel provided. 
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● Platform interventions: no information about changes in moderation or 
recommendation policies, and lack of information on, for example, account and video 
suspension (often generic Not Available reason provided). 

 
Data access 

● Who? Academics affiliated with an accredited high-learning institution. 
● How? Applications reviewed internally by YouTube. 

 
Data analysis 

● Data queried and collected programmatically via the API. 
● Easy to store locally, and/or to merge with other external dataset, and/or use external 

models in the analysis. 

5.3. X 

5.3.1. X DSA Research API Access 
After Elon Musk took over X, the company dismantled the Research API, widely used by 
researchers and journalists to study the impact of social media on democracy and elections, 
among other topics. Currently, only EU researchers who fulfill all criteria described in Article 
40 of the European Union Digital Services Act, and for the sole purpose of working on the 
detection, identification and understanding of systemic risks in the Union, can access data 
from X for free. All other researchers can only access data using one of the paid subscription 
plans, which cost several thousands a month, and are out of reach for practically the entirety 
of researchers. 

5.4. TikTok 

5.4.1. TikTok Research API 
TikTok provides academics with access to their data via their Research API.  
 
Accessible data 

● Account information for public accounts (most TikTok accounts are public), such as 
unique names and identifiers, whether the account is verified, account description, 
number of followers and followees, number of videos posted, and number of likes 
received. 

● Post information for videos posted by public accounts, such as unique post 
identifier, creation datetime, post title/description, video label/s, 
close-captions/descriptions for some videos, unique identifiers for the author account, 
region code, and engagement measures (number of views, shares, comments).  

● Comment information for videos posted by public accounts, such as the text, the 
creation datetime, and the number of likes and replies.  

● Network information for public accounts: list of followers and list of followees. 
● Engagement information for public accounts: post/video information for the videos a 

given account has liked, pinned, and reposted.  
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Inaccessible data 
● Account, Post, Comment, Network, Exposure, and Engagement data is not 

available for private accounts. 
● Exposure information is not available for any account. This is particularly relevant 

given the critical role of algorithms in determining content exposure on TikTok. 
● Post information does not include the actual video or video frames. 
● Information about platform interventions is also not available.  

 
Data access 

● Who? Academic researchers based in the United States, United Kingdom, European 
Economic Area, and Switzerland, and only for the purpose of conducting academic 
non-commercial research. 

● How? Applications must be submitted to and are reviewed by TikTok.  
 
Data analysis 
Researchers must access the data programmatically using the API. Researchers use the 
API to download the data locally, and they can use external data and models in the analysis 
of the data. 
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6. Values relevant for social media research 
Here, we outline the key values that should govern social media research, for this research 
to be credible and conducted in an ethical manner. These values include: trust, equality, 
transparency, reproducibility and replicability, data privacy, data security, and consent.  

6.1. Trust 
Trust refers to the confidence individuals and institutions place on the quality and the 
findings of research. Trustworthy information on the role of social media in politics and 
society is crucial for having meaningful public discussions on the topic and for advancing 
policy-making in this area. 
 
Trust in social media platforms is low across many countries: only around 22% of citizens 
find them trustworthy according to a 21-country report from Ipsos (2023). The report also 
points to 43% of respondents advocating for further regulation of the platforms. Social media 
companies have their own economic incentives: to monetise engagement for targeted 
advertising. Given that polarising content and misinformation often achieve high levels of 
engagement, the public may not trust the platforms to prioritise public and political safety 
over engagement. 
 
In recent years, platforms have engaged in a variety of public research efforts on political 
online safety, such as publishing internal research in open academic outlets (Bakshy et al. 
2015), publishing data reports on their websites (for example, X’s report on Removal 
Requests), providing activity and compliance reports to public agencies (for example, Meta’s 
reports on compliance with European Union legislation), making relevant datasets available 
for independent analysis (such as X releasing a dataset of information operations; see 
Gadde and Roth 2018), conducting research with external academics (such as Meta’s 
academic collaboration during the 2020 United States election), and making platform data 
available via research APIs (such as Youtube or TikTok’s API).  
 
Nevertheless, the aforementioned lack of trust in the platforms can cast doubt in these 
efforts. For example, recent information about “break glass” measures that Meta 
inadvertently put in place during the 2020 United States election collaboration with 
academics has cast doubt about the generalisability of those findings (Guess et al. 2023a; 
Bagchi et al. 2024). Researchers have also reported concerning mismatch between data 
provided to academics via APIs and data shown for the same content on the platform 
(Pearson et al. 2024). Additionally, platforms can be subject to a change in philosophy or 
ownership at any time, as emphasised by Elon Musk’s takeover of Twitter and discussions 
around TikTok ownership in the United States.  
 
In contrast, British society has high trust in academics. A survey conducted by YouGov 
(2022) for the British Academy of Science indicates that 65% of British citizens find 
academics to be “knowledgeable”, and 50% trust them to deliver information.  
 
In turn, for research on social media and political online safety to be trustworthy, 
independent researchers, and/or an independent intermediary organisation with no 
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economic interests, must play a key role in facilitating academic access to data. Beyond 
providing access to the data requested by the independent researchers (following safe and 
secure protocols in line with other values discussed in this section), the platforms should 
detach from the sampling and analytical processes as much as possible. 

6.2. Equality 
Equality refers here to free access to social media data and to the necessary analytical tools 
in order to level the playing field between researchers with different resources and skills. 
This promotes inclusivity in research and allows for more diverse voices to contribute to 
knowledge.  
 
Social media data is under the control of social media companies. While researchers have 
been able to access some of it free of charge, policies can change suddenly and 
unexpectedly. For example, X, which had historically given researchers much larger access 
to its API than other platforms, monetised the API following a change in ownership 
(Kupferschmidt 2023). Even prior to that, the company provided access to two different 
versions of the API — the free-of-charge Streaming API which provided a subset of all 
published content, and its Firehose API which provided access to all public tweets. While 
data collected through the latter would be complete, the Firehose API was not equally 
accessible to all researchers given its high cost and the large amount of computational 
resources to retain the data (Morstatter et al. 2013).  
 
A second component of equality in research concerns engineering infrastructure for 
analysing the data. In order to study the complexities of the social media environment, and 
to obtain more precise estimates, researchers often aim to test their hypotheses with large 
amounts of social media data. However, querying, storing, and analysing large amounts of 
(multimodal) data can be expensive — researchers need to have enough fundings to pay for 
virtual machines for data collection, large storage volumes, and computing nodes for 
analysis. In particular, computing costs have skyrocketed in the last few years, given that 
sophisticated expensive GPUs are needed to train and deploy LLM-based machine-learning 
models.  
 
To ensure that all researchers, independent of their resources and computational skills, are 
able to conduct political online safety research, all vetted researchers should be able to have 
free access to the relevant social media data for their projects and to the necessary 
analytical tools for analysing such data.  

6.3. Transparency 
In research, Transparency refers to the degree of detail and disclosure about the specific 
steps, decisions, and judgment calls made during a scientific study (Aguinis et al. 2024). 
Research transparency fosters trust, integrity, the credibility of research findings, and 
researcher accountability. 
 
Transparency encompasses different dimensions (Moravcsik 2014). Data transparency 
refers to providing access to the evidence or data used in the research (Moravcsik 2014), 
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including detailed explanations on the data collection, such as sources, and sampling 
procedures (Wulff et al. 2023). Analytic transparency refers to providing access to the data 
analysis process (Moravcsik 2014), such as information on the softwares used and 
reproducible scripts. Production transparency refers to providing clear information about, and 
justifications of, the evidence, arguments, and methods that were selected out of all the 
possible choices (Moravcsik 2014; Aguinis et al. 2024).  
 
All three dimensions are of key relevance, as together they allow the public and scholars to 
evaluate whether the data has been collected, sampled, analysed, and interpreted correctly, 
and to understand the process by which researchers make inferences. They also lessen the 
dangers of selection, confirmation, or publication biases, whether intentional or not (Miguel 
et al. 2014). 
 
Transparency entails several practices, such as pre-registration and pre-analysis plans, 
sharing study data, reproducible scripts, protocols, and methodology, and publicly reporting 
research findings (Aczel et al. 2020; Toth et al. 2021; Aguinis et al. 2024). These practices 
allow for the reproducibility and replication of the work. 
 
Public research efforts from the platforms align with some of these transparency dimensions 
and practices, but not with others. For example, Meta committed to not restrict the 
publication of findings coming from the 2020 United States election academic partnership, all 
studies were pre-registered, and analytical datasets have been made openly available for 
reproducibility and further analysis via ICPSR (González-Bailón et al. 2023; Guess et al. 
2023a; Guess et al. 2023b; Nyhan et al. 2023; Allcott et al. 2024). However, Meta was not 
transparent about some parallel interventions by the platform that could have affected the 
results of the studies (Bagchi et al. 2024), and other external researchers are not able to fully 
reproduce the studies because they lack the same level of data access as the authors. As 
another example, in the past, X has openly shared with researchers datasets of messages 
posted by accounts the company had identified as being involved in foreign information 
operations. However, little was known about the data selection process, that is, how the 
company had identified these accounts as malicious and chosen specifically these out of 
potentially many. 

6.4. Reproducibility and replicability 
Reproducibility and replicability are crucial to ensure the validity and integrity of data and 
research findings, improve the accuracy of existing hypotheses, and revisit theories based 
on real-world developments and in different contexts (Brodeur et al. 2024). Reproduction 
and replication in social media research face specific challenges as it typically relies on 
dynamic data obtained from third-parties.  
 
Reproducibility refers to obtaining consistent results and conclusions based on the original 
data and code of a study. It allows us to confirm the validity and reliability of the original 
study. It has three types (Dreber and Johannesson 2023): computational reproducibility 
(same data and code from the original studies), recreate reproducibility (using the 
information in the original studies without access to the data and code), and robustness 
reproducibility (same data with alternative analytical decisions).  
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Replicability refers to testing whether results of a study are consistent when using different 
data or methodology to answer the same research question as the original study. Replication 
allows us to improve the general accuracy of results and test whether they hold when 
making alternative sampling or methodological decisions. Replication can be direct (using 
the original studies’ research design and analysis with new data) or conceptual (testing the 
same hypothesis with an alternative research design/analysis and new data; Dreber and 
Johannesson 2023).  
 
Reviews in several disciplines find that reproducibility and replicability rates are generally low 
(see Camerer et al. 2018; Gertler et al. 2018), even in cases with assistance from the 
original authors. Reasons for this include the data being private in nature, unavailable or 
incomplete computer code, flexibility in data collection and reporting, specification searching 
(known as “p-hacking”), and presenting post-hoc hypotheses (Simmons et al. 2011; Rubin 
2017; Christensen and Miguel 2018; Gertler et al. 2018; Bryan et al. 2019; Broder et al. 
2020; Chang and Li 2022).  
 
Studies relying on social media data will likely never be fully reproducible, but they may be 
replicable. This is because such data and its availability is in constant change. Platforms 
change their API access, prevent researchers from retaining the datasets, provide only a 
sample of the available data with no information on how this data was selected, and may 
suspend users or take down certain posts; while users may switch their privacy settings, 
delete old posts, or delete their account altogether (Ruths and Pfeffer 2014; Hutton and 
Henderson 2015; Graham and Huffer 2020; Morstatter et al. 2021; Davidson et al. 2023; 
Corson and Pierri 2024; Knöpfle and Schatto-Eckrodt 2024; Pearson et al. 2024). In other 
words, a researcher collecting social media data at a certain point in time will hardly be able 
to collect the exact same dataset at a later point. Yet moving forward we should strike for a 
data governance structure that facilitates reproducibility. 
 
Even when unable to share the raw original data, researchers can adopt transparency 
standards to support reproducibility and allow for replication. These include sharing the 
pre-analysis plan, data sampling strategy, methodology, ethical procedures that were 
followed (including whether users were informed; which personally identifiable information or 
sensitive data was removed), and the analysis code (Hutton and Henderson 2018). 
Documenting the workflow enables other researchers to understand the context in which the 
original research was conducted, how the results were produced, and overall improves the 
credibility of the research.  

6.5. Data privacy 
Data privacy can be defined as an individual’s ability to control the amount and use of 
information gathered about them, including control over how the data is collected, stored, 
shared, and used (Malhotra et al. 2004; Mahmoodi et al. 2018), as well as their awareness 
of data privacy practices of social media companies and researchers.  
 
Data privacy is a core component of ethical research that aims to protect individuals from 
any harms that would not occur in the absence of data collection — such as data breaches, 
cyber threats, and any other security concerns. When investigating components of political 
online safety, researchers must establish clear privacy standards to protect individuals’ 
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identities, so as not to undermine their political rights. Data of interest for social media 
research includes, among others, survey data and data on individuals’ social media activity. 
In the former case, data privacy standards would be covered by government regulations 
(such as the Data Protection Act in the United Kingdom) and research would in most cases 
require approval from Institutional Review Boards (McCarthy 2008).  
 
There is less consensus on data privacy standards when it comes to social media data 
because most of it is public. Users do consent to having their data collected when they sign 
up and post on a platform, thus donating their personal data to platforms and making some 
of it accessible to external researchers, governments, and private companies (Lauterwasser 
and Nedzhvetskaya 2023). While some personal data is kept closed to the public, even 
individuals concerned about their privacy tend to disregard privacy policies (Acquisti and 
Gross 2006).  
 
Overall, users unknowingly become research observations not only for platforms but also for 
external researchers without those users’ explicit and informed consent. Any research 
relying on their patterns of behaviour online could violate their trust.  
 
Users may be aware that their platform engagement is public and are given the option to 
change their privacy settings. However, they are not informed of how their data will be used, 
whom it will be shared with, and are not guaranteed that what they may wish to keep private 
(such as their personal information they are required to disclose when signing up on a 
platform) will be fully protected by social media companies. Platforms hold an enormous 
amount of sensitive personal information, including not only on-platform engagement, but 
also off-platform behaviour and geo-location information. This sensitive data can be 
potentially mishandled: the Cambridge Analytica scandal, for example, illustrates that private 
records of users can be obtained by actors aiming to influence public opinion and elections 
(Rosenberg et al. 2018).  
 
Privacy violations can also occur unintentionally. For example, researchers can predict 
users’ personal characteristics with high accuracy based on their public engagement online 
(Kosinski et al. 2013), which raises the ethical concerns of protecting one’s identity and 
anonymity. A further consideration is that data that was made public at a certain point can 
quickly become private if a user changes their privacy settings later on (Kekulluoglu et al. 
2022), but there is no guarantee that this data will not be used by external researchers who 
collected it prior to the change in settings.  

6.6. Data security 
Data security in research refers to maintaining control over the data used from the inception 
to well after a research project’s completion (Wackenhut 2018). It is foundational to data 
privacy, and thus to ethical research, but is distinct from it because it is primarily concerned 
with the secure storing and sharing of data in order to prevent unauthorised access, 
disclosure, and alteration of data. In this way, data security serves the purpose of not only 
protecting subjects’ anonymity and data privacy, but also ensuring that a research project 
itself remains uncompromised by preventing the risk of alterations.  
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When it comes to social media research, both social media companies and researchers 
have the obligation to keep individuals’ data secure so as not to harm them. For the former, 
for example, recent data breaches and leaks aiming to influence election outcomes and 
enabling micro-targeting for the spread of misinformation and polarising content (such as the 
influence operations conducted by the Russian Internet Research Agency and the 
Cambridge Analytica scandal; Bateman and Jackson 2024) shed light on the need to invest 
in cybersecurity.  
 
For researchers relying on users’ social media data or any other type of data (such as 
surveys), security guidelines must be established before, throughout, and after the data 
collection and research process. Steps to minimise security threats include sharing the data 
only with those who need it and storing it in a secure way (on an external drive with 
encrypted data, rather than a cloud-storage service), as well as collecting the necessary 
data only and deleting any data that is not needed for the specific research project (Tankala 
2022). Any personal data stored must be anonymised as required by the Data Protection Act 
in the United Kingdom. Personal data refers to information relating to an identified or (directly 
or indirectly) identifiable person, and anonymisation includes deleting any separate list in 
which a respondent’s or user’s reference number can be matched to an identifiable person.  
 
One consideration that has been overlooked by political scientists is that the context in which 
data has been collected and the research project conceptualised can change over time. 
Researchers must look “beyond the field” (Knott 2019) and ensure that data is kept secure 
long after the analysis and publication of findings.  
 
Until recently, most online safety researchers have collected, stored, and analysed (large 
amounts of) public social media data locally, and without asking for explicit consent from the 
users. One exception is the current data-sharing model from Meta, which only allows 
researchers to access and analyse their data in clean safe environments hosted by Meta or 
ICPSR. This governance model is an important step forward in terms of protecting users’ 
privacy and data security. Future governance models should aim to build on this experience. 
Ideally, such clean safe environments would be hosted by a trusted third-party that would 
also regularly assess the quality and robustness of the data provided by the platforms. 

6.7. Consent 
Informed consent is the process through which research subjects agree to participate in a 
research project, and this agreement should be based on informing them of what data will be 
collected about them, how it will be used and by whom, how it will be secured, the nature of 
confidentiality and anonymity, and any potential harms that might arise from the research 
(Knott 2019).  
 
The aim of obtaining informed consent is to establish the rights of individuals and empower 
them to make autonomous decisions about the risks of participating in research.  
 
In social media research, where much of the data of interest is public, users’ consent is 
implied but may not be informed. Using public data obtained from social media platforms 
does not typically require permission or informed consent, and an analysis of studies using 
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Twitter data showed that very few of these actually discuss ethics reviews (Zimmer and 
Proferes 2014).  
 
However, from a users’ perspective, their consent for the public to view their content is 
distinct from their consent for their content to be collected and analysed by researchers 
(Zimmer 2010). As an implication, although researchers remain exempt from legal 
obligations to obtain users’ permission, they do have an ethical responsibility to inform users 
on the collection and use of their data. There is evidence of Twitter users believing that 
obtaining permission should be an ethical rule in research (Fiesler and Proferes 2018), 
which suggests that violating users’ right to be informed and consent to their data being used 
could undermine trust in social media companies and researchers.  
 
When it comes to social media platforms, they are granted the permission to collect, use, 
and share user data when users sign-up and post on them; however, there is evidence that 
users rarely read or fully understand the platforms’ terms and conditions, which are overly 
long and complicated (Reidenberg et al. 2015). This has allowed social media companies to 
conduct controversial experiments on users; for example, in 2012, Facebook conducted a 
psychological experiment testing the effect of the newsfeed on users’ emotions (Hill 2014; 
Kramer et al. 2014). This experiment created personal harm to users, who may not have 
fully understood the implications of Facebook’s data use policy when they agreed to it.  
 
As social media research continues to grow, ethical norms should be established even 
around the use of public data, with the primary goal of protecting users. Users are generally 
uncomfortable with their data being used by researchers without explicit permission, but this 
varies by context. Contextual factors include research discipline, who is collecting the data, 
how much and what type of data is being collected, what the purpose of the research is, as 
well as whether the data is anonymised (Williams et al. 2017; Fiesler and Proferes 2018; 
Gilbert et al. 2021). This highlights the importance of seeking users’ consent for specific 
research projects, as they may be comfortable with sharing their data in certain cases but 
not in others. It also highlights the importance of thinking clearly about the purpose of a 
research project ahead of time, and to only use whatever data is needed for the project at 
hand. 
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7. A governance model for academic access to 
social media data 

7.1. Towards an independent intermediary body 
As suggested in previous sections, the current governance model is characterised by power 
asymmetries between social media companies and researchers. Social media companies 
are in control of the data that can be shared with researchers (which may not be complete), 
the vetting process (which threatens research independence), and have the resources to 
terminate any research project if viewed to be against their interests (either commercial or 
reputational).  
 
In this context, recent legislation aims to facilitate social media research moving forward 
(Riley and Ness 2022). In the European Union, the Digital Service Act requires platforms to 
provide data access to vetted researchers upon request from a government enforcement 
authority. In the United States, the Platform Accountability and Transparency Act, which is 
still under consideration, would create a data access mandate along with a new government 
office and process dedicated to vetting researchers and overseeing their engagements with 
platforms. In the United Kingdom, the Online Safety Act gives authority to Ofcom to assess 
existing platform practices related to research.  
 
Legislation is only a first step towards supporting research on the role and effect of social 
media platforms on politics, society, and democracy. To put them into practice, an 
independent body trusted by all parties must develop detailed standards that should govern 
social media research, ensure that these standards are followed, act as a mediator between 
social media companies and researchers, while also supporting regulators and promoting 
collaboration between different stakeholders — such as academic researchers from various 
disciplines, journalists, civil society actors, platforms, and regulators from different 
government agencies.  
 
In this section, we outline what we believe should be the core functions of this independent 
body. We take into account data governance models from other industries, previous 
proposals from different organisations, current practices in social media research, and the 
values we believe should govern this research environment. We particularly build on the 
recent work of the European Digital Media Observatory (EDMO), which called for the 
establishment of an Independent Intermediary Body to oversee academic access to social 
media data in the European Union (EDMO 2023). This initiative was launched following 
recommendations from a previous EDMO working group that drafted a Code of Conduct on 
data access and compliance with the General Data Protection Regulation (under Article 40 
of the Digital Service Act; EDMO 2022).  
 
In particular, we will go over six key functions we believe this body should undertake. First, 
the independent body should be in charge of the vetting process of researchers and 
research projects, developing a standardised set of rules and reviewing applications. 
Second, this body should oversee and ensure the quality and type of data provided by 
platforms, by developing a common codebook and conducting periodic audits of the data. 
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Third, it should set up the necessary infrastructure for researchers to conduct their analyses, 
by hosting a secure virtual environment and contributing the necessary computational 
resources and tools to analyse data from multiple platforms. Fourth, the body should have 
the authority to mediate disputes that may arise between researchers and platforms. Fifth, 
the body should provide logistical and technical support to researchers. Finally, the body 
should engage all relevant stakeholders from its set-up, including regulators, policy-makers, 
platforms, researchers, civil society actors, and members of the general public, and promote 
collaboration to advance the field. 

7.1.1. The vetting process 
Under the current social media research regime, social media companies are in charge of 
the vetting process, with the exception of data from Meta offered through their partnership 
with ICPSR. In order to access the data they need, researchers must submit a detailed 
application to social media companies which lays out their research questions, the data they 
would like to access, the purpose, and their affiliation with an academic or other research 
institution.  
 
This is problematic because platforms could be reluctant to share data for research projects 
that may threaten their reputation, undermining research independence. Additionally, 
researchers have complained about existing vetting processes being slow, about delays in 
finalising agreements with platforms, and delays in obtaining the data once an agreement is 
reached (Vogus 2022). This is particularly challenging for those whose work is time 
sensitive.  
 
Research applications must also address researchers’ commitments to data privacy and 
their plans to keep the data secure. However, currently, there is a lack of clear unified 
standards when it comes to ethical practices and data storage and sharing in social media 
research. 
 
In order to address these issues, the independent body should take on the vetting and 
reviewing process. This should be based on a pre-defined and standardised set of rules 
applicable to every research project and data request, including standardised data protection 
expectations, and fitness for purpose test to ensure that the data requested is appropriate 
(Riley and Ness 2022). Having an independent body in charge of the vetting and reviewing 
process could also ensure adherence to strict timelines, which is an issue that has been 
identified by researchers (Vogus 2022). The EDMO (2023) Working Group also suggests 
that, for the European Union, the independent body could accredit other organisations, such 
as Institutional Review Boards in academic institutions, to conduct the vetting process 
themselves if they abide by the body’s guidelines; while in cases where researchers do not 
have access to such an institution, the body would conduct the process itself, thus levelling 
the playing field when it comes to data access requests — as currently, non-academic 
researchers (such as those working for think tanks or media organisations) have raised the 
issue of having their applications rejected due to their lack of academic affiliation (Vogus 
2022).  
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7.1.2. Data type and quality 
Social media companies maintain control over the data they share with researchers. This 
data has been found sometimes to be incomplete, inaccurate, and unclear (Vogus 2022; 
Pearson et al. 2024). Additionally, there are stark inconsistencies regarding the kinds of data 
shared by each platform, and a lack of documentation for the shared data, undermining the 
quality and reliability of research conducted using this data. Moreover, there is no robust 
channel for researchers to have a discussion with platforms regarding access to additional 
(types of) data (Vogus 2022). 
 
In order to resolve these issues, an independent body should develop a common codebook 
for all platforms (EDMO 2023). Inspired by the data needs described in Section 4 of this  
report, and other demands from the research community, this codebook should define the 
data that should be shared by platforms, provide a detailed description of the provided data 
and its structure (such as variables and categories), and request platforms to provide 
information on the data limitations (such as whether some data is unavailable, and for what 
reason). One starting point could be following a model similar to the Data Documentation 
Initiative, which provides a standard for describing metadata, and adapting it to social media 
data. 
 
Given known inconsistencies between the data observed on social media platforms and the 
data provided to researchers (Pearson et al. 2024), the independent body should also 
conduct regular audits to assess the robustness and the quality of the provided data 
(Ausloos et al. 2020) and establish sanctions when the platforms fail to accurately provide 
the requested data.  
 
Furthermore, data needs are not static and as new threats to political online safety emerge, 
researchers should be given the opportunity to reassess the codebooks and request 
additional data. Rather than approving requests on a case-by-case basis, the intermediary 
body should have regular calls for input from researchers to allow them to set (new) data 
priorities and needs. The body would then discuss with social media platforms on the 
feasibility of providing this data and amend the codebooks and protocols accordingly.  
 
When setting the standards on the nature of the data that can be accessed, the intermediary 
body should ensure that such data is shared in an ethical manner, where users’ privacy is 
protected and researchers and platforms comply with data protection laws. Building on the 
model established by the Meta-ICPSR partnership (discussed in Sections 5.1.1, 5.1.2, 5.1.4 
of this report), in the next section we advocate for the independent intermediary body to 
host, support, and manage a secure research environment where vetted researchers can 
query and analyse data from all platforms; including bringing their own complementary 
datasets and computational models into the environment.  

7.1.3. Research environment and infrastructure 
Currently, in most social media research projects, researchers collect, store and analyse 
social media data locally in their own computers and servers (with the exception of Meta 
data queried and analysed via the partnership with ICPSR), putting data security and privacy 
in danger and potentially violating relevant ethical standards. The secure storing and 
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manipulation of data prevents unauthorised access, the alteration of data, and data leaks, all 
of which can create harm for individuals and compromise a research project.  
 
To address these issues, we believe that the independent body should provide the 
necessary research infrastructure by hosting a safe virtual computing environment, where 
vetted researchers gain access to their requested data and conduct the data analysis 
directly, similar to the Meta-ICPSR model. The environment should provide access to data 
from all platforms, thus allowing cross-platform research (Klinger and Ohme 2023). Given 
that the data would not be stored by researchers locally, the environment should allow them 
to input additional data and models from other sources. This could be done, for example, 
following a review of the additional data to ensure its quality and relevance. Allowing the 
input of external data and models has large benefits, such as being able to study interactions 
between behaviour on social media and real-world events and conditions. For example, 
Williams et al. (2020) study the impact of online hate speech on offline hate crimes by 
combining administrative, survey, and social media data, and Wischerath et al. (2024) study 
the impact of COVID-19 misinformation by combining social media data with a dataset of 
public protests.  
 
Regarding the data analysis, the hosting environment should be accessible to researchers 
with varying skills in order to ensure inclusivity. The interface could perform data driven 
tasks, allowing researchers to aggregate, transform, and visualise data through a 
point-and-click system. But it should also allow researchers to query and analyse data using 
programming languages such as R and python (by for example providing access to jupyter 
or Rstudio notebooks/sessions), and provide access to novel machine-learning models such 
as those accessible via open-source platforms like HuggingFace. Additionally, researchers 
should be able to run their analyses in virtual environments with access to powerful GPUs, to 
be able to use state of the art machine-learning models when analysing large amounts of 
(multimodal) social media data. 

7.1.4. Mediating disputes 
During the research process, conflicts may arise between social media companies and 
researchers. Researchers may raise claims of insufficient data access provided by platforms, 
with the data shared not matching what was previously agreed upon; while platforms could 
claim that researchers are violating their protocols or data privacy laws (Riley and Ness 
2022).  
 
For example, Facebook routinely sends cease-and-desist letters to researchers conducting 
investigations of its platform, claiming that these investigations violate their terms of service, 
even when that is not the case (Abdo et al. 2022). One specific account is of a project 
monitoring Instagram’s newsfeed algorithm (Kayser-Bril, Algorithm Watch 2020) which had 
to be terminated following Facebook’s wrongful claims that it violated its terms of service and 
data protection requirements under the General Data Protection Regulation. Although the 
project did not violate any rules or regulations, Algorithm Watch terminated it and deleted all 
of its data under the threat of lawsuit.  
 
In cases like these, an independent body could act as an arbiter and determine whether 
there was a breach of contract, violation of platforms’ policies, violation of existing laws on 
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the part of researchers, or whether the platforms’ claims are unfounded. This body would 
establish clear procedures for receiving complaints and resolving disagreements that do not 
need legal enforcement, which would support researchers in appealing the decisions made 
by platforms, and support platforms by reviewing potential violations of their policies by 
researchers (EDMO 2023). The independent body would review the complaints and propose 
remedial measures, and in cases where these measures are rejected, the body could 
develop a complete record of the dispute with sufficient detail to allow regulators to proceed 
(Riley and Ness 2022).  

7.1.5. Stakeholder engagement 
When setting up the standards that should govern social media research, the independent 
body should engage with various stakeholders, including researchers from different 
disciplines, representatives of social media companies, regulators and government 
agencies, members of civil society organisations, and the public. A collaborative approach 
would ensure that all relevant actors are represented in setting up the governance model 
rather than leaving it under the exclusive control of social media companies or state 
authorities.  
 
Additionally, a formal and stable discussion forum for the various stakeholders is necessary 
given the constantly evolving nature of social media communications, and their potential 
threats to political online safety. For researchers, data needs are constantly evolving, and 
allowing them to (re)define the data priorities would strengthen their ability to conduct 
relevant and timely research in conversation with regulatory authorities and platforms. For 
policy-makers, enabling interactions with researchers would facilitate evidence-based 
policy-making in this crucial area. 
 
One challenge in social media research relates to obtaining user consent, as discussed in 
Section 6.7 of this report. Users may not be fully aware of the data that social media 
companies collect and share for research purposes. Engaging members of the general 
public would promote trust, transparency, and legitimacy when it comes to social media 
research. This research often serves users’ interests because it investigates the (potentially 
negative) effects of social media. The intermediary body should also design an appropriate 
public outreach strategy, to make sure that the public is fully aware of research being 
conducted in this area, and the high ethical and data privacy standards guiding the research. 

7.1.6. Technical support 
In addition to setting up and maintaining the secure research environment discussed above, 
researchers from diverse backgrounds will require technical and engineering support in 
accessing and using the environment. Hence, we propose the independent body to invest in 
an IT department to support these needs. 
 
First, the independent body should include an IT team to assist researchers with the 
onboarding once they gain access to the virtual environment, and to assist them with any 
technical issues they face while using the tool. In parallel, the body should provide training to 
researchers on how to use the environment, including making the data requests, saving their 
projects, importing additional data and models, and exporting their final results.  
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Additionally, researchers would benefit from this IT team to work on building material and 
tools that can be of use for several research projects and researchers, such as workshops 
on particular topics, sample jupyter and/or R notebooks/scripts, and computational tools, 
such as fine-tuned machine learning models for identifying different types of content.  
 
We thank the reader for exploring our analysis and recommendations, and we refer them 
back to our Executive Summary for a statement of our six main arguments.  
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