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REPHRAIN’s response to Ofcom’s Call for Evidence: Researcher Access to 

Regulated Online Services Information 

Thank you for the opportunity to provide our response to this call for evidence. We are writing on 

behalf of REPHRAIN, the National Research Centre on Privacy, Harm Reduction and Adversarial 

Influence Online. REPHRAIN is the UK’s world-leading interdisciplinary community focused on the 

protection of citizens online. 

Led by the University of Bristol and partnered with University College London, King’s College London, 
the University of Edinburgh, and the University of Bath, REPHRAIN unites experts across disciplines 

such as Computer Science, Law, Psychology, and Public Policy to explore how to keep people safe 

online while enabling full participation in digital technologies. Announced by UKRI in October 2020, 

REPHRAIN now has over 100 experts from 23 UK institutions, working across 50+ research projects 

to address our missions: 

• Delivering privacy at scale while mitigating its misuse to inflict harms 

• Minimising harms while maximising benefits from a sharing-driven digital economy 

• Balancing individual agency vs. social good. 

Executive summary 
• Overall, collecting data from online services is increasingly challenging for academic 

researchers. 

• Barriers to accessing data include: 

o Financial costs – X’s API, which was previously free in legacy Twitter, is now 

unfeasibly costly for researchers, since it now starts at $42,000 per month. 

o Administrative burdens – Processes for ethics approval, applying for data access, 

and reaching a data sharing agreement, are unnecessarily burdensome and lengthy. 

o Unclear reasons for rejection – Online services can reject researchers’ applications 

for data access for unclear reasons, as discovered by the Data Access Collaboratory 

(2024). 

o A lack of standardised processes – The onus is often on researchers to find a 

pathway to accessing data from online services, costing them valuable time and 

funding. 

• Online services have too much influence over the sharing of data from their platforms – 
Providing access to data is often not within their interests, since they risk reputational 

damage if found to be responsible for adverse consequences. 

Recommendations 
• Mandate online services to provide data access – Data access for research into online safety 

maters must be mandated, with online services incurring financial penalties if they refuse. 

• Standardise processes – Applying for data access should follow a standardised, seamless 

protocol, which would remove the administrative burden from researchers. 

o This could follow a ‘traffic light’ system, in which publicly available data is made 

much more accessible, with sensitive information carefully safeguarded. 

• Utilise third-party organisations – To remove subjectivity, third-party organisations could 

serve as intermediaries between online services and researchers by: 
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