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Overview

1.1 Cloud computing is being rapidly adopted by businesses across the economy and has
become an essential part of how digital services are delivered to consumers, including in the
telecoms and broadcasting sectors. Ofcom has carried out a market study into the supply of
cloud services in the UK to explore if these markets are working well and whether any
regulatory action is required.* This final report sets out our findings and recommendations.

Our final report —in brief

‘Cloud computing’ is the provision of remote access to computing resources (such as compute,
storage and networking) on demand and over a network. Cloud computing has both transformed the
way businesses and organisations of all types and sizes run their operations and become a critical
input to the digital services we all rely on each day.

Our study is focused on ‘cloud infrastructure services’, which are built on physical servers and virtual
machines hosted in data centres around the world. Cloud infrastructure provides the foundation for
how software applications are developed and run. This consists of products called infrastructure as a
service (laaS) which includes storage, computing and networking, and platform as a service (Paa$)
which includes the software tools needed to build and run applications. The market for cloud
infrastructure in the UK was worth £7.0 billion to £7.5 billion in 2022.

There are two leading providers of cloud infrastructure services in the UK: Amazon Web Services
(AWS) and Microsoft, who had a combined market share of 70% to 80% in 2022.> Google is their
closest competitor with a share of 5% to 10%. Collectively these firms are referred to as the
‘hyperscalers’ and the vast majority of customers use their cloud services in some form. A diverse set
of independent software vendors (ISVs) build their products on cloud infrastructure from the
hyperscalers, but also compete directly with some of their services.

Our study has found that competition between cloud providers is mainly focused on attracting new
customers when they first move into the cloud. We see evidence of some positive outcomes for
customers, including product innovation, discounts and a wide choice of software services from ISVs.
However, our view is that competition is being limited by market features that make it more difficult
for customers to switch and use multiple suppliers (known as ‘multi-cloud’). The features we are
most concerned about are:

o egress fees are the charges that customers pay to transfer their data out of a cloud.
The cost of transferring data between rival providers can discourage customers from
using more than one cloud provider and in some cases make switching more costly.

. technical barriers mean that customers need to put additional effort into
reconfiguring their data and applications to work on different clouds. A lack of
interoperability and portability can restrict the ability of customers to switch and
multi-cloud.

1 0n 6 October 2022, we published a market study notice in accordance with section 130A of the Enterprise
Act as amended and applied by section 370 of the Communications Act.

2 We used a combination of data sources to estimate market shares and present our estimates in ranges for
confidentiality reasons. See Annex 1 for more details.
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o committed spend discounts can benefit customers by reducing their costs, but the
way these discounts are structured can incentivise customers to use a single cloud
provider for all or most of their cloud needs. This can make it less attractive to use
rival providers as part of a multi-cloud strategy.

As a result, we are concerned that a material number of customers, especially those with more
complex requirements, may face significant barriers to switching and multi-cloud. We expect this will
be true of an increasing number of customers as the market matures. Some customers have told us
they are already concerned about being ‘locked in’ to their current provider.

Limits on the ability of customers to credibly threaten to switch away can reduce the competitive
pressure on the market leaders, giving them a degree of market power. This creates the risk of harm
for cloud customers, either by paying higher prices than would have been the case or being denied
access to innovative products, which in turn can lead to negative impacts for UK consumers. High
levels of profitability for the market leaders AWS and Microsoft and a gradual increase in market
concentration are consistent with limits to the overall level of competition.

Looking ahead, if customers have difficulty switching and using multiple providers, it could make it
harder for competitors to gain scale and challenge AWS and Microsoft effectively for the business of
new and existing customers. There could be long lasting impacts if this leads the market to become
more concentrated, with barriers to switching and multi-cloud allowing the market leaders to
entrench their positions and avoid competing vigorously. This could have implications for ISVs,
especially where they become more dependent on the market leaders for access to customers.

A cloud infrastructure market that is working well is critical for businesses across the economy and
everyone who makes use of digital services. Given the concerns we have identified, we have decided
to refer the cloud infrastructure market to the Competition and Markets Authority (CMA) to carry
out a market investigation. The CMA will now conduct an independent investigation to decide
whether there is an adverse effect on competition, and if so, whether it should take action or
recommend others to take action.

Cloud computing is important to the markets Ofcom
regulates and the wider economy

1.2 Cloud computing has been widely adopted by UK businesses across the economy. Compared
to the traditional model, where businesses purchase and maintain their own physical
computing resources and software, cloud computing is faster to deploy, more flexible and
potentially cheaper. This supports innovation and growth, for example by allowing
businesses offering digital services to scale up quickly and cost effectively.

1.3 It is an increasingly important input to the different elements that make up the internet,
which means it is essential for providing online services used by many UK consumers
including social media, streaming, and communications services. Cloud computing is
expected to underpin the development of artificial intelligence (Al) as it provides the
computing resources and infrastructure needed to train and deploy Al models at scale.® Al is
also expected to enhance the functionality of software applications that run in the cloud.

3 See more generally, the recently published initial report by the CMA on Al Foundational Models [accessed 18
September 2023].

4


https://www.gov.uk/cma-cases/ai-foundation-models-initial-review

14

1.5

This technology is also changing how services in the telecoms and broadcasting sectors are
being produced and delivered to consumers. In broadcasting we already see extensive use of
the cloud by public service and commercial broadcasters, including growing use in the
production of TV and video content. Cloud computing is expected to play an increasing role
in the delivery of fixed and mobile telecoms, with partnerships emerging between cloud
providers and telecoms providers in the UK and internationally.

If the markets for cloud services are not working well, there could be negative impacts for
the businesses that rely on them through higher prices, lower service quality and reduced
innovation, that would ultimately be passed on to UK consumers.

AWS and Microsoft are the clear leaders in cloud
infrastructure

1.6

1.7

1.8

1.9

1.10

1.11

The supply of cloud infrastructure in the UK is concentrated, especially at the infrastructure
as a service (laaS) layer, where Amazon Web Service (AWS) and Microsoft are the clear
market leaders. AWS and Microsoft account for 70% to 80% of UK laaS and platform as a
service (PaaS) revenues.

AWS was first to launch cloud services in 2006 and has been able to maintain a significant
share as other providers have entered the market. Our analysis indicates that AWS’s
profitability has been consistently high, with returns significantly above our estimate of the
weighted average cost of capital (WACC) since at least 2014. Microsoft is the closest
competitor and has grown its share significantly since it entered the market in 2010. We
estimate that Microsoft’s public cloud division, Azure, is becoming increasingly profitable
and that its returns are also above our estimate of the WACC.

Google is the main challenger to AWS and Microsoft. Google entered the market in 2011 and
while its share has grown in recent years, Google remains significantly smaller than the two
market leaders, with a 5% to 10% UK share across laaS and PaaS combined. Google’s cloud
division recently made a profit for the first time, although this was relatively low compared
to the profits of AWS and Microsoft.

The hyperscalers offer a broad range of complementary services across the different layers
of the cloud stack. In addition to selling their own products, they also host PaaS and
software as a service (SaaS) products developed by independent software vendors (ISVs) and
act as channels for customers to purchase these services, including through marketplaces.
These developments suggest that AWS, Microsoft and Google are each building their own
‘ecosystems’, that provide customers with access to a broad portfolio of their own and
others’ products in a single place that work together seamlessly.

Beyond the hyperscalers, there is a range of relatively smaller cloud providers present in the
UK, including some who also operate across all parts of the cloud stack. These include large
technology companies such as Oracle and IBM, who both have considerably smaller market
shares at around 0% to 5% of UK laaS and PaaS revenues. These providers are more distant
competitors to the hyperscalers, partly because of the difficulty of building a rival ecosystem
of products delivered over a global network of data centres.

A wide range of ISVs compete mainly in PaaS and tend to specialise in a particular area, such
as databases or analytics, rather than across several different product categories.



Collectively they account for a significant share of 30% to 40% of UK PaaS revenues, but our
analysis suggests no single ISV has a share greater than 5%.

Competition is currently focused on attracting new
customers who are moving to cloud for the first time

1.12

1.13

1.14

1.15

The UK cloud infrastructure market is growing, with overall revenues increasing at a rate of
35% to 40% annually in recent years. It features a diverse range of customers from different
sectors across the economy, each with different requirements. Some have more recently
moved to the cloud, either as new start-ups or later adopters. Other more established
businesses expect to move more of their data and applications into the cloud over time.
Large enterprises account for a high proportion of providers’ revenues and their behaviour is
particularly important for the competitive dynamics of the market.

The initial choice of cloud provider is a critical moment for customers. Once a customer
chooses a provider they are likely to increase their usage with that provider over time,
particularly where it becomes costly to switch away or introduce an additional provider. This
means competition between the hyperscalers is mainly focused on attracting new customers
into their ecosystems when they first move into the cloud. Significant discounts are offered
in return for committed spend by larger customers, alongside technical support to help
businesses move applications into the cloud.

Once customers are established in the cloud there are clear benefits to adopting a multi-
cloud strategy to get access to the best quality services, build resilience into their cloud
architecture and strengthen the bargaining position with their provider. We are aware of
some larger and more sophisticated customers who are adding a second cloud provider for
specific use-cases. However, we have found few cases where customers are able to take an
approach to multi-cloud that allows them to realise the full benefits, where different
applications integrate seamlessly across clouds with data being transferred between them.

There are indications that competition for new customers is leading to some positive
outcomes. Providers are investing in their offerings to match product development by their
rivals and we see some evidence that they are responding to customer demand for open-
source technologies, for example by adopting containers.* Customers also have access to a
diverse range of services from ISVs, including some that meet very specialist use cases, that
are developed and run using cloud infrastructure as the foundation.

We are concerned about features of the market that
create barriers to switching and multi-cloud

1.16

1.17

Given the complex nature of customer requirements in the cloud and technical variations
between the solutions offered by different providers, there are always likely to be inherent
barriers to switching and using multiple providers.

However, we have identified some features of the market that raise barriers to effective
competition by making it more difficult for customers to switch and multi-cloud than might

4 A container is a package of software that bundles an application’s code with any necessary software required
for the application to run (e.g. configuration files and libraries).
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otherwise be the case. The features we are most concerned about are the charging of egress
fees, technical barriers and the structure of committed spend discounts. We suspect that
these practices, either alone or acting in combination, can limit the ability of customers to
switch provider or adopt a more integrated multi-cloud strategy.

The cost of egress fees can discourage customers from
switching or using multiple cloud providers

1.18

1.19

1.20

Some cloud providers charge customers when they transfer data out of their cloud. This
includes when they transfer data to end users and when they transfer data into a rival
provider’s cloud. These charges are known as egress fees. Egress fees can create significant
additional cost and uncertainty for customers where they need to move data between
providers on a regular basis. For example, where a business uses servers and storage in one
cloud but wants to use the analytics service of a rival cloud that better suits its needs. Egress
fees are also a commercial consideration when customers look to switch away from their
existing cloud provider, particularly where they need to gradually move data and
applications across to their new provider during the switching process.

Each of the hyperscalers charge a similar level of egress fees, which are around 5-10 times
higher than some other cloud providers, such as OVHcloud and Oracle. Some cloud
providers do not charge for egress at all. Our analysis indicates that egress fees at their
current level are unlikely to be necessary for cost recovery and that egress list prices are
likely to be higher than the incremental costs of providing the service.

Egress fees are a key concern for existing customers because they significantly increase the
cost of taking a service from a different cloud provider. Our customer research found that
78% of respondents thought egress fees should be reduced or removed. We have heard
examples where customers design their cloud architectures to intentionally avoid and
reduce the cost of egress, which means they are unable to benefit from services from rival
providers that may better suit their needs. This suggests that for some customers the costs
associated with egress fees are likely to be significant enough to act as barrier to using
multiple suppliers as part of a multi-cloud strategy.

Technical barriers can limit the ability of customers to combine
products from different providers or switch their main provider

1.21

1.22

1.23

The way different cloud services work together technically is a complex area that has a
significant bearing on how competition works in cloud infrastructure. Where this works well,
it can unlock significant benefits for customers by giving them access to the best products.
However, a lack of interoperability and portability between services can result in customers
needing to put additional effort into reconfiguring their data and applications so they can
work on different clouds. This makes it more difficult to combine different services across
cloud providers or to change primary provider.

Some of this complexity stems from technical differentiation between cloud providers,
which can be the result of innovation which benefits customers. However, we are concerned
that some of the barriers which arise from technical differentiation are not justified.

We have seen evidence of differences in the way AWS and Microsoft make the functionality
of their cloud infrastructure services available when combined with their own services
compared to those of competitors. Sometimes functionality is made available to competitor
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1.24

1.25

services only after a delay, or in some cases not at all. Cloud providers, in particular AWS and
Microsoft, may not always be fully transparent about the compatibility of their cloud
infrastructure services with competing services from rivals, including ISVs.

Differentiation between providers for ancillary services (such as security, access
management, monitoring and billing) may be greater than is necessary, thereby increasing
complexity and cost of multi-cloud deployments. We have seen evidence that technical
solutions (such as direct connection of data centres) exist to address the latency issues that
can arise with multi cloud, but we find relatively little take up by the industry. While tools
are available that facilitate switching and multi-cloud, we find these are limited and mostly
focussed on hybrid cloud deployments - which combine on-premises and public cloud
deployments - rather than between clouds.

Taken together, these barriers could limit the ability of customers to implement different
multi-cloud architectures. This is likely to be most acute for customers with large numbers of
applications or cloud architectures that are tightly integrated with many first-party
proprietary services from their existing provider. These customers can find it more difficult
to switch or build their preferred cloud architecture, where they can mix and match the
cloud services that most closely meets their needs. Overall, we are concerned that technical
barriers could dampen competition by lowering the threat of customers switching all or
some of their workloads to benefit from better prices or higher quality cloud services.

The structure of committed spend discounts can encourage
some customers to use a single hyperscaler for most or all of
their cloud needs

1.26

1.27

1.28

Committed spend discounts are when a customer agrees to spend a set amount with a
single cloud provider in return for a percentage discount. They are usually part of an
agreement between the leading providers and their larger customers. Customers with
committed spend discounts account for a high proportion of the hyperscalers’ UK revenues.
An important feature of the discount structure is that the more a customer spends on the
provider’s cloud services, the greater the discount received.

Discounting can help customers to negotiate a good deal by committing to a set level of
spend. However, the structure of these discounts acts as a barrier to muti-cloud by
encouraging larger customers to use a single hyperscaler for all or most of their cloud needs.
We have heard that this is an important commercial consideration for these customers, who
feel discounting incentives encourage them to purchase most of their services from the
same provider.

The prospect of receiving a lower discount can make it less attractive for customers to use a
rival for some of their existing or new workloads.> We think this is a particular concern
where customers face barriers to switching their existing cloud use. Ultimately this could
restrict competition by raising barriers to entry and expansion for smaller cloud providers
who cannot compete for customers with a broad set of cloud needs. It could also hamper
the ability of rival providers to compete effectively for any new workloads as they emerge.

> A workload is a specific application, service, capability or a specific amount of work that can be run on a cloud
resource.
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These barriers are likely to affect a material number of
customers, especially those with more complex needs

1.29

1.30

1.31

Where there is active competition for new customers, in particular for larger businesses,
those customers are likely to have a stronger bargaining position when first migrating to the
cloud. However, after a customer makes the initial choice of cloud provider, in many cases
AWS or Microsoft, they are more likely to deploy future workloads from within that
ecosystem. We think this is partly explained by the barriers we have identified, which we
consider are likely to be strong enough to result in a material number of customers having a
limited ability to switch or use multiple providers.

The extent to which customers are affected by the barriers we have identified will depend
on their individual needs. Some customers may be able to switch relatively easily as they
take few products that are more easily ported between cloud environments (for example,
basic laaS products). Customers may also be able to reduce technical barriers to
switching/multi-cloud to some extent by using container services or open-source services
that are not specific to a particular cloud environment. In both cases, this is only likely to be
feasible for the small number of customers with few applications and simple needs, such as
smaller start-ups, and it comes with an additional cost.

Our evidence suggests that a large portion of the market has more complex needs and faces
high barriers to switching or adopting more integrated multi-cloud architectures once they
have chosen their primary provider. Large and more mature organisations are likely to be
particularly affected. For example, these customers have large numbers of applications
and/or use various proprietary services offered by their cloud providers, which add to the
complexity of switching cloud provider.

Limits on the ability to multi-cloud and switch can
reduce competitive pressure on, and between, the
market leaders

1.32

1.33

1.34

Where customers face material barriers to switching and multi-cloud, this can reduce
competitive pressure on providers, as customers cannot credibly threaten to switch all or
some of their existing workloads to a rival provider. We suspect that providers, and in
particular AWS and Microsoft, hold a degree of market power in respect of the existing and
incremental workloads of a material share of existing customers.

High levels of profitability for the market leaders AWS and Microsoft and a gradual increase
in market concentration indicate there are limits to the overall level of competition. Our
analysis indicates that AWS’s profitability has been consistently high, with returns
significantly above the WACC since at least 2014. We estimate that Microsoft’s Azure returns
have increased in recent years and are also above our estimate of the WACC. At the same
time AWS’s and Microsoft’s share of the UK market has continued to increase, with their
combined share of [aaS and Paa$ revenues reaching 70-80% in 2022.

We are concerned that limits on competition create a significant risk of harm to cloud
customers. This could lead to higher prices compared to what would be the case if
customers could switch or multi-cloud more easily. Customers may also be harmed if there is
a more innovative product on offer by a competitor and they cannot switch their existing

9



1.35

workloads. In principle, customers can protect themselves from these future risks when they
initially contract with their provider, but in practice their ability to do so is limited due to
factors such as the difficulty of forecasting their future demand for cloud services.

Harms for customers can translate into poor outcomes for UK consumers. Where businesses
face higher costs of cloud infrastructure this will ultimately lead to higher prices for the
products and services that they provide to consumers.

We are concerned that the level of competition could
deteriorate further over the longer-term

1.36

1.37

1.38

1.39

Looking ahead, we think there is a significant risk that the market becomes more
concentrated as it matures, with less intense competition between the leading players.

Where customers have difficulty switching and using multiple providers, it could make it
harder for smaller cloud providers to compete for those customers’ workloads and grow
their business as a result. In a maturing market where the number of new customers will
reduce over time, this could make it more difficult for rivals to gain scale and challenge the
market leaders effectively. This would be from a point where Microsoft and AWS have
already established a strong position today. While it is difficult to predict what the exact
market structure will look like in future, it is more certain that the outcome in this scenario
would be further concentration around a small number of cloud providers.

Today we see some evidence that the market leaders have an incentive to compete to win
new customers and to a much lesser extent for some narrow sets of additional workloads
from existing customers. A weaker competitive constraint from rivals and barriers to
switching and multi-cloud would allow the market leaders to entrench their position, while
avoiding the need to compete intensely for each other’s customers. This could reduce their
incentive to discount prices or invest in developing services, either in response to
competitive constraints from smaller providers or each other. With fewer new customers to
compete for as the market matures, incentives to invest in innovation may reduce further.

In a more concentrated market, the leaders also have less incentives to support ISVs on their
platform to attract new customers. We are concerned this could increase the ability and
incentive of the market leaders to foreclose or exploit rival ISVs, for example by acting in
ways that favour their own competing products. In turn, this impacts the choice, quality and
prices that ISVs are able to offer to their customers.

We are referring the cloud infrastructure market to the
CMA for an in-depth investigation

1.40

1.41

Our study has found that, while there are some positive signs of competition at present,
there are also clear indications that the cloud infrastructure market is not working well. We
have identified features of the market that we think have an adverse effect on competition
and could result in harm to customers and ultimately UK consumers. If left unchecked, we
are concerned that these features could contribute to a further deterioration in competition
in what is a critical market for digital services and the UK economy.

Ofcom may decide to refer a market to the CMA when we have reasonable grounds for
suspecting that a feature or combination of features of a market or markets in the UK

10



1.42

1.43

prevents, restricts, or distorts competition. We consider that egress fees, restrictions on
interoperability and committed spend discounts are barriers that make it more difficult for
customers to change provider or use multiple suppliers. We have reasonable grounds to
suspect that these features prevent, restrict or distort competition. We have also identified
some credible interventions that could address the concerns we have identified.

On this basis we are referring the market for public cloud infrastructure services to the CMA
to carry out a market investigation.® In reaching this decision we have assessed our concerns
in line with CMA guidance on market investigations. Our assessment is that the legal
threshold is met and a market investigation reference is an appropriate response to the
concerns we have identified. We therefore exercise our discretion to do so. While we have
identified some particular features of the market, it will be open to the CMA to investigate
any other issues that it considers appropriate.

A market investigation reference is a significant step for us to take. Our decision reflects the
importance of cloud computing to UK consumers and businesses and the significant
concerns we have about the public cloud infrastructure market. The CMA will now conduct
an independent investigation to decide whether there is an adverse effect on competition.
Should it find an adverse effect on competition, the CMA will decide whether action should
be taken to remedy, mitigate or prevent this or its detrimental effects on customers. The
CMA has the ability to impose a broad range of remedies in response.

We have also heard concerns about how software
licensing practices could impact competition in cloud
infrastructure

1.44

1.45

1.46

Some suppliers of cloud services have raised concerns with Ofcom regarding the software
licensing practices of some cloud providers, particularly Microsoft. The concerns centre on
the way Microsoft sells and licences some of its software products used by businesses.
Among others, these include the Windows operating system, Microsoft SQL Server (a
database management system) and the Microsoft 365 productivity suite (known as Office).

We have received submissions that say Microsoft engages in several practices that make it
less attractive for customers to use Microsoft’s licensed software products on the cloud
infrastructure of rival providers compared to Microsoft Azure. The submissions allege that
this limits their ability to compete for customers. Microsoft disputes the veracity of the
concerns.

It is possible that the alleged conduct could risk dampening competition in cloud
infrastructure services. We make no findings in relation to the complaints themselves in this
report. It will be for the CMA to decide whether to investigate these issues further during
the market investigation.

6 Annex 6. Ofcom, 2023. Terms of reference.
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2.Introduction

2.1

In this section, we provide some context to our market study including wider interest in
cloud services competition, and digital markets more generally, at home and abroad. We
also summarise the market study process, the evidence we have gathered over the course of
our study and explain the purpose and structure of this report.

Context

2.2

2.3

2.4

2.5

2.6

2.7

Cloud computing has become critical for many businesses across the economy —including
telecoms companies, broadcasters and public sector organisations — and has transformed
the way they deliver services on which we all rely every day. It uses data centres around the
world to provide remote access to computing services such as software, storage and
networking.

Demand for cloud services is growing and is expected to continue as the benefits become
clearer and more widely accessible. We anticipate that dynamics in the markets for cloud
services will be increasingly relevant for our duties in relation to competition, consumer
protection, and network security and resilience in the communications sector. It is therefore
important that we understand how these markets function and establish whether they are
working well for consumers.’

On 6 October 2022, we launched a market study into cloud services, setting out our
intention to gain a better understanding of this critical component of the digital economy,
and to gather evidence to inform an assessment of whether competition is working well for
consumers and citizens in the UK.2

In this study we have focussed on the market for public cloud infrastructure services which
respondents broadly supported.® These services are the foundational elements of the cloud
stack on which other cloud services (like software as a service, SaaS) are built.

On 5 April 2023, we published our interim report to provide an update on our approach and
our progress with the study, to indicate the direction of travel our analysis was taking in
relation both to concerns and potential interventions to address them, and to test these
initial findings with stakeholders.'® On the same day, we published a notice and consultation
on a proposal to make a market investigation reference (MIR) to the Competition and
Markets Authority (CMA) into the supply of public cloud infrastructure services in the UK.**

At the halfway stage of the study, we provisionally identified features and practices that
make it more difficult for customers to switch and use multiple cloud providers. We were
particularly concerned about the practices of Amazon Web Services (AWS) and Microsoft

7 In September 2022, we published a document setting out our approach to competition and consumer issues
in internet-based communications markets: Ofcom, 2022. Digital markets in the communications sector.
Ofcom’s approach to competition and consumer issues in internet-based communications markets.

8 Ofcom, 2022. Cloud services market study notice and Cloud services market study. Call for inputs (CFI).

9 Ofcom, 2022. Cloud services market study notice, paragraph 2 to 4 and CFl, paragraph 2.8 to 2.12.

10 Ofcom, 2023. Cloud services market study. Interim report (interim report)

11 Ofcom, 2023. Notice of a proposal to make a market investigation reference under section 131 of the
Enterprise Act 2002. Cloud services and Public cloud infrastructure services. Consultation: Proposal to make a

market investigation reference (MIR consultation).
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because of their market position.'> We proposed to refer the public cloud infrastructure
services market to the CMA to carry out a market investigation. This would allow the CMA to
further examine the nature and extent of barriers and if it finds an adverse effect on
competition in relation to public cloud infrastructure services in the UK, consider whether
action should be taken to remedy, mitigate or prevent the adverse effect on competition or
its detrimental effects on customers.

2.8 This is the final report of our market study into the supply of cloud services in the UK.

Wider UK policy and regulatory context

2.9 Throughout the study, we have engaged with other regulators, such as the CMA,*
Information Commissioner’s Office (ICO), ** Prudential Regulation Authority (PRA), ** and
Financial Conduct Authority (FCA), *° to feed into our understanding of the broader policy
and regulatory landscape relating to cloud services and digital markets more generally in the
UK. Ofcom is a member of the Digital Regulation Cooperation Forum (DRCF), which aims to
facilitate coherence, cooperation, and collaboration between its members on digital
regulatory matters.’” During 2022/23, the DRCF supported effective and appropriate
knowledge sharing on the wider regulatory landscape for cloud services.*®

2.10  Relevant regulatory developments in the UK include the Bank of England, the FCA, and the
PRA’s consideration of the systemic risks that the reliance of UK financial institutions upon
certain third parties (including cloud providers) raises to the stability or market confidence
of the financial system of the UK.*® The FCA is also examining the potential competition
impacts of Big Tech entry and expansion in retail financial services.?

2.11  On 25 April 2023, the Government published the Digital Markets, Competition and
Consumers Bill (“the Bill”). This Bill establishes a new pro-competition regime for digital
markets and empowers the CMA to designate firms providing digital activities with strategic
market status (SMS). Firms designated with SMS will be required to comply with conduct
requirements to manage the effects of market power. The CMA may also apply pro-
competitive interventions to tackle the root causes of an SMS firm’s market power. The Bill
contains measures to further support effective cooperation between the CMA and Ofcom in
relation to communications matters. We considered how the new regime may be relevant to
the firms considered in this market study and will continue to cooperate with the CMA,

12 A combined revenue share in the UK of 60-70% in 2021.

13 For further information about the CMA visit its website [accessed 10 August 2023].

14 For more information on the ICO’s responsibilities relating to cloud services, see: The Information
Commissioner’s response to Ofcom’s cloud services market study call for inputs [accessed 4 August 2023].
15 For further information about the PRA visit its website [accessed 10 August 2023].

16 For further information about the FCA visit its website [accessed 10 August 2023].

17 The DRCF brings together the CMA, FCA, ICO and Ofcom. For more information about the DRCF, see the
Terms of Reference and its website [accessed 17 August 2023].

18 See DRCF, 2023. Digital Regulation Cooperation Forum: Annual Report 2022/23 [accessed 4 August 2023].
19 See FCA, 2023. Operational resilience: critical third parties to the UK financial sector [accessed 4 August
2023]. The Financial Services and Markets Act 2023 sets out the statutory framework for the supervisory
authorities — FCA, PRA and Bank of England — to oversee the resilience of third parties services.

20 See FCA, 2023. Feedback Statement: The potential competition impacts of Big Tech entry and expansion in
retail financial services [accessed 4 August 2023].
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along with the other relevant regulators, on the CMA’s implementation of a new pro-
competition regime for digital markets.”

2.12  The findings of this report will provide the Government and other UK regulators with a
robust evidence base and a broad understanding of the market for cloud services and, in
particular, public cloud infrastructure services, supporting collaboration on regulatory
approaches in the UK.

International context

2.13  Cloud services are of interest to several jurisdictions around the world given their role in the
global digital economy. A summary of relevant regulatory developments outside the UK is
provided below.

European Union (EU)

2.14  The cloud sector is affected by both existing and emerging legislative developments within
the EU. Notable examples include:

a) Digital Markets Act (DMA): Largely applicable from 2 May 2023, this imposes a suite of
ex ante regulatory obligations on large digital platforms that meet the requirement of a
“gatekeeper” for one or more “core platform services”, which includes “cloud
computing services.” Designated gatekeepers are subject to a mixture of obligations
such as a duty to ensure data portability to their users and a prohibition of self-
preferencing.?? However, no digital platform has so far been designated a gatekeeper
with respect to cloud computing services in the first tranche of designations.??

b) Data Act: Political agreement on the Data Act was reached on 27 June 2023. The
legislation (in the form of a Regulation) seeks to set out the rules on who can use and
access what data (and on what terms) generated across all economic sectors in the EU.
The proposed rules include allowing customers to switch effectively between different
“data processing service providers” (including cloud service providers). Most notably the
Regulation contains a provision for the abolition of cloud switching charges (including
data egress charges) after a transition period of three years after the date of entry into
force of the Regulation, as well as provisions aiming to improve interoperability for in-
parallel use of multiple data processing services.

France

2.15 On 29 June 2023, the French competition authority, the Autorité de la concurrence,
published its market study into competition in the cloud sector.?* The Autorité de la
concurrence analysed a number of practices implemented, or likely to be implemented in
the sector, that it felt could restrict competition on the merits e.g. cloud credits and egress

%1 See DRCF, 2023. Digital Regulation Cooperation Forum: Workplan 2023/24 [accessed 4 August 2023].
22 Regulation (EU) 2022/1925 of the European Parliament and of the Council of 14 September 2022 on
contestable and fair markets in the digital sector and amending Directives (EU) 2019/1937 and (EU) 2020/1828
(Digital Markets Act) [accessed 27 September 2023].
23 European Commission, 2023. Press Release. Digital Markets Act: Commission designates six gatekeepers
[accessed 12 September 2023].
24 Autorité de la concurrence, 2023. Press release. Cloud computing: the Autorité de la concurrence issues its
market study on competition in the cloud sector | Autorité de la concurrence [accessed 25 August 2023].
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fees. It concluded that competition in the cloud industry was characterised by “competition
for the market rather than on the market, insofar as, for a specific need or workload,
customers tend to turn to a single supplier, particularly those with an attractive
ecosystem”.” The Autorité de la concurrence has stated that the competitive risks outlined
in its opinion will be analysed by its investigation teams and notes the different regulatory
and competition law tools at its disposal to tackle any restrictive competition practices.

The Netherlands

2.16  On 5 September 2022, the Dutch competition authority, Authority for Consumers and
Markets (ACM), published its market study into cloud services.?® The ACM found that it was
difficult for smaller players in the Dutch market to compete effectively with large integrated
providers.?’ This was perpetuated by “vendor lock-in”,? in part reinforced by “poor
interoperability”*® and other barriers to switching.

2.17  Following the completion of its market study, the ACM launched a follow-up investigation
into competition problems caused by barriers to switching cloud providers. However, the
ACM elected to close this investigation as it felt that both the Data Act and the DMA will be
able to “solve several major problems sooner”. The ACM said that it reserves the right to
launch another investigation under its competition rules should new evidence come to light
with respect to switching barriers erected by providers.*

Japan

2.18 0On 28 June 2022, the Japanese competition authority, the Japan Fair Trade Commission
(JFTC), published the findings of its fact-finding survey regarding both trade practices and
the state of competition in the cloud services sector.®! The report highlighted the type of
conduct that might restrain competition in the market and made some recommendations to
both suppliers and customers of cloud services with respect to actions that they could
respectively take to encourage a competitive market.

United States (US)

2.19 The US Federal Trade Commission (FTC) issued a request for information (RFI) on 22 March
2023 seeking information about the competitive dynamics of cloud computing, the extent to
which certain segments of the economy are reliant on cloud service providers, the security
risks associated with the industry’s business practices, and the interactions between Al and
cloud computing.®? The RFI closed for comments on 21 June 2023, and the FTC is currently
analysing the responses®® received.

25 Autorité de la concurrence, 2023. Summary of Opinion 23-A-08 of 28 June 2023 on competition in the cloud
sector, page 13 [accessed 25 August 2023].
26 ACM, 2022. Market Study Cloud services [accessed 25 August 2023].
27 |bid, page 6.
28 |bid, page 5.
2% |bid, page 5.
30 ACM, 2023. Press Release. European Data Act to make it easier to switch cloud services [accessed 25 August
2023].
31 Japan Fair Trade Commission, 2022. Report Regarding Cloud Services [accessed 25 August 2023].
32 FTC, 2023. FTC Seeks Comment on Business Practices of Cloud Computing Providers that Could Impact
Competition and Data Security [accessed 25 August 2023].
33 https://www.regulations.gov/docket/FTC-2023-0028/comments [accessed 20 September 2023].
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The market study process

2.20  Ofcom has concurrent functions with the CMA pursuant to section 370 of the
Communications Act 2003. This includes the power to undertake a market study to consider
the extent to which a matter in relation to commercial activities connected with
communications matters has or may have effects adverse to the interests of consumers.**

2.21  Market studies are examinations into the causes of why particular markets may not be
working well and in the interests of consumers, taking into account any regulatory and
economic drivers, and patterns of suppliers’ and customers’ behaviour.®

2.22  Further information on market studies can be found in the following guidance documents:
Market Studies: Guidance on the OFT Approach (OFT519)%¢ and Market Studies and Market
Investigations: Supplemental Guidance on the CMA’s Approach (CMA3).%’

2.23  Key milestones for the cloud service market study:

a) We published a market study notice on 6 October 2022 launching a study into the
provision of cloud services in the UK.3®

b) We published a notice on 5 April 2023 together with a consultation document inviting
views on our proposal to make a MIR into the supply of public cloud infrastructure
services in the UK.*

¢) This report, published on 5 October 2023, sets out our findings and our decision to make
a MIR to the CMA together with our reasons and supporting information. The terms of
reference for the MIR are included in this report at Annex 6. We have also published it
alongside this report on our website, *°

2.24  We consulted with the CMA as we developed plans to carry out a market study on cloud
services and throughout the course of this study.*

Evidence gathering

2.25 Over the course of the study, we have gathered information from different sources as
summarised below.

Call for inputs (CFl)

2.26  We began our study by publishing a CFl seeking views on:

a) the proposed scope of the study;

34 Communications matters includes services made available by means of or to facilitate the provision of
electronic communications networks and/or electronic communications services. See section 369(1) of the
Communications Act 2003.
35 “Customers” include businesses as well as residential consumers. See section 183(1) the Enterprise Act 2002.
36 Office of Fair Trading, 2010. Market studies: Guidance on the OFT approach [accessed 11 August 2023].
37 CMA, 2017. Market Studies and Market Investigations: Supplemental guidance on the CMA’s approach
[accessed 11 August 2023].
38 Ofcom, 2022. Cloud services market study notice.
3% Ofcom, 2023. Notice of a proposal to make a market investigation reference under section 131 of the
Enterprise Act 2002. Cloud services and Public cloud infrastructure services. Consultation: Proposal to make a
market investigation reference.
40 Ofcom, 2023. Terms of reference.
41 As provided for by section 370(5) of the Communications Act 2003.
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2.27

b) our initial characterisation of the market;

c) our proposed approach for considering the dynamics in cloud infrastructure services
competition and to examine cloud ecosystem competition;

d) any concerns regarding any conduct or activities of any provider(s) that may adversely
affect market dynamics now or in the future; and

e) any remedies that we should investigate further to mitigate some of the potential risks
or concerns with the market.

We received 11 responses to our CFl and published non-confidential responses on our
website.*?

Market research

2.28

To help us better understand the customer perspective, we commissioned some market
research. We published a summary of findings and accompanying data tables on 5 April
2023 alongside our interim report (see ‘Interim report and MIR consultation’ below).** This
research included both qualitative and quantitative phases. The research involved 50 one-
hour discussions and over 1000 survey interviews with UK decision-makers in UK businesses
that used, or were considering using, laaS and/or Paa$ services. The research included a
range of company size bands and industry sectors.

Customer engagement

2.29

We supplemented our market research by also gathering information from 12 of the UK’s
biggest cloud customers who responded to a questionnaire which we sent to them. We also
met many customers from different sectors of the economy (private and public) to hear
directly from them about their experiences in choosing, buying and using cloud services. We
also spoke with trade associations and academics with an interest in cloud services.

Telecoms and broadcasting

2.30

Given our sectoral interests, we have had discussions with some telecoms providers and
broadcasters about their current and future use of cloud services and used our statutory
powers to request information from them.*

Suppliers in the cloud services value chain

231

Turning to the supply-side, we have had discussions with the hyperscalers* and other cloud
providers. We have used our statutory powers to gather information from them. We have
also spoken to and gathered information from other players in the value chain such as
independent software vendors (ISVs) and providers of professional services such as resellers,
consultants, and managed service providers.

42 Non-confidential responses to our CFl are published on our website.

43 Context Consulting, 2023. Cloud Services Market Research, Summary of Findings and Data Tables.
4 Section 174 of the Enterprise Act 2002.

45 Amazon Web Services (AWS), Microsoft and Google.
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Market analysts and public information

2.32  We purchased insights from some market analysts and reviewed publicly available
information and literature about cloud services.

Interim report and MIR consultation

2.33  Within six-months of launching our study, we published an interim report and proposed MIR
consultation.

2.34  We received responses from 26 stakeholders to these consultations. Non-confidential
responses are published on our website.*

Webinar

2.35 On 10 May 2023, we presented our interim findings by means of a webinar to over 150
external stakeholders. We did this to raise awareness of, and stimulate wider engagement
and input into, our study particularly among ISVs and cloud customers.

Our final report

2.36  This final report sets out, among other things, our findings in relation to the matters
specified in our market study notice. It also sets out our proposals on how to address any
concerns we have identified and the next steps beyond the study as provided for by
legislation. This report is structured as follows:

a) Section 3 provides context about the cloud services market, providing an overview of
the service and deployment models, and outlines the different players in the market.

b) Section 4 details how competition works in the sector. It considers the customer
perspective, how providers compete and key market outcomes (such as market shares
and profitability).

c) Section 5 considers the extent of barriers faced by customers who wish to use multiple
clouds, multiple vendors and switch between them.

d) Section 6 considers the extent of barriers to market entry and expansion.

e) Section 7 considers the relationship between hyperscalers and ISVs.

f) Section 8 summarises our findings on the current state of competition.

g) Section 9 summarises submissions we have received regarding Microsoft’s software
licensing practices and articulates the relevance of those submissions for competition in
cloud infrastructure.

h) Section 10 identifies potential intervention options which could address our concerns
about the market.

i) Section 11 sets out our decision to refer the market for public cloud infrastructure
services to the CMA for further investigation.

2.37  The following supporting annexes also form an integral part of the report:

a) Annex 1 sets out our analysis of revenues and shares of supply associated with cloud
infrastructure services in the UK, as well as the types of products which generate most
revenue for hyperscalers in the UK.

6 Responses to our interim report and responses to our MIR consultation.
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b)

f)
g)

Annex 2 sets out our analysis of the profitability of the hyperscalers’ cloud infrastructure
services. We compare hyperscaler operating profits and margins to those of other cloud
providers, and we assess whether the market leaders’ cloud businesses have generated
returns persistently above their cost of capital.

Annex 3 sets out the evidence we have reviewed on the prevalence of multi-cloud and
switching, including our assessment of the hyperscalers’ submissions on this.

Annex 4 sets out further detail on the technical barriers we have identified in Section 5.
Annex 5 sets out our assessment of the evidence received by the hyperscalers on
discount outcomes, which mainly focused on cross-service privately negotiated
committed spend customers, as well as the evidence received from customers on their
experience of negotiating with the hyperscalers.

Annex 6 sets out the terms of reference for the market investigation.

Annex 7 provides a glossary of terms used in the report.
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3.Market context

Introduction

3.1

In this section we set out the market context for our market study. We explain what cloud
computing is and summarise the main cloud services, service models and deployment
models. We highlight the importance of cloud services in the UK and provide some findings
from our market research with cloud customers. We also introduce the key players in the
cloud market and outline the role of cloud services in the telecoms, broadcasting and public
sectors.

What is cloud computing?

3.2

3.3

3.4

3.5

3.6

In this market study, we define cloud computing as the provision of remote access to
computing resources (compute, storage and networking) on demand and over a network
(public internet or a private connection), instead of a personal computer or local server that
are not part of the cloud.

The National Institute of Standards and Technology (NIST)*” in the US defines cloud
computing as “a model for enabling ubiquitous, convenient, and on-demand network access
to a shared pool of configurable computing resources (e.g. networks, servers, storage,
applications, and services) that can be rapidly provisioned and released with minimal
management effort or service provider interaction.”*® The UK Government offers a similar
definition of cloud services: “a digital service that enables access to a scalable and elastic

pool of shareable computing resources”.*

The above definitions focus on the public cloud deployment model, where cloud services
offer access to a shared pool of computing resources. However, alongside public cloud,
there are two additional deployment models: private cloud, where the computing resources
are not shared between customers, and hybrid cloud, which combines aspects of public and
private cloud. Regardless of the delivery model, cloud computing is distinct from traditional
IT where assets are usually located on site and are not part of the cloud.

Traditional IT infrastructure is made up of data centres, servers, networking hardware,
desktop computers and applications. It is usually installed on-premises for private use by an
organisation. It is usually connected to a network which includes stored data and
applications. Organisations relying on traditional IT infrastructure normally depend on an in-
house IT department to install and maintain the infrastructure.

Compared to traditional IT infrastructure, cloud computing offers flexibility and scalability
which enables customers to quickly scale up or down the computing resources that support
their business. This can allow them to reduce their IT costs, transform capex into opex,

#'The National Institute of Standards and Technology is a non-regulatory agency within the US Department of
Commerce. NIST website [accessed 12 September 2023]. The NIST definition of cloud computing is widely
adopted.

48 NIST, 2011. The NIST Definition of Cloud Computing [accessed 28 July 2023].

49 DCMS, 2022. Policy paper. Data storage and processing infrastructure security and resilience - call for views
[accessed 28 July 2023].
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increase their innovation potential, enhance their quality of service, and achieve baseline
security and resilience.° It also offers access to relevant data from any device, anytime and
anywhere.

3.7 While cloud computing offers significant benefits, it does have some limitations. Cloud
infrastructure is usually owned and managed by the cloud provider, so the customer may
have more limited control over their data, applications and services. Furthermore, public
cloud computing is completely reliant on internet connection, so if the connection is
interrupted, data cannot be accessed.

3.8 The main suppliers of cloud services (all services involved in the provision of cloud
computing) in the UK are Amazon Web Services (AWS), Microsoft and Google,** which offer
a broad range of cloud services at scale and are often referred to (in this document and
more widely) as the hyperscalers. There are a number of smaller suppliers of cloud services,
some offering a broad range of cloud services, while others are more specialised. We discuss
suppliers in more detail later in this section.

Importance of cloud services in the UK

3.9 Cloud services are increasingly important inputs to many businesses and organisations
across the economy. Cloud computing supports not only the communications sector, but
most other sectors, for example manufacturing, retail, hospitality and financial services, plus
public and voluntary sector bodies. Without cloud many digital businesses providing services
to consumers would not be able to function in the way they do today. A well-functioning
cloud market is essential to UK productivity today and in the future.

3.10 Cloud is also a cornerstone of recent technological innovations. From data science to Al,
many of the cutting-edge developments in the way software is transforming how we live our
lives, run our businesses, and engage with our public services, rely on the cloud. In
particular, we expect that cloud computing will underpin the development of Al as it
provides the computing resources and infrastructure needed to train and deploy Al models
at scale. Related to this, the CMA has recently published a report on Al foundational models.
It explores foundation models and how their use could evolve; what opportunities and risks
these could bring; and some proposed principles that can help guide the development of
these markets going forward.>?

Market maturity

3.11 Worldwide end user spending on public cloud services is already valued at £397 billion in
2022 and forecast to grow 22% to total £483 billion in 2023.°% In comparison, worldwide IT

0 AWS claims that customers moving to the cloud can achieve on average 80% reduction in IT carbon
emissions. Amazon’s public messaging on sustainability, including more detail on the 80% figure, is available
at: AWS website. Sustainability, Innovating Products and Services, The Cloud [accessed 28 July 2023]. Capex or
capital expenditures are major purchases a company makes that are intended to be used over the long term.
Opex or operating expenses are the routine expenses a company incurs to remain operational.
>l We use AWS, Microsoft and Google as they are the direct providers of the three hyperscaler clouds in the
UK: AWS, Azure and Google Cloud. AWS is a subsidiary of Amazon and Google is a subsidiary of Alphabet.
2 CMA, 2023. Al Foundational Models: Initial Report [accessed 19 September 2023].
>3 Gartner, 2023. Press Release: Gartner Forecasts Worldwide Public Cloud End-User Spending to Reach Nearly
S600 Billion in 2023. [accessed 25 August 2023]. These figures have been converted into pound sterling using
ONS exchange rate data (ONS Average Sterling exchange rate: US dollar).
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spending is projected to total £3.8 trillion in 2023, an increase of 4% from 2022.>* For the
UK, International Data Corporation (IDC) projects that spending on public cloud services will
similarly grow by 22% in 2023, while total IT spending will grow by 5% in 2023.°> Based on
the available data, public cloud spending is projected to continue on a growth trajectory.

3.12  Many businesses and organisations are at some stage of modernising their IT through the
adoption of cloud computing. Evidence suggests that many customers have migrated large
parts of their workloads to the cloud, although levels of adoption are likely to vary by
sector.”® For example:

a) Our customer research found that 82% of respondents had increased their spend on
cloud in recent years, with 26% having greatly increased their budget.*’

b) Flexera research in 2023 with (mainly larger) European organisations found that more
than half (62%) of respondents stated they were using cloud heavily.*®

c) Gartner ‘cloud shift’ research in 2022 forecast that enterprise IT spending on public
cloud computing, within addressable market segments, will overtake spending on
traditional IT in 2025.°°

3.13  We expect cloud services to become even more important in the next few years. Some late
adopters may begin the migration to cloud, while research suggests existing cloud users will
transition more of their workloads from on-premises as new use cases emerge:

a) Our customer research found that 79% of respondents expect to spend more on cloud in
the next 18 months.®°

b) A 2022 paper by [3<] noted that a survey of organisations from the UK and US found
respondents estimated that 40% of their workloads are in the public cloud today and
estimated that 70% of workloads would be in public cloud in the next three years.®!

¢) A Goldman Sachs survey of IT executives from 100 Global 2000 companies in June 2022
suggested that 24% of respondents’ workloads were already on the public cloud, with
42% of their workloads expected to be on the public cloud in the next three years.®

>4 Gartner, 2023. Gartner forecasts worldwide IT spending to grow 4 percent in 2023 [accessed 25 August
2023]. These figures have been converted into pound sterling using ONS exchange rate data (ONS Average
Sterling exchange rate: US dollar).
5 |DC, 2023. Worldwide Black Book: Live Edition, July (V2 2023) Forecast (published July 2023). Total IT
spending includes the following IDC technology categories from the Black Book publication: Infrastructure,
Application Development & Deployment, Applications, System Infrastructure Software, Managed Services,
Support Services, Project Oriented Services and Devices.
6 Hewlett Packard Enterprise analysis of responses to its freedom of information request to UK public sector
technology professionals found that as much as 70% of public sector organisations’ infrastructure and 73% of
data remains on premises. Hewlett Packard Enterprise, 2022. Public Sector Cloud Strategy Report [accessed 12
September 2023].
>7 Context Consulting research report, slide 39. The sample covered decision-makers for UK organisations that
were existing users of cloud computing services (laaS, Paa$S or both) or those considering adoption within 12
months.
>8 Flexera, 2023. 2023 State of the Cloud Report, page 75 [accessed 29 September 2023]. It is worth noting that
a large share (62%) of these European respondents were from the UK.
% Gartner, 2022. Gartner Says More Than Half of Enterprise IT Spending in Key Market Segments Will Shift to
the Cloud by 2025 [accessed 28 July 2023].
60 Context Consulting research report, slide 42.
61[3<] response dated [3<] to the s.174 notice dated [3<], question [3<].
62 Goldman Sachs Equity Research, 12 July 2022. IT Spending Survey.
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d) IDC estimates that organisations’ spend on cloud services accounted for around 30% of
total IT spending in 2022 — both in the UK and globally.®® IDC projects that the cloud
deployment share of total IT spending will rise to 47% globally by 2027, with a slightly
faster rise to 51% in the UK by 2027.%

3.14 Based on all of the above and evidence gathered during the course of our market study, it is
clear that that UK business and organisations have already started migrating workloads to
cloud to differing degrees, and we expect that trend to continue. Ideally, we would want to
understand how the remaining IT workloads are likely to migrate to the cloud (noting this
will not be all of them) and the split between i) existing customers migrating new or
additional workloads, and ii) completely new cloud customers. However, we have not seen
such a statistic. Based on our understanding, we think that in the future there will be
relatively fewer completely new customers, and that most new workloads (which may still
be a significant number, as per the projections above) will be from existing customers.

What are cloud services?

3.15 Cloud services provide access to computing resources on demand, via a network. The
customer buys access to the computing resources as a service and typically does not own
the underlying hardware and software. There are three key elements to this definition:

a) Computing resources — these include hardware (servers and network equipment) and
software (applications) which are used to process workloads® and store data.

b) On demand —the computing resources are available on a scalable and elastic basis. This
typically involves the dynamic provision of virtualised computing resources. Users are
often billed for the amount of resource used.

¢) Via a network —the transit of data to and from the cloud provider may be over the
public internet or a private connection. This allows location-independent access to the
cloud.

3.16  Cloud services started to be used at scale when they were launched by AWS, followed by
Microsoft and Google. Originally, AWS cloud services were used internally to support
Amazon’s online retail services. In 2006, AWS officially launched its cloud services for third
party use.®® Some years later Microsoft followed suit with Microsoft Azure in 2010 and
Google with Google Cloud in 2011.%”

Service models

3.17 Cloud services are typically classified according to their service models: infrastructure as a
service (laaS), platform as a service (PaaS) and software as a service (SaaS). These three

31DC, 2023. Worldwide Black Book: Live Edition, July (V2 2023) Forecast (published July 2023). Total IT
spending includes the following IDC technology categories from the Black Book publication: Infrastructure,
Application Development & Deployment, Applications, System Infrastructure Software, Managed Services,
Support Services, Project Oriented Services and Devices.
4 1DC, 2023. Worldwide Black Book: Live Edition, July (V2 2023) Forecast (published July 2023).
% A workload is a specific application, service, capability or a specific amount of work that can be run on a
cloud resource.
% AWS website. About AWS [accessed 28 July 2023].
57 AWS, Microsoft and Google offered some cloud services in beta version before the official launch of their
clouds.
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service models have been recognised by the NIST.% It is worth noting that some services
may not ‘fit’ neatly into these service models and their most suitable ‘placement’ is the topic
of ongoing discussion in the wider professional community, though we still consider them to
be useful to inform our analysis in this market study.

3.18 The service models are differentiated by the level of control the customer has over the
management and maintenance of the computing resources.® laaS, PaaS and SaaS form a
vertical stack, where each layer is notionally built on top of the previous one(s). This is
shown in Figure 3.1 below.

Figure 3.1: The cloud computing stack
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Source: Ofcom.

3.19 Infrastructure as a service (laaS) are cloud services that provide access to raw computing
resources for processing workloads and storing data. These computing resources are in the
form of servers and networking equipment owned and managed by the laaS provider (and
typically held on racks in a remote data centre). To allow and manage that access, laa$ also
includes some necessary software, including networking (e.g. firewall) and virtualisation.”®
The customer has the highest level of control over the cloud stack, including over the
operating system, applications and data. Examples of laaS include AWS EC2, Microsoft Azure
Virtual Machines and Google Compute Engine — which can be used by business customers,
for example, to store data and install software.’* laaS should be distinguished from bare
metal services, which offer access to dedicated servers with no or limited software installed
(e.g. no operating system or virtualisation). We estimate that in 2022, UK laaS revenues
were around £[3<] [£4.0 to £4.5] billion and grew by 30% to 35% per year between 2019
and 2022.7

58 NIST, 2011. The NIST Definition of Cloud Computing [accessed 28 July 2023].

59 Control refers to the involvement the customer has in the management and maintenance of the computing
resources themselves, as opposed to the freedom it affords them to, for example, choose between providers.
We will assess this separately as discussed elsewhere in this document.

70 Virtualisation is the process of using software to create an abstraction layer over servers that allows the
hardware elements of a single server (e.g. central processing units, random access memory and storage) to be
divided into multiple virtual servers, commonly called virtual machines.

71 AWS website. Amazon EC2 [accessed 28 July 2023]; Microsoft Azure website. Virtual Machines [accessed 28
July 2023]; and Google Cloud website. Compute Engine [accessed 28 July 2023].

72 Ofcom analysis of data provided in response to our information requests and data from Synergy and IDC.
Annual growth based on the compound annual growth rate between 2019 and 2022. See Section 4 on UK
shares of supply for more detail.

24


https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-145.pdf
https://aws.amazon.com/ec2/
https://azure.microsoft.com/en-us/products/virtual-machines/
https://cloud.google.com/compute/

3.20 Platform as a service (PaaS) are cloud services that provide access to a virtual environment
for customers to develop, test, deploy and run applications. These include application
development computing platforms and pre-built application components and tools which
customers can then use to build and manage full applications. There are many Paa$S
products, and key categories include databases, analytics, containers,” machine learning
and loT (internet of things). The overall virtual environment and the underlying raw
computing resources are typically owned and managed by the same cloud provider.”
However, the individual Paa$S services (computing platforms, and/or pre-built application
components and tools) may be supplied by the cloud provider or by independent software
vendors (ISVs). The customer has less control over the cloud stack compared to laaS; they
still manage applications and data, but not the PaaS computing platform (including its
operating system) or the pre-built application components and tools. Examples of PaaS
products include AWS Elastic Beanstalk, Microsoft Azure DevOps and Google App Engine —
which can be used, for example, to build streaming video on demand (SVoD) services.”” We
estimate that in 2022, UK PaaS revenues were around £[3<] [£2.5 to £3.0] billion, and grew
by 35% to 40% per year between 2019 and 2022.7°

3.21 Software as a service (SaaS) are complete applications hosted in the cloud. These cloud
applications can be offered by the cloud provider that owns the underlying raw computing
resources or by an ISV. The provider of the SaaS service manages all hardware and software.
In general, most modern consumer and business facing applications are SaaS$, including
communications services (e.g. Gmail and WhatsApp), broadcasting video on demand (BVoD)
services (e.g. BBC iPlayer), productivity software (e.g. Microsoft Office 365 and Google
Workspace) and customer relationship management software (e.g. Salesforce Sales Cloud).
Estimates of the size of the UK market for SaaS vary given difficulties determining the
boundaries of Saas$, but it is likely to be larger than public 1aaS and public PaaS combined.

73 A virtual machine is a software-defined computer that is created by running a guest operating system on top
of the host operating system of the physical server. Each virtual machine runs its own operating system and
behaves like an independent server, even though it is running on just a portion of the actual underlying server
hardware. The software that creates, runs and manages virtual machines is called a hypervisor. A container is a
package of software that bundles an application’s code with any necessary software required for the
application to run (e.g. configuration files and libraries). Virtual machines and containers offer similar
functionalities, but containers are typically lighter because they do not need to run a full operating system.

"4 There are examples of PaaS where the service provider owns the virtual environment but not the underlying
raw computing resources. For example, IBM Red Hat OpenShift and VMware Tanzu are PaaS$ virtual
environments that can integrate with many clouds, including those of the hyperscalers.

7> AWS website. AWS Elastic Beanstalk [accessed 28 July 2023]; Microsoft Azure website. DevOps solutions on
Azure [accessed 28 July 2023]; and Google Cloud website. App Engine [accessed 28 July 2023].

76 Ofcom analysis of data provided in response to our information requests and data from Synergy and IDC.
Annual growth based on the compound annual growth rate between 2019 and 2022. See Section 4 on UK
shares of supply for more detail.
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Figure 3.2: Vertical stack for traditional IT and cloud computing
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3.22  Some suppliers’’” of cloud services do not always use the above-described service models in
their commercial offerings to customers, and instead prefer to group their services by the
type of computing capability that they offer. This may reflect the fact that, within layers,
there can be varying applications with different levels of control. Potentially, anything can be
offered as a service, leading to the designation ‘anything as a service.’ This way cloud
services can be split into many categories, including virtual machines, storage as a service,
container as a service (CaaS), database as a service (DBaa$S) and disaster recovery as a
service (DRaaS) — all of which comprise a combination of cloud services from the three
service models set out above.”® Nevertheless as above, we still consider them to be useful to
inform our analysis in this market study.

Deployment models

3.23  Cloud deployment models indicate how the cloud services are made available to customers.
Usually, they are classified into three major groups, namely:

a) Public cloud is the most common cloud deployment model, where cloud services are
open to all customers willing to pay and computing resources are shared between them.
Public cloud servers are typically located in an off-premises data centre and accessed
remotely over the public internet or via dedicated connections. Customers of public

7 e.g., AWS said in its response to the interim report that customers are typically looking to solve a specific IT
problem and do not tend to make purchasing decisions based on the categorisation of a specific service as a
laasS or PaaS (AWS response to the interim report, page 2).

78 Microsoft Azure website. Virtual Machines [accessed 28 July 2023]; IBM website. IBM Storage as-a-Service
[accessed 28 July 2022]; Red Hat website. What is CaaS? [accessed 28 July 2023]; Oracle Cloud Infrastructure
(OCl) website. What is DBaaS? [accessed 28 July 2023]; and VMware website. What is disaster recovery as a
service (DRaa$S)? [accessed 28 July 2023].
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cloud services are typically businesses whose demands vary over time and buy cloud
services on a pay-as-you-go (PAYG) basis.

b) Private cloud is a cloud deployment model where computing resources are dedicated to
(as opposed to shared between) individual customers. It combines many of the benefits
of cloud computing with the security and control of traditional IT. Customers may
choose to use private cloud for various reasons, including in cases where their
traditional IT is not easily transferable to the public cloud and for running latency-
sensitive workloads close to them. Private cloud comes in many forms: it could involve
the exclusive allocation of physical or virtual computing resources, it could be deployed
in remote data centres or on the premises of the customer, and it could be provided by
a third party or self-supplied.

¢) Hybrid cloud is a cloud deployment model involving a combination of public clouds and
private environment, such as private clouds or on-premises resources, which allow
workloads to be shared between them.

Multi-cloud

3.24

3.25

3.26

Customers sometimes purchase cloud services from more than one supplier which is often
referred to as multi-cloud. In the course of our study, we have not come across a standard
definition of the term multi-cloud and have found it can be used to mean different things.
Accordingly, for the purpose of our study given the range of different ways in which
customers purchase services from different suppliers we have adopted the following terms:

a) ‘Multi-cloud’: the take-up cloud infrastructure services offered by different cloud
providers.
b) ‘Multi-vendor’: when first-party and ISVs services are used within the same cloud.

The use of multiple public clouds can benefit customers by allowing them to access their
preferred services, gain commercial bargaining power against their cloud providers and build
for resilience.

In practice, multi-cloud may take various forms and for our purposes can be broadly
categorised as follows:”®

a) Cloud duplication: this occurs whenever customers aim to mirror their cloud
architecture on two or more public clouds, so that all or some of their applications and
data can run equivalently on all of them. This architecture appears to be relatively rare
and is mostly implemented for resilience by duplicating some parts of customers’ cloud
architecture (as opposed to the full architecture) to maximise service availability for
critical applications in case of outage. That said, fully duplicating functionalities across
several public clouds is common for ISVs offering cloud infrastructure services, as they
may seek to deploy their services on different public clouds to access a larger pool of
potential customers.

b) Siloed multi-cloud: this occurs where the customer runs different customer applications,
stores different customer data sets and/or uses different cloud services hosted on two
or more public clouds with no or minimal integration between these clouds (i.e.

’® The definition of multi-cloud presented here slightly differs from the one set out in our CFl (at paragraph
3.35). We note there are various ways to define and/or categorise multi-cloud and there is not one standard
definition. However, we consider the categorisation presented here matches with our understanding of multi-
cloud based on the evidence we have gathered and assessed, and it is useful for our purpose of assessing the
state of competition in public cloud infrastructure services.
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3.27

c)

different applications are ‘siloed’ on different public clouds). This multi-cloud
architecture appears to be the most common amongst customers who use more than
one cloud provider. It may be implemented to access ‘best-of-breed’ functionalities
across clouds for specific applications but may also reflect an independent process of
cloud uptake by different units of the same company (e.g. different departments may
have independently migrated to different cloud providers).

Integrated multi-cloud: this multi-cloud architecture occurs where customers build their
cloud architectures by mixing and matching cloud services hosted on different public
clouds. 2 There is a spectrum of how integrated such architectures can be — anywhere
from partially integrated (e.g. a second cloud is used only for a specific service or
application) which is closer to siloed multi-cloud, to highly integrated (e.g. integrating
multiple applications and data hosted on different clouds), to extremely integrated (e.g.
dynamic distribution of microservices across different clouds). As an example, a
customer may wish to run a data analytics application by integrating services hosted on
Azure (e.g. compute and storage) and Google (e.g. BigQuery). This multi-cloud
architecture may be implemented to access ‘best-of-suite’ functionalities across public
clouds. However, as discussed in later sections, it can present customers with high
financial and technical costs which may explain its limited uptake.

We consider the prevalence of multi-cloud in more detail in Section 4 and Annex 3, and we
look at the potential technical barriers to multi-cloud in Section 5 and Annex 4.

Customer preferences and behaviour

3.28

3.29

As explained in Section 2, we have conducted market research to inform our understanding
of the customer experience of cloud infrastructure services. Here we provide a summary of
some of the key findings from the quantitative phase of our research.

Since this market study is focused on public cloud infrastructure services, our market
research focused on companies and organisations already using laaS and/or Paa$ or actively
considering those services. While our research includes some customers who also purchase
other services such as Saa$S and private cloud, our survey is not attempting to be
representative or reflective of these customers.

Current and expected future cloud use

3.30

In our research the most frequently mentioned reason to adopt cloud computing is greater
flexibility and agility.®? The second most important driver is improved security. These two
drivers are also the two most frequently mentioned when respondents were asked to

80 According to Microsoft this scenario would rarely make economic sense due to significant complexity along a
variety of dimensions without any meaningful benefits, such as requiring customers to manage different
commitments and capabilities from different providers with respect to security, privacy, regulatory
compliance, resiliency, sustainability, procurement and management (and more) for a single cloud workload,
Microsoft confidential response to the interim report, page 8. This comment was in response to the interim
report definition of integrated multi-cloud — see the interim report, paragraph 3.25(c).

81 \We refer to the results of our research throughout our report. Some of our analysis compares the responses
given by subgroups of the total sample of respondents. Due to sample size limitations, our observations are
not always based on statistically significant differences. We treat these findings as indicative, and place greater
weight and reliance on them where we see consistency with other evidence sources.

82 Context Consulting research report, slide 29.
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identify their single most important reason to adopt cloud computing. Financial reasons
appear relatively less important: reduction of capex is mentioned by 22% and lowering
overall spend on IT was mentioned by 42% of respondents.

Figure 3.3: Main drivers to adopt cloud computing, as reported in our market research

Greater flexibility and agility 71%
Improved security 55%
Better resilience 49%
Improve the quality of the IT service we offer internally i 44%
-our overall spend on IT IG5 42%
Increased interoperability g8 33%
To reduce our need for internal IT resources I 32%
For improved connectivity across the business g8 32%
Reduce capital expenditure/move to opex model . 22%

W Most important Also important
Source: Context Consulting research report, slide 29.

3.31 The choice of deployment model (public, private or hybrid), service level (laaS, PaaS or SaaS),
and whether to adopt a multi-cloud model depends on customers’ business needs and the
level of control they would like to have over their cloud service.

3.32 Inourresearch, we find that a large proportion of respondents purchase more than one
type of cloud service, with 33% of respondents purchasing all three (laaS, PaaS and Saa$)
and 35% of respondents purchasing a combination of laaS and PaaS. Overall, 78% of
respondents use SaaS, 69% - laaS, and 55% - PaaS.*?

3.33 The three most frequent use cases for current laaS/PaaS users are storage, databases and
back-up (82%, 76% and 71% of respondents, respectively, are currently using cloud for these
purposes). IT & Tech companies are more likely than other respondents to be using central
processing unit (CPU) - intensive applications (56%) and hosting apps on behalf of clients
(53%).

83 Context Consulting research report, slide 19. We note that given our research focused on companies and
organisations already using laaS and/or PaaS, or actively considering those services, these findings are likely to
over-state the use of laaS and PaaS services relative to users of cloud services as a whole.

29



Figure 3.4: Current and potential workloads allocated to cloud, as reported in our market research
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Source: Context Consulting research report, slide 35.

3.34

3.35

Many respondents have more than one use-case and the average number of use-cases
across all respondents is 5.7. 16% of respondents report three use cases or fewer, 31% have
4-5, 31% have 6-7, and 22% have eight to ten. In general, larger organisations, as well as IT &
Tech companies, tend to have more cloud use cases.? This is consistent with evidence
received from the hyperscalers indicating that their customers purchase multiple public
cloud services on average, for example (as detailed in Section 5):

’

a) customers spending more than $10k per year — which account for [3<]% of hyperscalers
revenues — consume at least [3<] [10-20] first-party proprietary products; and

b) customers spending more than $1m a year (accounting for [3<]% of hyperscalers’
revenue) on average take at least [¥<] [30-40] first-party proprietary services.*

We also asked our research respondents about changes they expected to see in their use of
cloud computing in the next 18 months (see Figure 3.5 below). 43% of current users of
laaS/PaasS (or those considering using) reported the intention to migrate more workloads to
the cloud in the next 18 months. Attracting IT workers or investing in ‘in-house’ cloud skills
were two further areas where many respondents anticipated making changes. Attracting
skilled IT workers is particularly pertinent for healthcare and IT & Tech companies surveyed
and was also more important for larger firms compared to smaller ones.%°

84 Context Consulting research report, slide 37.

85 Ofcom analysis of: AWS response dated 14 July 2023 to the s.174 notice dated 13 June 2023, question 1
(Annex 2, tab ‘Q1l Customer distribution’ column E); Microsoft response dated 11 July 2023 to the s.174 notice
dated 13 June 2023, question 1 (Confidential Annex 2, tab ‘Ql Customer distribution’ column E); Google
response dated 11 July 2023 to the 5.174 notice dated 13 June 2023, question 1 (Annex 2, tab ‘Q1l Customer
distribution’ column E).

86 “Attracting IT workers ...” was mentioned by 45% of respondents with more than 2,500 employees, and by
40% of respondents in the 1,000-2,499 bracket.
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Figure 3.5: Expected changes in cloud computing use, as reported in our market research
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Source: Context Consulting research report, slide 43.

Note: Orange bars represent changes related to staff/skills; green — change in supplier set-up; red — move
towards Saas.

3.36  For comparison, the Flexera 2023 State of the Cloud report also puts optimisation of existing
cloud use, progressing on a cloud first strategy and migrating more workloads to the cloud
as top priorities for companies.®’

3.37 Respondents’ focus on migrating more workloads to the cloud also aligns with IDC
projections that the share of total IT spending (including laaS spend and Paa$ spend)
deployed on cloud services will increase significantly over the next five years, both in the UK
and globally.®®

Spend on cloud services has been increasing and is expected
to continue growing

3.38  For 82% of respondents spend on cloud services has increased in recent years (for 26% it
increased greatly, and for 57% slightly). 16% of respondents reported that their spend
stayed about the same, and for about 1% it decreased. The increase in spend is consistent
across different respondent characteristics, including company size, industry and stage of
cloud adoption.

3.39 Among respondents who reported that their spend ‘increased greatly’ and ‘increased
slightly’, the groups that experienced an increase of cloud spend more often than average
are larger companies (88-90% for companies with more than 1,000 employees), early
adopters of technology (89%) and those using 3 or more providers (90%).

8 Flexera, 2023. 2023 State of the Cloud Report, page 29 [accessed 29 September 2023].

88 IDC, 2023. Worldwide Black Book: Live Edition, July (V2 2023) Forecast (published July 2023). Total IT
spending includes the following IDC technology categories from the Black Book publication: Infrastructure,
Application Development & Deployment, Applications, System Infrastructure Software, Managed Services,
Support Services, Project Oriented Services and Devices.
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3.40 When asked how they expected their cloud spend to change in the next 18 months, 79% of
respondents said they expected it to increase slightly or greatly, and only 18% expect it to
stay about the same. Larger organisations are slightly more likely than smaller organisations
to expect to increase spend (see Figure 3.6).

Figure 3.6: Expectation of change in spend on cloud, as reported in our market research
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Source: Context Consulting research report, slide 42.

Use of private, public and hybrid cloud

3.41 Inour market research, 34% of laaS/Paa$S users said that they only use private cloud, 12%
use only public cloud, 44% use both and they are integrated with each other, and 10% use
both but the two are part of separate IT architectures.

Figure 3.7: Use of private, public and hybrid cloud, as reported in our market research
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Source: Context Consulting research data tables, Q21.

3.42  Smaller companies (with 10-49 employees), public sector organisations, companies that do
not use the hyperscalers and companies that use only one provider are more likely to say
that they use only private cloud. Younger companies tend to report using ‘public cloud only’
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more often than average (at 32% compared to 12% overall). Larger companies, those in IT &
Tech and companies that use three or more laaS/PaaS providers tend to use integrated
public and private cloud more than others.

3.43 Itis possible that some respondents to our market research may have misunderstood the
distinctions between private cloud, public cloud and on-premises infrastructure, so the
numbers of organisations that reported using ‘private cloud only’ may be over-stated. In
subsequent sections we sometimes provide findings from the research that exclude ‘private
cloud only’ respondents from the base, in addition to providing findings across all
respondents.

3.44 In contrast, the Flexera 2023 State of the Cloud report® surveyed (mainly large)
organisations from across the world who purchased laaS, PaaS and SaaS — therefore
capturing a different customer base to our market research (so the respective results are not
directly comparable). Flexera found that ‘public only’ cloud use (either single or multiple
providers) was reported by 24% of their respondents, while ‘private only’ (either single or
multiple providers) was reported by 4% only. Flexera reports that most companies in their
sample are taking a hybrid approach, combining the use of both public and private clouds.

Market players

3.45 The cloud services supply chain is complex, involving different types of suppliers providing
services at some or all levels of the cloud stack. This includes:

a) cloud providers, who are usually present at all levels of the cloud stack (laaS, PaaS and
SaaS);*°

b) ISVs, who usually do not own any physical infrastructure and are present at only one or
two levels of the cloud stack (PaaS and/or SaaS); and

c) suppliers of professional services, who provide customers access to cloud services
and/or support for using cloud services.

3.46  We consider the role of these suppliers in further detail below. As illustrated in Figure 3.8
below, cloud providers and ISVs can either directly sell to customers, or indirectly sell to
customers through suppliers of professional services and/or marketplaces operated by cloud
providers. Marketplaces are an online platform, where cloud providers and ISVs can offer
services to customers, which run on the underlying infrastructure of the provider offering
that marketplace. We consider marketplaces separately in Section 4.

8 Flexera, 2023. 2023 State of the Cloud Report, page 18 [accessed 29 September 2023]
% We note there are some providers of cloud infrastructure that may offer 1aaS only, or laaS and Paa$S without
Saas$ (e.g. OVHcloud). These providers fall within the scope of our definition of cloud provider.
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Figure 3.8: The cloud services value chain
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Cloud providers

3.47  Cloud providers are vertically integrated suppliers of cloud services that operate their own
cloud infrastructure (i.e. they own the underlying raw computing resources). They provide
the full range of cloud services, in all service (laaS, PaaS and SaaS) and deployment models.
These cloud providers consist of the hyperscalers and a number of smaller providers.

Hyperscalers

3.48 Inthe UK there are three hyperscalers - Amazon, Microsoft and Google.’* They are present
at all levels of the cloud stack and provide a wide range of cloud services across multiple
product categories at massive scale. Their infrastructure is built on millions of physical
servers and virtual machines hosted in huge data centres around the world.

91 Globally there are other hyperscalers, such as Alibaba, Huawei and Tencent. However, they do not offer
cloud services across the cloud stack and at scale in the UK.
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3.49 These three hyperscalers are the main suppliers of public cloud infrastructure services in the
UK. They collectively account for [3<]% [70% to 80%)] of total revenues generated from the
supply of public cloud infrastructure services (laaS and PaaS).” They also offer a wide
portfolio of SaaS services.

Amazon

3.50 Amazon operates through its subsidiary AWS, which is considered as the overall market
leader in cloud in the UK. We estimate that, as of 2022, AWS accounted for around [3<]%
[30% to 40%)] of the UK’s public cloud infrastructure revenues.

3.51  Amazon was the first to enter the cloud services market in 2006, after having invested in the
relevant IT infrastructure for its own online retail business. AWS started by offering laaS to
customers, with the launch of Amazon Elastic Compute Cloud (EC2), and then subsequently
expanded to the PaaS and SaaS$ layers.”> AWS currently offers over 210 cloud infrastructure
services, that are organised into several product categories (e.g. compute, analytics).**

3.52  Amazon, the parent company, also has several other businesses such as Amazon Store (i.e.
online retail), Devices and Services, Entertainment (i.e. Prime Video), and Delivery and
Logistics.?> Amazon uses AWS to provide solutions across its businesses, for example, Prime
Video uses AWS for compute, database and other services.’® Amazon categorises its overall
operations into three segments: AWS, North America and International.®” While AWS is
Amazon’s smallest operating segment by revenue, representing about 16% of Amazon’s
revenue in the year to December 2022, it was Amazon’s only profitable segment in that year
and it remains Amazon’s most profitable segment as of the quarter to June 2023-%®

Microsoft

3.53  Microsoft is the second largest cloud provider in the UK. We estimate that, as of 2022,
Microsoft accounted for around [3<]% [30% to 40%] of the UK’s public cloud infrastructure
revenues.

3.54  Before entering cloud, Microsoft had already established itself as a major player in the
provision of operating systems (through Windows OS) and productivity software (through
Microsoft 365). Microsoft first entered the cloud computing market in 2008, with a Paa$S
offering which enabled developers to deploy applications in the cloud.” This offering was
later generally made available across countries in 2010. Soon after, Microsoft launched
Office 365 (a SaaS level service), before extending its presence to laaS.® Microsoft currently

92 Ofcom analysis of data provided in response to our statutory information requests and data from Synergy
and IDC. See Section 4 for more detail on UK shares of supply.

9 AWS website. About AWS [accessed 28 July 2023].

9 Ofcom analysis of laaS and PaaS products listed on AWS’s website.

9% AWS website. What We Do [accessed 28 July 2023].

% AWS website. Prime Video Boosts Scale and Resilience [accessed 28 July 2023].

9 The ‘North America’ and ‘International’ segments largely consist of revenues from retail sales of consumer
products.

% Ofcom analysis based on AWS'’s published financial statements. Amazon.com announces fourth quarter
results [accessed 28 July 2023]. Amazon.com announces second quarter results [accessed 4 August 2023].

9 Microsoft website. About Microsoft [accessed 28 July 2023]; and Microsoft launches Windows Azure
[accessed 28 July 2023].

100 Microsoft website. Windows Azure Platform Now Generally Available [accessed 6 March 2023 — Paige not
found]; Office expands to the cloud [accessed 28 July 2022]; and The History of Microsoft Azure [accessed 28
July 2022].
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offers over 200 cloud infrastructure services, across several product categories (e.g.
compute, loT).**

3.55 Microsoft organises its services and products into three operating segments: Productivity
and Business Processes (e.g. Office 365, LinkedIn), Intelligent Cloud (e.g. cloud services,
enterprise services) and More Personal Computing (e.g. Windows operating system, search
and news advertising).'°> Microsoft’s Intelligent Cloud segment includes Azure which
provides cloud infrastructure and platform services (laaS and PaaS). In the year to June 2023,
Intelligent Cloud was Microsoft’s largest operating segment, representing 41% of revenues
and 43% of profit.'%

3.56 Inthe past it has been reported that Microsoft had an objective to use Azure to provide a
range of cloud services, such as parts of Office 365 and Bing Search, across its other
operating segments.'® [3<].1% Microsoft reports aggregate revenues for its full range of
cloud services (e.g. Azure, Office 365 Commercial and Dynamics 365) under ‘Microsoft
Cloud’. In the year to June 2023, Microsoft Cloud accounted for 53% of Microsoft
revenue.’®® For the purposes of this market study, our primary focus is Azure, but we also
take account of the broader range of cloud services that Microsoft provides where relevant.

Google

3.57 Google is the third largest cloud provider in the UK. Relative to AWS and Microsoft, Google is
significantly behind in terms of its share of supply for laaS and PaaS. We estimate that, as of
2022, Google accounted for approximately [3<]% [5% to 10%)] of the UK'’s public cloud
infrastructure revenues.

3.58 Before entering the cloud market, Google had already established a leading position in a
range of digital markets with its search engine, as well as services such as Gmail and Google
Maps. Google first entered the cloud market in 2008, with a preview release of Google App
Engine, a platform enabling businesses to develop applications (PaaS).%” This platform was
initially only made available to developers and was later made available as an official fully
supported product in 2011.1% By then, Google had also expanded to laaS, with the launch of
Google Cloud Storage, and subsequently to SaaS. Google currently offers more than 190
cloud infrastructure services, that are organised into several product categories (e.g.
compute, data analytics).**

3.59 Alphabet, the parent company of Google, organises its operations into three segments:
Google Services (e.g. advertising, Google Maps, YouTube), Google Cloud (e.g. Google Cloud
Platform, Google Workspace collaboration tools) and Other Bets!'® (combination of all other
services).'* Google Cloud has generated annual operating losses to date (although it

191 Ofcom analysis of 1aaS and PaaS products listed on Microsoft Azure’s website.
192 Microsoft website. Segment Information [accessed 28 July 2022].
103 Ofcom analysis based on Microsoft’s published financial statements. Microsoft 2023 10-K [accessed 4
August 2023].
104 ZDNET, 2021. Microsoft moves closer to running all of its own services on Azure [accessed 28 July 2022].
105 [3<] response dated [$<] to the s5.174 notice dated [5<], question [<].
1% Ofcom analysis based on Microsoft’s financial statements. Microsoft 2023 10-K [accessed 4 August 2023].
197 Google website. Google Cloud Platform [accessed 28 July 2023].
198 Cloud Guru, 2018. The History of Google Cloud Platform [accessed 28 July 2023].
109 Ofcom analysis of laaS and Paa$S products listed on Google Cloud’s website.
110 According to Alphabet, revenues from Other Bets are generated primarily from the sale of health
technology and internet services.
111 Alphabet website. Alphabet Announces First Quarter 2022 Results [accessed 28 July 2023].

36



https://www.microsoft.com/en-us/Investor/segment-information.aspx
https://microsoft.gcs-web.com/static-files/e2931fdb-9823-4130-b2a8-f6b8db0b15a9
https://www.zdnet.com/article/microsoft-moves-closer-to-running-all-of-its-own-services-on-azure/
https://microsoft.gcs-web.com/static-files/e2931fdb-9823-4130-b2a8-f6b8db0b15a9
https://cloud.google.com/blog/products/gcp/google-cloud-platform-your-next-home-in-the-cloud/
https://acloudguru.com/blog/engineering/history-google-cloud-platform
https://abc.xyz/investor/static/pdf/2022Q1_alphabet_earnings_release.pdf?cache=d9e9d97

reported operating profits for the first two quarters of 2023),'? and it represented around
10% of Alphabet’s total revenue in 2022, despite it being the fastest-growing segment of
Alphabet in that year.*?

3.60 The Google Cloud segment includes Google Cloud Platform which provides cloud
infrastructure and platform services (laaS and PaaS). Alphabet uses Google Cloud Platform
to provide its own services (e.g. Gmail), and increasingly services across its other operating
segments too.14 For the purposes of this market study, our primary focus is the revenue
generated from Google Cloud Platform services within Alphabet’s Google Cloud segment,
but we also take account of the broader range of cloud services that Alphabet provides.

3.61 Inresponse to our interim report, Google reiterated its view that “it is not accurate to
describe the market as having only “three hyperscalers””, citing that its market shares are
comparatively closer to other cloud providers than to AWS and Microsoft. 1** While we
recognise that Google is considerably behind Microsoft and AWS in the terms of overall
market shares, Google is growing rapidly and leading the chasing pack by some way, and
competes closely with Microsoft and AWS in revenues of certain sub-categories, such as
[3<].%® Furthermore, Google is similar to Microsoft and AWS when considering factors such
as global data centre count, number of offered products, investment into cloud specific
R&D, and numbers of acquisitions. We note that there is a wide industry consensus
regarding hyperscaler classification, including recently published Cloud Report by the
Authorite de la concurrence.'’” Therefore we remain of the view that Google should be
considered a hyperscaler for the purpose of our analysis.

Smaller cloud providers

3.62 In addition to the hyperscalers, there are also a range of mid-scale (e.g. IBM, Oracle) and
small-scale (e.g. OVHcloud, Scaleway) cloud providers offering laaS and PaaS products that
we collectively refer to as ‘smaller cloud providers’. In response to our interim report AWS
and Microsoft suggested that competition to provide cloud services is increasing and listed a
number of companies who have begun offering cloud services.''® We acknowledge there has
been some entry in the last decade, but the scale of these cloud providers remains relatively
small.

3.63  In 2022, the smaller cloud providers represented around [3<]% [0-5%)] of revenues
associated with the supply of public cloud infrastructure services in the UK.*'° These
providers compete with the hyperscalers by offering services across the cloud stack, as well

112 Alphabet Inc., 2023. 2023 Q1 10-Q, page 29 [accessed 17 July 2023]; Alphabet Inc., 2023. 2023 Q2 10-Q,
page 32 [accessed 27 July 2023].
113 Ofcom analysis based on Alphabet’s published financial statements. 2022 Annual report [accessed 28 July
2023].
114 Google’s website. What is Cloud Computing? [accessed 28 July 2022]. DCD, 2021. Google to migrate parts of
YouTube to Google Cloud [accessed 28 July 2023].
115 Google response to interim report, paragraph 4.
116 Ofcom analysis of [¥<] response dated [3<] to the 5.174 notice dated [3<], [¥<]; [¥<] response dated [3<]
to the s.174 notice dated [3<], [3<]; [3<] response dated [3<] to the s.174 notice dated [3<], [3<]; [3<]
response dated [3<] to the s.174 notice dated [3<], [3<]; and [$<] response dated [3<] to the 5.174 notice
dated [3<], [<]; and, [3<] response dated [<] to the s.174 notice dated [3<], [3<].
117 Authorite de la concurrence website. The Autorité de la concurrence issues its market study on competition
in the cloud sector [accessed 29 September 2023]
118 AWS response to the interim report, paragraph 5. Microsoft response to the interim report, paragraph 45.
119 Ofcom analysis of data provided in response to our statutory information requests and data from Synergy
and IDC. See Section 4 for more detail on UK shares of supply.
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as partner with the hyperscalers by offering complementary services. Though a number of
smaller cloud providers are present in the UK, based on IDC data, no new significant cloud
providers offering a broad range of services have entered the UK market since 2018.*° We
illustrate further the role of smaller cloud providers, using IBM and Oracle as examples,
below.

IBM

IBM first started providing cloud services around 2008, with the launch of a SaaS offering. It
later expanded to provide laaS and PaaS.*?* Before entering the cloud market, IBM had
already established itself as one of the world’s largest IT companies, in producing and selling
computer hardware and software. IBM have an extensive history in compute
infrastructure.?

IBM currently offers a range of services (e.g. compute, Al and machine learning).*?* IBM’s
strategy has a particular focus on hybrid cloud and multi-cloud solutions. Its capabilities in
this area strengthened with the acquisition of RedHat in 2019, an open-source software
provider that delivers hybrid cloud technologies.'** IBM’s customers tend to be mainly large
and mid-size enterprises.'?* IBM also appears to have a focus on delivering cloud services to
regulated industries, for example the financial services sector, by meeting their specific cloud
needs for regulatory compliance.'?®

Oracle

Oracle entered the cloud services market with Oracle Cloud Infrastructure (OCl) in 2016,
providing compute, storage and networking services to begin with. It later expanded to
provide a wide range of services across laaS, PaaS and SaaS. Prior to entering the cloud
market, Oracle was well known for its on-premises database management systems.'?’

Oracle appear to have a focus on enterprise customers, hybrid and multi-cloud offerings.?®
Oracle has agreements with Microsoft, which allow its services, including its database
offerings, to run on Microsoft’s platform with “seamless interoperability”.**° Oracle is also
recognised to be innovating to meet sovereign cloud needs (the need for data to adhere to
regulations of the country where the customer is located).**° Oracle identify its cloud to be

120 IDC, Public Cloud Services Tracker 2022 H2 (published April 2023). This data includes ten categories of

services across both laaS and PaaS. Since 2018, the first year in our data, there have been no new companies

offering services in five or more of these ten categories. While IDC does not track every company, its dataset

includes a broad range of companies, so we would expect any company not separately tracked to be very

small.

121 patamation, 2017. What is IBM Cloud? [accessed 28 July 2023].

122 Tech Monitor, 2022. What is IBM known for? [accessed 28 July2023].

123 IBM website. IBM Cloud products [accessed 28 July 2023].

124 RedHat, 2019. Press release. IBM Closes Landmark Acquisition of Red Hat [accessed 28 July 2023].

125 [<].

126 IBM website. Regulated workloads [accessed 28 July 2023].

127 Oracle website. About Oracle and Oracle Cloud Infrastructure Platform [accessed 28 July 2023].

128 Oracle website. Oracle's distinct approach on hybrid and multi-cloud [accessed 28 July 2023].

129 Oracle website. Oracle Interconnect for Azure [accessed 28 July 2023].

130 Techzine, 11 July 2022. Oracle expands OCI with sovereign cloud regions inside EU [accessed 28 July 2023].
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“the first and only sovereign, dedicated dual-region cloud for UK Government and Defence

customers”.'3!

Independent software vendors (ISVs)

3.64  ISVs are suppliers of cloud services, typically PaaS and/or Saa$, that do not usually own the
underlying infrastructure.’*? ISVs and cloud providers interact in a number of different ways:

a) ISVsrely on cloud providers as input suppliers, i.e. they may use laaS from cloud
providers to develop one or more downstream services, such as PaaS offerings (e.g.
Databricks, MongoDB, OpenShift, Twilio, VMware) and/or Saa$ offerings (e.g. Atlassian,
Blue Prism, Snowflake);**

b) ISVs can also compete directly with cloud providers, offering services at the same layer
of the cloud stack. In other circumstances they may complement the services of cloud
providers, including the hyperscalers; and

c) ISVs may further rely on cloud providers, and the hyperscalers in particular, as
distributors. This could be through cloud providers directly selling ISVs’ services, offering
ISVs a platform through which to sell their services (such as a marketplace), or by
offering ISVs access to customers. We refer to this in Section 4.

3.65 There are many ISVs, with different specialisms, present in the UK cloud services market.
ISVs that provide PaaS tend to compete in specific product categories, rather than across
PaaS as a whole. We are taking account of evidence regarding, and from, many ISVs within
this market study. To provide some insight into the role of ISVs, we summarise the roles of a
small sample of different types of ISVs as illustrative examples below.

VMware

VMware was founded in 1998. It specialises in providing virtualisation technology, having
first developed the technology for on-premises use. This technology allowed users to run
multiple operating systems, as virtual machines, on a single physical machine. In 2009,
VMware launched its virtualisation technology for cloud computing.’** VMware’s strategy is
focused on enabling multi-cloud environments.**

VMware partners with a range of cloud providers. For example, it delivers its own cloud
services on AWS, by providing customers its virtualisation products on AWS's cloud as well as
access to AWS’s native services (e.g. EC2).%%° It also partners with a range of other cloud
providers (e.g. Microsoft, Google, IBM) enabling them to create cloud offerings using
VMware’s solutions on their own infrastructure. At the same time, VMware also appears to
compete with cloud providers’ own cloud native virtualisation solutions.**’

131 Oracle website. Oracle Cloud for UK Government & Defence [accessed 28 July 2023].

132 Although, we note that there may be exceptions to this. For example, Salesforce is an ISV that also operates
its own infrastructure.

133 We recognise that the PaaS/SaaS categorisation can be arbitrary.

134 VMware website. VMware Timeline [accessed 28 July 2023].

135 VMware website. Multi-Cloud Environments [accessed 28 July 2023].

136 AWS website. VMware Cloud on AWS [accessed 28 July 2023].

137 yMware response dated 9 December 2022 to the s.174 notice dated 27 October 2022, Part A, question 14,

paragraph 14.2.
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MongoDB

MongoDB was founded in 2007. It specialises in database management and document
databases.’*® MongoDB Atlas, its PaaS cloud offering, is positioned as a developer data
platform. It gives developers the ability to run their databases across several cloud providers
and provides them with access to a range of features and tools, enabling users to access,
query and analyse data.**°

Atlas can currently be deployed on the infrastructure of AWS, Microsoft and Google. Atlas is
built in a way that makes it complementary to the customers cloud provider’s infrastructure.
[3<].%4° AWS and Microsoft have their own document databases, referred to as DocumentDB
and CosmosDB respectively, however the capabilities of these databases are thought to be
different to MongoDB Atlas.*

Snowflake

Snowflake was founded in 2012.#? It specialises in providing data warehouses (SaaS offering)
which provides users with the ability to store and access structured and unstructured data.
Snowflake also offer a ‘cloud data platform’ which is capable of supporting multiple data
workloads from data warehousing to data engineering, across several cloud providers.**?

Snowflake’s offerings run on top of the infrastructure provided by public clouds. Snowflake’s
offerings were initially only available on AWS, and later also became available on Azure and
Google Cloud.** Snowflake also identify the hyperscalers as its competitors.'*> Each of the
hyperscalers have a cloud offering that can be considered comparable to some extent to
Snowflake’s offerings (i.e. Amazon RedShift, Google BigQuery, Azure SQL Data Warehouse).

Yugabyte

Yugabyte was founded in 2016. It specialises in providing database technology. The
YugabyteDB offering provides customers with open-source distributed databases (typically
used to store data across multiple sites), and access to enterprise database features.
YugabyteDB is available to customers as both fully managed and self-managed services.**

YugabyteDB can run on top of the infrastructure provided by public and private clouds.
Yugabyte identify themselves to be customers, partners and competitors of all three
hyperscalers. In that, they purchase infrastructure services from the hyperscalers, partner

138 MongoDB website. Our Mission [accessed 28 July 2023].
139 MongoDB website. MongoDB Atlas [accessed 28 July 2023]; and Advantages of MongoDB [accessed 28 July
2023].
140 [$<].
141 [<].
142 Techstory, 2020. The Snowflake story [accessed 28 July 2023].
143 snowflake website. Enabling the data cloud with Snowflake [accessed 28 July 2023].
144 snowflake website. Cloud partners [accessed 28 July 2023].
145 snowflake response dated 7 December 2022 to the s.174 notice dated 26 October 2022, question 12, page
11.
146 yugabyte website. About Yugabyte [accessed 28 July 2023].
147 Yugabyte website. YugabyteDB Deployment Options [accessed 28 July 2023].
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with hyperscalers to win clients, and also compete with the database offerings of
hyperscalers.

Suppliers of professional services

3.66  Suppliers of professional services provide customers access to cloud services and/or support
to using cloud services. These suppliers can take several different roles. For example, they
could act as system integrators, managed service providers, consultants and/or resellers.'*°
Many of the largest suppliers of professional services (such as Accenture, Capgemini,
Cognizant and Deloitte) take on multiple of these roles. We set out some examples below.

a) System Integrators (Sls) bring together the different cloud solutions a customer
purchases. Examples include: Accenture, Capgemini, Deloitte, Vodafone.

b) Managed service providers (MSPs) set up customers, so that they can run their
operations on the cloud infrastructure of cloud providers, whilst offering long-term
managed services (service management, compliance support, etc.). Examples include:
Cloudreach, Infosys, Logicworks, Wipro.

c) Consultants provide advice to customers on their use of cloud, such as their choice of
supplier, initial cloud migration, multi-cloud strategies, etc. Examples include: Accenture,
Capgemini, Cognizant, Deloitte.

d) Resellers essentially resell cloud services from cloud providers. They may also provide
some value-added services on top and/or tailor the pricing models of cloud providers.
Examples include: Insight, Strategic Blue.

3.67 Customers typically choose to use these suppliers, rather than purchase directly from cloud
providers, where there is a need for further expertise or support with their cloud purchases.
These suppliers can add value in a range of ways. For example, they may offer customers
additional or bespoke services that build on cloud providers’ products (e.g. Sls/MSPs);
provide access to lower prices (e.g. resellers); and/or provide technical expertise to
customers on aspects such as cloud migration (e.g. consultants).

3.68 We observe that most suppliers (e.g. Accenture,** Capgemini**!) tend to work with cloud
providers and ISVs by forming partnerships. For example, we understand from Capgemini
that it is common for them to work with the hyperscalers (and other smaller cloud
providers) to win procurements, as well as to build industry-specific solutions which can
then be proposed to clients. '

3.69 We are also aware of cases where some suppliers indicate that they compete with the
hyperscalers. For example, [3<].**® However, we note such cases appear overall to be
limited.

148 Ofcom / Yugabyte meeting, 22 November 2022.

149 This is Ofcom’s view of the different types of suppliers of professional services. We note that these
categorisations are not necessarily distinct and other categorisations may be possible.

150 Accenture website. Cloud services [accessed 28 July 2023].

151 Capgemini website. Technology partners [accessed 28 July2023].

152 Ofcom / Capgemini meeting, 1 November 2022.

153 Ofcom / [<] meeting, [¥<].
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Cloud services in the telecoms and broadcasting

sectors

Telecoms

3.70  Cloud services are changing how telecoms services are being produced and delivered to
customers and so it is important to understand how the telecoms sector is using cloud
services.

3.71  While there are differences between telecoms providers and their usage of cloud, we can

broadly group telecoms cloud usage into three categories: telecoms network functions,
multi-access edge computing (MEC) and enterprise IT functions.

Telecoms network functions

3.72

3.73

3.74

UK telecoms providers told us that some of their network functions*** have started moving
onto the cloud. Where telecoms providers are using the cloud to host these network
functions, they are broadly using private cloud.** BT Group told us it thinks telecoms
providers who have invested in their private clouds are unlikely to migrate fully to the public
cloud,**® suggesting hybrid cloud architecture will be used in the future. This view was
supported by [5<], [5<] and [3<].%*7 [$<] also told us that they have plans to begin testing of
some ‘non-critical’ network functions in the public cloud.*®®

Telecoms providers highlighted some drawbacks to using public cloud for telecoms specific
workloads including a lack of control, a risk to resiliency and uncertain costs.**® For example,
in their CFl response, BT Group noted the primary reason they do not use public cloud
services within their UK core network is security and resilience, as well as the desire to retain
end-to-end control of their network assets.**°

Despite this, our conversations with telecoms providers made clear that they recognise a
number of key benefits that the public cloud offers. A telecoms provider [3<] noted the
speed of innovation, automation and implementation of updates that public cloud providers
offer; the flexibility in scaling up and down, which could enable telecoms providers to be
more reactive and agile to customer needs; and the opportunity to save money by reducing
their expenditure on in-house data centres and resourcing. !

154 Network function is a component of telecom networks that delivers a specific function (e.g. router, switch,
load balancer, firewall).

155 Capgemini, 2023. Networks on Cloud: a clear advantage, page 6 [accessed 28 July 2023].

156 BT Group response to the CFl, page 6, paragraph 2.

1570fcom / [3<] meeting, [5<], Ofcom / [3<] meeting, [3<] and Ofcom / [3<] meeting, [$<].

158 0fcom / [3<] meeting, [¥<] and [$<] response dated [3<] to our proposed use of information dated [$<].
159 0fcom / [3<] meeting, [¥<] and Ofcom / [3<] meeting, [$<].

160 BT Group response to the CFl, page 6, paragraph 1.

161 0fcom / [3<] meeting, [<].
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3.75 We have seen recent examples of new cloud products being developed and launched
specifically for telecoms providers.®? As the suite of products targeted at telecoms providers
grows, we may see increased use of public cloud services for some network functions. ¢

3.76  Research from global technology intelligence firm ABI research, suggests that while the
private cloud is currently the preferred approach for most telecoms providers, some mobile
operators outside the UK are already using or planning to use public cloud for network
functions.*®*

Multi-access edge computing (MEC)

3.77  MEC allows the processing of workloads and storing of data close to the edge of a telecoms
network, i.e. the physical location where users connect with the telecoms network. Some
telecoms providers have already begun to offer MEC, including Vodafone through a
partnership with AWS.®°> BT Group have also recently announced a partnership with AWS to
deliver MEC services, with the first site already live for customer trials, and general
availability targeted for later this year.®® Other providers told us that they are interested in
MEC and continue internal considerations regarding expansion into this area, so we may see
an increase in MEC offerings from telecoms providers in the future.®’

3.78 A survey of mobile operators conducted by researchers Heavy Reading suggests that the
main driver for operators to move to edge computing was more efficient use of
bandwidth.®® Larger operators tend to be driven by the opportunity to open new revenue
streams through differentiated services (such as video conferencing) against competitors,
whereas smaller operators tend to be focused on improving application performance and
resilience.

Enterprise IT functions

3.79 Like many other large businesses, telecoms providers are using cloud services to some
extent in the delivery of many of their internal business and IT functions.'®® UK telecoms
providers use public cloud services largely provided by the three hyperscalers for their
enterprise IT functions. They use, or have the intention to use, multiple providers as part of a
multi-cloud strategy with distinct workloads (siloed multi-cloud). The drivers for moving to

162 Examples include AWS for Telecom | Industry Cloud Solutions | AWS (amazon.com); Telco Network
Automation — AWS Telco Network Builder — Amazon Web Services; Telecommunications Industry Solutions |
Microsoft Industry; Azure for Operators — Telecom Solutions | Microsoft Azure; Telecommunications industry
tools|Google Cloud; IBM Telecommunications solutions; Cloud Infrastructure for Communications | Oracle
United Kingdom; Telco Cloud Platform | VMware and Telecom Data Cloud | Snowflake for
Telecommunications [accessed 24 August 2023].
163 There are some examples of operators around the world who have plans to use public cloud for network
functions. Examples include, Rakuten Mobile (Japan), Dish (USA), AT&T (USA) and 02 Telefdnica (Germany).
Capgemini, 2023. Networks on Cloud: a clear advantage [accessed 28 July 2023].
164 AB| research, 2023 Whitepaper | Public, Private, or Hybrid Cloud for 5G Core Network Deployments
(abiresearch.com) [accessed 28 July 2023].
165 Vodafone website. Multi-Access Edge Computing [accessed 28 July 2023].
166 BT Wholesale website. BT uses Amazon Web Services (AWS) Wavelength. [accessed 28 July 2023].
167 Ofcom / [3<] meeting, [3<]; and Ofcom / [3<] meeting, [3<].
168 Heavy Reading, 2022. 5G Network Strategies: Operator Survey 2022 [accessed 28 July 2023].
169 BT Group response to CFl, page 7, paragraph 2, [¥<] response dated [3<] to the 5.174 notice dated [<],
question [3<]; [3<] response dated [3<] to the s.174 notice dated [3<], question [3<]; and [3<] response
dated [3<] to the 5.174 notice dated [3<], question [3<].
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https://www.vodafone.com/business/cloud-and-hosting/digital-services/multi-access-edge-computing
https://www.btwholesale.com/news-and-resources/news-insights-events/news/bt-and-amazon-web-services.html
https://www.redhat.com/rhdc/managed-files/cl-5G-network-operator-analyst-material-f28206-202104-en_1.pdf
https://www.ofcom.org.uk/__data/assets/pdf_file/0031/248935/BT.pdf

public cloud and choosing a single or multiple cloud providers are similar to those of other
large business customers.

Telecoms providers and the cloud services supply chain

3.80

3.81

Telecoms providers sometimes have a multi-layered relationship with the hyperscalers. In
addition to being customers they are, in some instances, partners of hyperscalers.”°
Telecoms providers also sometimes act as intermediaries for the sale of cloud services — our
market research found that some laaS and PaaS users purchase cloud services through
telecoms providers (see Table 4.1 in Section 4).

In some other circumstances telecoms providers regard cloud providers as competitors,
where they are using cloud technology to offer localised connectivity directly to customers
and to transfer large files across the UK and the world.*"*

Broadcasting

3.82

3.83

3.84

3.85

UK broadcasters are heavy users of public cloud services across the cloud stack, which they
use across both their internal operational systems and broadcasting-specific functions,
including:

a) content production, for example to set up remote artist workstations, editorial
workflows, collaboration platforms and rendering; and

b) content distribution, for example to underpin BVoD services, e.g. BBC iPlayer and ITVX,
and content distribution networks (CDNs).

We received evidence that some broadcasters use a combination of public and private cloud
offerings. [3<] told us that key drivers for using private cloud include low latency and
information security policy requirements.?’> However, [$<] noted that they do not use
private cloud, as they find public cloud offerings to be sufficient in areas such as security and
resilience.'”®

Broadcasters have reported that the main driver for choosing a particular cloud provider is
an understanding of broadcasting needs, and the availability of broadcasting-specific tools
and apps on the provider’s platform. They also require the ability to operate at scale and
support the vast amounts of data storage and processing. Production and storage of audio-
visual content requires a lot of data and broadcasters have therefore favoured the three
hyperscalers, who operate at the requisite scale. Precisely because of these data
requirements, some broadcasters have kept significant on-premises IT to manage costs.

[3<] told us that broadcasters need the most up-to-date, audience friendly digital products
available to ensure they can confidently compete in the market. They said that this places
limitations on where broadcasters can get their cloud services, as they need providers to
support the full range of services that enable streaming.”

170 For example, Vodafone’s partnership with AWS: Vodafone, 2021. Press release. Vodafone uses AWS
Wavelength to launch first Multi-access Edge Computing services in European region and BT Group’s

partnership with AWS: BT Group, 2023. Press release. BT Group expands partnership with AWS: new deal
targets $500m opportunity in connectivity and digital services [accessed 24 August 2023].

71 AWS website. AWS Private 5G [accessed 28 July 2023].

172 [3<] response dated [3<] to the s.174 notice dated [3<], question [3<].
173 [3<] response dated [3<] to the s.174 notice dated [3<], question [3<].
174 13<] response dated [3<] to the CFI, page [$<], paragraph [3<].
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3.86  From responses to our CFl and statutory information requests, it appears that AWS has been
particularly successful in winning and retaining customers in the broadcasting sector. A key
reason for this has been the technical expertise of AWS in streaming and content
production, which it gained in particular through its acquisition of Elemental in 2015.
However, as discussed in Section 5 and 6, there may be certain barriers to switching and
multi-cloud that have contributed to AWS’s position with broadcasters.

Cloud services in the public sector

3.87  Public sector organisations represent a significant source of revenue for cloud providers, so
competition for these customers is an important aspect of the market. As with many other
sectors, cloud services are an increasingly important input into public sector
organisations.”> The UK Government operates a Cloud First policy, where public sector
organisations must consider public cloud solutions first before other deployment options.*’®

3.88 To support government departments with this procurement, there is a range of guidance,
frameworks, and agreements in place with a range of suppliers to ensure the best possible
outcomes.'” Our understanding is that the processes and guidance desighed by the Crown
Commercial Service have the objectives of:

a) Securing appropriate services that meet the needs of the departments.
b) Mitigating the risk of lock-in as much as possible.

¢) Promoting competition in the public sector marketplace.

d) Securing value for money with any procurement activity.

3.89  One of the procurement routes in which government departments access cloud services is
via a digital marketplace, which hosts has 31,000 products across different providers and
layers of the stack. In 2022-23, the G-Cloud framework was used to purchase £363m of
hosting services.'’® Most contracts typically last two years — a design choice to enable
regular competition for these contracts. The government has also signed Memorandums of
Understanding which enable a cross-governmental discount for purchases with certain
providers, plus additional benefits such as free cloud skills training for agreed numbers of
civil servants.*”®

175> When we mean public sector in this context, we are principally referring to central government
departments and arm’s length bodies.

176 Central Digital and Data Office, 2023. Government Cloud First policy [accessed 12 September 2023]

177 Central Digital and Data Office, 2023. Government Cloud First policy [accessed 12 September 2023]; Central
Digital and Data Office, 2020. Creating and implementing a cloud hosting strategy [accessed 12 September
2023].

178 G-Cloud is an online catalogue where public sector customers can buy cloud-based computing services such
as hosting, software, and cloud support. It includes many off-the-shelf, PAYG cloud solutions (Crown
Commercial Service, G-Cloud [accessed 18 September2023]); Crown Commercial Service, G-Cloud and DOS
Sales [accessed 04 August 2023].

179 Crown Commercial Service and Central Digital and Data Office, 2023. Cross-departmental Memorandums of
Understanding [accessed 12 September 2023]; Microsoft, 2021. UK government signs new three year
memorandum of understanding with Microsoft [accessed 12 September 2023]; Amazon, 2020. One
government value agreement accelerating cloud adoption innovation across UK government [accessed 12
September 2023].
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https://aws.amazon.com/blogs/publicsector/one-government-value-agreement-accelerating-cloud-adoption-innovation-across-uk-government/

3.90 Inresponse to our consultation, some respondents noted the risk of hyperscalers
dominating the public sector part of the cloud infrastructure services market.*®® Two
individual respondents went further, citing concerns about a lack of competition in the
existing processes, and the impacts this could have across resilience, security of personal
data, the UK economy.*®!

3.91 Werecognise these are relevant risks related to a lack of competition, and we note that
whilst we have not conducted a complete market assessment for the public sector, the
leading positions of AWS and Microsoft on G-Cloud Framework appear similar to our
findings for the wider market.*®?

180 Name withheld 1 response to the interim report, paragraph 4.2. We note the figure cited in this answer is
only in relation to G-Cloud spend, which is not the complete picture of government spend on public cloud
services. Oracle, response to the MIR consultation, page 3. While this is a US example, we consider the
concerns to be relevant to the UK.
181 Name withheld 1 response to the interim report, paragraphs 5.2 and 6.1; Name withheld 2 response to the
MIR consultation, paragraphs 2.2 and 3.2.
182 Crown Commercial Service, G-Cloud and DOS Sales [accessed 04 August 2023].
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4.How competition works

Introduction

4.1 This section looks at how competition works in the cloud infrastructure services market.
First, we outline how customers buy cloud services and then assess the factors customers
consider when choosing between providers of public cloud services. Second, we consider
how suppliers compete for customers across a number of dimensions, including price and
quality. We consider how cloud services are sold and the role of ecosystems in the market.
Third, we consider key market outcomes, including the positioning of the leading providers.
We look at the market shares of UK cloud services, analyse the profitability of the key
providers, and consider the service offerings and capabilities of each hyperscaler.

4.2 Respondents to our interim report generally agreed with our assessment of how
competition works and market outcomes.*®®> Where there were specific comments or
disagreements with our assessment, these are highlighted throughout the section.

How customers choose and buy cloud services

4.3 In this subsection we outline how customers buy cloud services including the channels they
use, the purchase process, and the factors customers consider when choosing between
providers of cloud services. We draw on our market research, external reports by market
analysts, and conversations with cloud customers.

4.4 Customer preferences may vary and the weight they place on each factor will differ
according to their needs and access to technical skills. Therefore, we start our assessment by
setting out a number of dimensions to categorise customers against, which we then refer to
in our later analysis.

Customer types

4.5 There is no uniform categorisation of customers that cloud providers use in their normal
course of business. Some providers loosely classify customers by size (often based on
number of employees), and others by industry. Some separate private and public sector
clients, whereas others do not. Industry reports, such as Flexera 2023 State of the Cloud
Report,*® Oracle 2023 Report,'® and others also often classify cloud customers by industry
and size, as well as geography. Responses to the interim report did not provide any
additional categorisation of customers.

183 University of East Anglia response to the interim report, page 3; Federation of Communication Services
response to the interim report, page 3; Sustainable Digital Infrastructure Alliance response to the interim
report, page 1; [3<] response to the interim report, page [3<]; [3<] response to the interim report, page [3<];
[3<] response to the interim report, page [3<]; [3<] response to the interim report, page [3<]; [3<] response
to the interim report, page [3<]; Google response to the interim report and to the MIR consultation, page 1.
184 Flexera, 2023. 2023 State of the Cloud Report [accessed 26 September 2023].
185 S& P Global Market Intelligence (commissioned by Oracle), 2023. Multicloud in the Mainstream: Making IT
Work ‘As Advertised’. Commissioned by Oracle. S&P Global Market Intelligence [accessed 26 September 2023].
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4.6 Depending on the context, different characteristics can be relevant when customers decide
what cloud products to purchase and which providers to purchase from:

a) Size —larger companies may have more use cases for cloud services, buy larger volumes
of cloud services, and have more in house IT capability. Our analysis suggests that cloud
providers tend to have a number of large, high-spend customers (e.g. enterprises or
government departments) that account for a very small proportion of their customer
base but a large proportion of their revenues.*®® Approximately the top 1% of customers
account for the majority of revenues for each of the leading cloud providers we looked
at. ®” A greater number of small and medium sized businesses represent the majority of
their customer base but account for a small proportion of their total revenues.*®®

b) Industry — some industries have specialised use cases due to regulatory requirements
(e.g. financial sector), or prescribed procurement rules (public sector).

c) Complexity — some companies will use cloud to build their own bespoke applications,
which can come with increased complexity of needs particularly where solutions require
close integration between several distinct cloud services.

d) Stage of cloud adoption — companies in the early stage of cloud adoption are more likely
to concentrate on migrating workloads into cloud, whereas those in later stages will be
working on optimising cloud use. In our market research, for example, companies that
have been using cloud longer are more likely to have a formal cloud strategy, and are
more likely to use a multi-cloud strategy to mitigate the risk of lock in. Those in later
stages may also seek to change suppliers — switch some or all components of their
applications to a different cloud (i.e. switching between clouds); or, to an ISV hosted on
the same cloud (i.e. switching within clouds).

e) Approach to technology adoption overall — in our market research there are often
differences in responses between those our research agency has classified as “early
technology adopters” and “laggards”.*®® For example, early adopters are more likely to
have a formal cloud strategy, are more likely to use more than one provider, and are
more likely to have switched in the past or to have taken on an additional provider.

4.7 Where relevant, we will highlight differences in our analysis between the various customer
characteristics.

How customers buy cloud services

Purchase channels

4.8 Our market research found that there are various purchase channels for cloud services.
About a half of 1aaS users purchased those cloud services from a hyperscaler directly, and

186 Ofcom analysis of data from: [3<] response dated [<] to the s5.174 notice dated [$<], question [<]; [¥<]
response dated [3<] to the s.174 notice dated [3<], question [3<]; [3<] response dated [3<] to the 5.174
notice dated [3<], question [$<]; [3<] response dated [3<] to the s.174 notice dated [3<], question [$<]; and
[3<] response dated [3<] to the 5.174 notice dated [3<], question [3<].
187 Ofcom analysis of data from: [¥<] response dated [3<] to the 5.174 notice dated [5<], question [5<]; [3<]
response dated [3<] to the s.174 notice dated [3<], question [3<]; [3<] response dated [3<] to the 5.174
notice dated [3<], question [3<]; [3<] response dated [3<] to the s5.174 notice dated [3<], question [3<]; and
[3<] response dated [3<] to the 5.174 notice dated [3<], question [3<]. This figure is disputed by one
hyperscaler. [3<]. ([3<] response dated [3<] to our proposed use of information dated [3<]).
188 [3<] response dated [3<] to [5<] of our follow-up email dated [3<] concerning the s.174 notice dated [$<],
[3<]; [3<] response dated [$<] to [3<] of our follow-up email dated [3<] concerning the s.174 notice dated
[3<], question [2<]; and [$<] response dated [3<] to the 5.174 notice dated [3<], question [3<].
189 Context Consulting research report, slide 20.
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about 40% of PaaS users did so (in combination with a third party, or just purchasing via a
hyperscaler directly). Among laaS users, we found this is more likely among larger
companies (60%), IT & Technology (57%), early adopters of technology (63%), those using 3
or more providers (60%), and those who have switched providers in the past (62%).

Table 4.1: Channels of purchase of laaS and Paa$, as reported in our market research

190

Direct from hyperscaler 51% 38%
Via a telecoms provider 33% 36%
Via a service integrator 32% 30%
Via a managed service provider 32% 36%
Via other provider 0% 1%
Source: Context Consulting research data tables, Q33.
4.9 For Paas, the following groups are more likely to go via a direct channel (38% overall): larger

companies (44% for those with 1,000-2,499 employees and 47% for >2,500 employees),
early adopters of technology (45%) and those who had not considered switching (44%).

4.10 We asked the respondents why they were using a third party or were buying directly, and
the main reason for their approach. The most frequently cited reasons for purchasing
directly were to get a better price/deal, and to get better advice/expertise, at 43% and 39%
respectively. Customer support during the purchase and after the purchase are mentioned

by 35% of respondents each.

Figure 4.2: Reasons for purchasing laaS and PaaS directly, as reported in our market research

Get a better price/bette by going direct 21%
Togetb ice/expertise 15%
Get better customer support /aftercare 13%
Get better customer service during the purchase
Better understanding of our business 14%
Buy other services from the service provider 1196
Wider range of products available 9%
Contractually obliged to go direct 8%

MW Main reason

Source: Context Consulting research report, slide 87.

190 These responses are not mutually exclusive.
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4.11

4.12

4.13

The main reasons for going via a third party also include better advice (37%) and customer
support (35%), alongside a better understanding of the respondents’ business (30%) while
the price factor is further down on the list of main reasons (at 29%).%°! As the reasons given
for going direct or via a third party are similar, this might suggest that customer
characteristics are a better indicator of what is driving this choice. For example, for larger
customers, going direct may be the best way to get better advice/expertise but for smaller
customers going via a third party may be the best way to get advice.

Many of the large customers that responded to our statutory information requests and
customer questionnaire told us they are not using intermediaries ([3<]).12 Those that have
used intermediaries in the past, did so to get consulting services, or in the areas where they
felt the intermediary could provide a greater level of expertise, to facilitate billing, or as a
vehicle for the transaction.

[3<] told us that in their experience, the hyperscalers are geared up to help with ‘greenfield’
deployments (i.e. where there is no existing cloud infrastructure) that follow a well-
established template. In contrast, larger existing enterprises such as [3<], that need to
integrate cloud providers with an existing IT footprint, are less well supported directly by the
hyperscalers, and these projects can be supported better by intermediaries. %

Marketplace use

4.14

Of those going directly via a cloud provider, one way to do so is via the marketplaces they
manage offering cloud services. Overall, 51% of users in our market research reported using
marketplaces. Compared to an average respondent, the following categories were using
marketplaces more often: early adopters of technology (74%), those using 3+ providers
(71%), those who switched in the past (82%), and those who added a provider (73%).***

191 Context Consulting research report, slide 87.

19213<] response dated [3<] to the s.174 notice dated [3<], question [$<]; [3<] response dated [3<] to the
s.174 notice dated [3<], question [3<]; [3<] response dated [3<] to the s.174 notice dated [3<], question [3<];
[3<] response dated [3<] to the 5.174 notice dated [3<], question [3<]. [3<] response dated [3<] to our
customer questionnaire, question [3<]; [3<] response dated [3<] to our customer questionnaire, question
[3<]; [3<] response dated [3<] to our customer questionnaire, question [3<]; [3<] response dated [3<] to our
customer questionnaire, question [3<]; [3<] response dated [<] to our customer questionnaire, question
[3<]; [3<] response dated [3<] to our customer questionnaire, question [<].

193[3<] response dated [$<] to the s.174 notice dated [3<], question [¥<].

194 Context Consulting research data tables, Q45.
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Figure 4.3: Reasons to use marketplaces, as reported in our market research

Buying that cloud provider's

Billing for existing services

own product/service

Research / discovering new
services

W Total
M Big 3 users
W Other users

Buying third party
products/services

Source: Context Consulting research data tables, Q46.

4.15

4.16

4.17

The most frequently cited reasons for using marketplaces were billing for existing services
(64% out of all respondents who use marketplaces), buying the cloud provider’'s own
products (56%), and research and discovering new services (50%).

Buying third-party products and services was mentioned by 25% of those who use
marketplaces (or 13% of all laaS/Paa$ users). > Buying third-party products and services is
relatively more important for larger companies with 2500+ employees (at 31% of those who
use marketplaces), companies older than 20 years (31%), those in public sector (40%), and
AWS users (33%).

Some of the large customers that responded to our statutory information requests told us
they were not using marketplaces at all or were using them in very limited cases ([3<]).1
[3<] told us it very rarely uses marketplaces because its internal processes for authorising
such purchases are burdensome.” [3<] told us it is their general policy not to purchase
cloud-based software from marketplaces as they do not have sufficient cost and contractual
controls, meaning it is difficult for [3<] to keep track of transactions and control cost.¢8 [3<]
noted that there are risks to using marketplaces, as hyperscalers have the ability to remove

195 Analysis of Context Consulting research data, Q45 & 46.

19 [3<] response dated [3<] to the 5.174 notice dated [3<], question [3<]; [¥<] response dated [5<] to the
s.174 notice dated [$<], question [3<]; [$<] response dated [3<] to the 5.174 notice dated [3<], question [<];
[$<] response dated [3<] to the 5.174 notice dated [<], question [3<]; [¥<] response dated [3<] to the 5.174
notice dated [3<], question [$<]; [3<] response dated [3<] to the s.174 notice dated [3<], question [$<]; and
[3<] response dated [3<] to the 5.174 notice dated [3<], question [3<].

19713<] response dated [3<] to the s.174 notice dated [3<], question [3<].

198 [3<] response dated [3<] to the s.174 notice dated [3<], question [3<].
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a customer’s access to marketplace, which could then impact their relationship with third
parties. For this reason, [3<] avoid using marketplaces.'®

4.18 At the same time, some other customers told us they use marketplaces ([3<]),2° mainly
because spend through marketplaces is counted towards securing discounts, and billing and
terms are simplified.

Contracts, pricing, negotiation

4.19 Data from each of AWS and Microsoft suggests that the [3<] of their customers in 2022
were PAYG customers (around [3<]% and [3<]% for AWS and Microsoft, respectively).?*
This is in contrast to our market research findings, which found that the vast majority of
respondents had contracts with cloud providers, while only about 17% of user-provider
relationships?®? were on a PAYG basis (i.e. respondents). While there may be a range of
factors for this difference, it is likely that part of this is down to a different interpretation of
the terms. In terms of UK revenue shares, PAYG customers account for [3<]% ([3<])?* of
their revenues.?”*

4.20 We asked the hyperscalers about the length of their spending commitments and agreements
with customers. They told us that in 2022:

a) [3<]% of their total UK cloud revenues were accounted for by customers with spending
commitments and agreements lasting at least one year;

b) [3<]% of UK revenues were accounted for by customers with spending commitments
and agreements lasting at least three years;

c) [¥<]% of UK revenues were accounted for by customers with spending commitments
and agreements lasting at least five years; and

d) there was more variation in use of agreements longer than five years, which, in terms of
UK revenues, accounted for [3<]% of revenues to [$<]% of revenues.?®

4.21  We asked respondents whether their contract or purchase of laaS/PaaS cloud services were
separate from other IT purchases, or whether these purchases were bundled with other

199 Ofcom / [<] meeting, [¥<].
20013<] response dated [3<] to the s.174 notice dated [3<], question [3<]; [3<] response dated [3<] to the
s.174 notice dated [3<], question [3<]; [3<] response dated [3<] to the s.174 notice dated [3<], question [3<];
[3<] response dated [3<] to the 5.174 notice dated [3<], question [3<]; and [3<] response dated [3<] to our
customer questionnaire, question [3<].
201 [3<] response dated [3<] to the s.174 notice dated [3<], question [3<]; and [3<] response dated [3<] to the
s.174 notice dated [3<], question [<].
202 Respondents were asked the length of the contract for each provider they were using, so if a user had 3
providers, this represents 3 “user-provider relationships” and respondent could, for example, select “5 years”
as a response for provider 1, “PAYG (pay-as-you-go)” for provider 2, and “don’t know” for provider 3. To
summarise these responses, we frame them in terms of “user-provider relationships”, or where a contract
length was chosen, a contract. Source: Context Consulting research report, slide 94.
203 We note that for AWS these are UK and Irish revenues ([3<] response dated [¥<] to our proposed use of
information dated [3<]).
204 3<] response dated [3<] to our follow-up email dated [¥<] concerning the s.174 notice dated [3<],
question [3<]. [3<] response dated [3<] to our follow-up email dated [3<] concerning the s.174 notice dated
[3<], question [¥<].
205 One hyperscaler was only able to provide this information for 2021 rather than 2022. [3<] response dated
[3<] to our follow-up email dated [3<] concerning the s.174 notice dated [3<], question [3<]; [3<] response
dated [3<] to follow on questions dated [3<] concerning the s.174 notice dated [3<], question [<]; and [3<]
response dated [3<] to follow on questions dated [<] concerning the s.174 notice dated [3<], question
[3<]. We note that for AWS these (bullets a-d) are UK and Irish revenues ([3<] response dated [<] to our
proposed use of information dated [3<]).
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4.22

4.23

4.24

4.25

4.26

(non-cloud) products or services. Overall, about four in ten ‘user-provider relationships’
were reported to have other services bundled in, and in 56% of cases it was a cloud-only
purchase.?®® Purchases from AWS were more likely to be stand-alone (62%) than from
Microsoft (53%) or Google (52%).

The most frequently cited reason to buy other services alongside laaS/PaaS services was
cost-effectiveness (74%) followed by assurance that everything works together (51%), and
convenience (48%).?"” Five percent of respondents said they had to buy cloud services
together with other services.

Regarding the nature of the pricing used in the relationship with their providers, in just one
third of cases (i.e. user-provider relationships) it was on a ‘price as quoted’ basis, while in
42% of cases respondents negotiated a discount, and in six percent of cases there was a
committed minimum spend. In 21% of cases respondents reported receiving a discount
because of buying several services from the same provider, and in 10% of cases because of
buying some non-cloud services. Our market research found Google’s contracts are more
often based on price as quoted without any discounts (at 40%). For AWS and Microsoft, the
picture is close to the average.

Findings from our market research show that in one in three cases, laaS/Paa$S customers find
it difficult to accurately predict the future costs of their cloud computing.?’® We also heard
that 52% of customers were concerned or very concerned about a lack of pricing
transparency.’® Our engagement with customers also indicated varied experience in a
customer’s ability to predict cloud spend, with some finding it relatively straightforward, and
others highlighting challenges.

In responses to our statutory information requests, some customers told us that there is
often very little room for negotiation with the hyperscalers, if at all. [3<] suggested that
even large companies like itself do not have a strong negotiating position (e.g. over contract
terms and price increases) because of their increasing dependence on single cloud
providers.2© [3<] told us that there are limitations on the extent to which businesses of [$<]
size are able to negotiate specific terms with AWS and Microsoft. While there may be room
at times for some ‘non-standard’ terms to be applied, [3<] suggested these are limited and
based on spend levels. And while [3<] has some specific agreements in place, these are not
bespoke, and when it attempted to amend terms beyond the specific agreement terms
available, such approaches have been resisted or rejected out of hand.?

[3<] told us cloud providers are unwilling to accept its standard terms as a contract
template, instead requiring it to adopt their standard templates, including policies in relation
to data protection and security. [3<] told us the scope of changes is usually limited to price,
minimum term and spend commitments, with limited flexibility to negotiate other
dimensions, such as service level agreements and technical specifications of their services.?12

206 Context Consulting research report, slide 89.

207 Context Consulting research report, slide 89.

208 Context Consulting research report, slide 95. Findings showed that in about half (52%) of cases, the
respondents found it ‘quite easy’ or ‘very easy’ to accurately estimate future costs, and in about 30% of cases
it was somewhat or very challenging. The results for larger providers are similar to the average.

209 Context Consulting research report, slide 131.

21013<] response dated [$<] to the s.174 notice dated [3<], question [¥<].

21113<] response dated [$<] to the s.174 notice dated [3<], question [¥<].

212 [3<] response dated [3<] to the s.174 notice dated [3<], question [3<].
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4.27 A number of customers ([3<]) say they were able to negotiate bespoke agreements with
cloud providers.2:3 Usually, discounts depend on contract length and committed spend, and
a longer contract and higher spend commitment typically results in a greater discount.

Use of competitive tenders

4.28 Several cloud providers told us that tenders are often held by clients in the public sector
where it can be a regulatory requirement ([3<]).214 [3<] also suggested it is more common
for larger organisations to run competitive tenders.2:> We summarise our understanding of
public procurement in Section 3.

4.29 Some customers told us they used tenders before ([3<]), usually for limited specific
purposes, while others ([3<]) never used them. 2t

Contract renegotiation

4.30 Inabout 58% of user-provider relationships in our market research, the respondent had
renewed or renegotiated a contract at some point in the past. For Microsoft Azure, AWS and
Google Cloud these numbers are close to the average (55%, 54% and 58%, respectively).

4.31  Most of the customers who responded to our statutory information requests renegotiated
their contracts at some point. Usually, it is not the whole contract that is renegotiated, but
particular terms related to discounts and committed spend. We also heard from customers
and providers that in some instances customers may renegotiate before they reach the end
of their contract, for example, if a customer’s use of the cloud has grown more quickly than
originally anticipated.

How customers choose between different providers

4.32  The key decision point when choosing a cloud provider is when the customer first migrates
into the cloud, which the vast majority of customers we have spoken to agree with. For
some customers there can be further decision points, such as when customers phase
migration by workload or business unit. As customers’ needs develop and evolve, they will
need to make further decisions on who provides for incremental use cases. We explore the
factors customers consider when making these decisions below.

4.33  Based on the information we gathered in the first half of this study; we identified a number
of factors that can determine customers’ choice of cloud provider. Following responses to

21313<] response dated [$<] to the s.174 notice dated [3<], question [$<]; [3<] response dated [3<] to the
s.174 notice dated [3<], question [<]; [3<] response dated [$<] to the s.174 notice dated [3<], question [<];
[3<] response dated [3<] to the 5.174 notice dated [3<], question [3<]; [3<] response dated [3<] to the 5.174
notice dated [3<], question [3<]; [3<] response dated [3<] to the s.174 notice dated [3<], question [3<]; [$<]
response dated [3<] to the s.174 notice dated [3<], question [3<]; and [3<] response dated [3<] to the 5.174
notice dated [3<], question [3<].
21413<] response dated [3<] to the 5.174 notice dated [3<], question [5<]; [3<] response dated [3<] to the
s.174 notice dated [3<] question [3<]; [$<] response dated [3<] to the 5.174 notice dated [3<], question [3<];
[3<] response dated [3<] to the s.174 notice dated [3<], question [3<]; [3<] response dated [3<] to the 5.174
notice dated [3<], question [3<]; and [3<] response dated [3<] to the 5.174 notice dated [3<], question [<].
21513<] response dated [3<] to the s.174 notice dated [3<], question [$<].
21613<] response dated [3<] to the s.174 notice dated [3<], question [3<]; [3<] response dated [3<] to the
s.174 notice dated [3<], question [3<]; [3<] response dated [3<] to the s.174 notice dated [3<], question [3<];
[3<] response dated [3<] to the s.174 notice dated [3<], question [3<]; [¥<] response dated [3<] to the 5.174
notice dated [3<], question [$<]; [3<] response dated [3<] to the s.174 notice dated [3<], question [$<]; [3<]
response dated [3<] to the s.174 notice dated [$<], question [3<]; [3<] response dated [<] to the 5.174
notice dated [3<], question [$<]; and [3<] response dated [3<] to the 5.174 notice dated [3<], question [3<].
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our interim report and stakeholder engagement, we have identified the following factors as
a list of considerations that determine customers’ choice of cloud providers. We discuss the
relative importance of these factors later in this subsection. These factors are not mutually
exclusive, and a weighted combination of them will influence a customer’s final decision:

a)

b)

c)

d)

e)

f)

Quality and range of services. In the market research the quality of service is mentioned
most frequently as an important factor when choosing a provider, as well as being cited
as the most important factor. Overall, quality of service was cited as an important factor
when choosing a provider in 39% of cases.?!” Some customers may particularly value
‘must-have’ services that only certain providers offer, whilst others may look out for the
breadth of a providers’ service catalogues (number of features was cited as an important
factor when choosing a provider in 31% of cases) as they value the convenience of being
able to purchase all of their cloud services from a single provider. Furthermore,
responses across the board have emphasised the importance of scalability. Customers
want the ability to increase usage on demand and have systems respond rapidly and
effectively, which can be a key criterion in selecting a provider of cloud services.

Pricing and costs. The potential to reduce costs by moving to usage-based pricing is
commonly cited by customers as a key motivation for using public cloud. The potential
to optimise costs is also important as customers continue to increase their spend on
cloud.?® From our market research, ‘best value for money’ is the second most
frequently cited reason for choosing a provider, mentioned in 33% of cases. It seems to
be value for money rather than absolute cost that is the more important factor in
choosing cloud provider.?*

Ease of integration. The ability to easily integrate cloud services with existing IT
infrastructure (i.e. traditional IT or private cloud environments) is another relevant
factor for customers when choosing cloud providers, as is the time it takes to implement
and run a new cloud service. In addition, the ability to run software that interoperates
with other cloud services or requires data to be exchanged with another cloud may be
important.

Reputation and existing relationship. Customers must trust that their data and
workloads will be secure and accessible. The ability of cloud providers to handle large
amounts of data and their track record of service availability may be an important factor
for some customers. The level of customer service being offered and established
relationships between customers and providers in other markets may also be a
consideration. In our market research, supplier reputation is the third most frequently
cited factor in choosing a provider, mentioned in 32% of cases.

Geographic reach. The global reach of a cloud provider, and the availability of local data
centres in multiple territories, is important for some customers. The ability to host and
process data in certain regions may be important for legal or regulatory reasons. We
explore this further below.

Security and resilience. The security and resilience arrangements of a cloud provider can
be a key consideration for customers, particularly where they need to comply with

217 Context Consulting research report, slide 68.

218 Flexera, 2023. Flexera 2023 State of the Cloud report [accessed 26 September 2023]. Flexera suggest that
respondents anticipate organisational spend on public cloud to grow by 30% in the next year, page 41.

219 ‘Offered the best price’ comes only eighth on the list of factors for provider choice in our market research,
mentioned in 24% of cases.
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4.34

g)

h)

relevant regulatory requirements. In our market research, ‘proposed level of security’ is
in the top five most important factors in choosing a provider, chosen in 31% of cases.
Regulatory compliance. Depending on local data policy and regulation, as well as sector-
specific regulation, customers also need to take into account broader obligations and
geopolitical factors in choosing a cloud provider. For example, finance or telecoms
customers have security and service availability obligations, in addition to broader data
processing obligations. Cloud customers will want to be confident that their cloud
services provider meets applicable laws and standards, and that they have control of
how their data is stored and processed.

Skills. Availability of skilled resources is also an important factor in provider choice, with
our market research respondents considering it one of the key criteria in 22% of cases.
The costs associated with retraining or up-skilling existing resource is another important
consideration for firms when considering providers, as well as possible organisational
impact including challenges with context switching and communication across teams.

Other factors. Considerations such as ‘increasing focus on environmental impact’ that may
lead customers to give weight to the sustainability credentials of different cloud providers.
Customers may also be influenced by wider societal and economic changes that may
influence their priorities. One stakeholder noted that hyperscalers can offer significant
discounts or other benefits, such as skills training, that other suppliers may not be able to
match, which, in their view may also impact customer decision making.?*°

Some customers use a multi-stage decision process

4.35

4.36

Several customers told us in response to our statutory information requests that the

decision to choose a provider is made in stages:

a)

b)

c)

Usually, first there is a set of minimum technical requirements, a provider that does not
satisfy these will not be considered further. These requirements may differ from
customer to customer.

If a provider satisfies the customer’s minimum requirements, then customers consider
financial factors, including price, discounts, minimum committed spend etc. However,
some respondents did not mention this step specifically and were more concerned
about technical requirements.

If there are still several providers to choose from, other factors come into play, such as
additional technical requirements, and customer service.

Other customers did not describe choosing a provider as a multi-stage process and consider
all relevant factors in the round when deciding.

Relative importance of factors

4.37

Figure 4.4 illustrates the relative importance of factors we described above for respondents
to our market research. Customers were asked to select the reasons they chose a specific

provider in each case. Whilst it is not clear when interpreting survey results, we think it is

most likely respondents are considering the situation when they first chose a provider, as
opposed to responding for each additional workload they may have migrated to the cloud.
This is an important consideration when interpreting the findings. Across all cases, the top
five reasons were service quality (39%), best value for money (33%), supplier reputation
(32%), proposed level of security (31%) and number of features (31%). The same reasons
were given most frequently when respondents were asked about single most important

220 Ofcom / [<] meeting, [¥<].
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reason, with ‘existing relationship for other services’ moving up to the third place of most
important reasons.

Figure 4.4: Reasons for choosing a provider, as reported in our market research

39% W Most important B Also important
33%

31% 31%

25% 24% 24% 23% 2%

13% 10%

7% 6% 5% °% 4%
Service quality Best value for  Supplier Proposed ~ Number of GDPR Supplier  Offered the Existing  Availability of
money reputation level of features compliance  supportand  best price  relationship skilled
security assistance for other resources

services

Source: Context Consulting research report, slide 68.

4.38 We asked respondents which providers they used and the reasons for using each of those
providers. Figure 4.5 shows what factors came into play for different providers. Most factors
are common for all providers, with service quality being the most frequently cited reason for
many and best value for money and proposed level of security cited regularly for all.

4.39  ‘Existing relationship for other services’ is relatively more important for Microsoft Azure and
BT Group customers, while is not in the top six reasons for other major providers. ‘Supplier
support’ is among the top factors for Google, IBM and BT. Only for Oracle customers did
‘availability of skilled resources’ reach the top six reasons.

Figure 4.5: Top reasons for choosing a provider, by provider, as reported in our market research
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Source: Context Consulting research report, slide 70.

4.40 We also asked customers (for each provider they used) whether, at the time when they
selected that specific provider, they considered other options. Overall, in 52% of the cases
the respondents said they had considered other providers and they had a range of options;
in 36% of the cases they did consider other providers but their options were limited; and in
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9% of the cases they had only one feasible option. Users of AWS, Oracle and IBM were more
likely to say they had a full range of options (at 57%, 55% and 58%, respectively) compared
to the average customer experience. More broadly we asked customers how much
competition they thought there was in laaS and PaaS. Overall, the slight majority of users
felt there was some competition in laaS but not so in PaaS.?**! While customer’s perceptions
of competition are interesting, given the different ways in which such questions can be
interpreted we place more emphasis on our analysis of more objective measures of market
outcomes set out below.

How customers choose between deployment models

4.41

4.42

4.43

4.44

Above, we presented the factors that are considered important to customers when choosing
between cloud providers. As well as potentially determining a customer’s choice of cloud
provider, some of these factors (i.e. security and resilience) may also be important in
determining a customer’s choice of deployment model. In Section 3, we outlined evidence
on the customer use of different cloud deployment models (public cloud, private cloud,
hybrid cloud), and we also recognised that some customers may use traditional IT (on-
premises) as another deployment model.

We recognise that there may be some substitutability between public cloud and the other
deployment models. In particular, some cloud providers (e.g. [3<]) indicated that they do
not distinguish their products across the different cloud deployments that they cater to
(public, private and hybrid) and that customers have the ability to deploy relevant products
in any of these models.?*? Also for certain use cases, such as storing data, some cloud
providers (e.g. [3<]) suggested that customers can use cloud and on-premises IT solutions to
run the same workloads and address the same requirements.??

In their response to the interim report, both AWS and Microsoft presented the cloud market
within the context of a wider IT services spend.??* [3<] said that a customer is typically
looking to solve a specific IT problem and will choose among many options, whether it be on
premises, in a co-located environment, online or adopting a hybrid approach using multiple
of these options. 2% [3<] told us that “from a customer’s perspective, IT services are
substitutable for most use-cases, regardless of their delivery method”.?*® Furthermore, [3<]
said that they believe private cloud and on-premises traditional IT solutions are credible
substitutes for public cloud.??’

In its submission dated [3<], [3<] pointed to a survey conducted by Public First and told us
that the results from the survey on respondents’ switching behaviour suggest that cloud

221 Context Consulting research report, slide 132.

222 [3<] response dated [3<] to the s.174 notice dated [3<], question [3<]; and [5<] response dated [3<] to the
s.174 notice dated [3<], question [3<].

223 [3<] response dated [3<] to the 5.174 notice dated [3<], question [3<]; and [3<] response dated [3<] to the
s.174 notice dated [3<], question [3<].

224 AWS response to the interim report pages 2-3; Microsoft response to the interim report page 7. Microsoft
also cited a recent Amazon earnings call [accessed 16 August 2023].

225 [<].
226 [<].
227 [<].
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service providers face significant competitive pressure from on-premises providers. 22 As
explained in more detail in Annex 3, we disagree with [3<] argument, because (amongst
other reasons) we think that: this historical evidence is not suitable to shed light on
substitutability between on-premises solutions and cloud services at the margin; and it is not
clear whether this is capturing switching from public cloud to on-premises, especially given
the relatively high proportion of 1aaS/PaaS users who reported using private cloud only.

4.45  We recognise that customers looking for a new product would consider the most
appropriate deployment model to facilitate that product. However, we think the extent of
substitutability is likely to be limited due to the distinct characteristics of each deployment
model. Customers, as well as cloud providers themselves, recognise that the resulting choice
of deployment model often depends on the specific needs and requirements of individual
workloads of a customer.

4.46  Generally, once a customer has decided to migrate a workload into the public cloud, we
think alternative deployment models are likely to be a weak substitute for these workloads,
in most cases. Whilst it is possible for a customer to use an on-premises solution or a public
cloud solution, we have identified a number of challenges associated with using on-premises
solutions that make it only a weak substitute in practice. [3<] noted the lengthy
procurement cycles involved in an on-premises model compared to accelerated digital
product development available in cloud.?”® AWS explained that customers are often ‘locked-
in’ to expensive on-premises infrastructure and that switching can be prohibitively expensive
and time consuming.?° This highlights cost as one of the key reasons behind the move to
cloud for many customers, and why on-premises solutions are not always a close, or even
viable, substitute.

4.47 Moreover, we think that the extent of substitutability is likely to be limited due to the
distinct characteristics of each deployment model. We observe that customers:

a) Use public cloud to often meet requirements such as scalability and/or innovation (e.g.
Sainsbury’s, ITV, Netflix).?*! These advantages are a key reason why customers are
increasingly migrating workloads from on-premises IT to public cloud. Both Sainsbury’s
and ITV suggested that the use of public cloud gives them the flexibility to respond to
customer needs and scale up in times of increased demand.*? In particular, Sainsbury’s
noted that they would not have been able to respond to the rapid changes in customers’
online demands, during the pandemic, if their critical business systems had not been in
the public cloud.?*? Similarly, Netflix suggest that the elasticity of cloud has supported
their rapid growth over time. They also note that since moving to public cloud, their

228 [3<]. The results of the Public First’s survey are available at: CCIA survey [accessed 7 September 2023]. In
the Public First’s survey, only a minority of the 716 laaS/Paa$ users included in the survey — 26%,
corresponding to 185 out of 716 laaS/PaaS users — had switched cloud provider in the past few years. Within
this group of “switchers”, the vast majority — 69%, i.e. 127 out of the 185 “switchers” — had switched to
another cloud provider, whereas 29% —i.e. 54 out of the 185 “switchers” —had moved to an on-premises
solution].
229 Ofcom / [<] meeting, [$<], subsequently confirmed by [$<] by email on [$<].
230 AWS response to the interim report, page 4, paragraph 9.
231 Sainsbury’s response dated 8 December 2022 to our customer questionnaire, question 19; ITV response
dated 15 December 2022 to the s.174 notice dated 24 November 2022, question 1; and Netflix, 2016.
Completing the Netflix Cloud Migration [accessed 25 September 2023].
232 Sainsbury’s response dated 8 December 2022 to our customer questionnaire, question 19; and ITV
response dated 15 December 2022 to the s.174 notice dated 24 November 2022, question 1.
233 Sainsbury’s response dated 8 December 2022 to our customer questionnaire, question 19.
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“costs per streaming start” has reduced to a fraction of the costs previously incurred
when relying on their in-house data centres.”** FirstGroup plc migrated workloads to
AWS from an on-premises solution to “improve performance and reliability”. >

b) Use private cloud to meet specific requirements around latency, security, resilience
and/or regulatory compliance (e.g. [3<]%°). For example, all mobile network operators
in the UK currently use private cloud to run their major network workloads, due to
security and resilience requirements. We note that private cloud may generally be
attractive to industries that require high security and resilience (e.g. telecoms, financial
services). Private cloud is also used by some broadcasters, for example when managing
video and audio streams for live productions, for which low latency may be particularly
important.

¢) Use hybrid cloud where there is a need for a mix of both public and private cloud to
support different use cases, and/or to support legacy applications that cannot easily be
re-architected to work in the public cloud (e.g. [3<]?*’); and

d) Use on-premises solutions where there is a specific customer need to maintain control
over physical hardware — for example this could be for commercial reasons, security or
regulatory requirements (e.g. [3<]?%). In 2016, Dropbox decided to move out of the
cloud and build its own data centres, due to a need for more control over the underlying
hardware and infrastructure.?*

4.48  Furthermore, CMA research showed that customers it spoke to “considered that the
benefits of moving certain existing workloads from enterprise deployments to the public
cloud typically outweighed the costs” with the most common driver being “the cost
effectiveness of public cloud relative to traditional data centres”.?*° Therefore, we expect for
many customers, once they have migrated workloads to public cloud, they are unlikely to
consider switching them back to on-premises. The inherent benefits of on-premises
solutions are slowly reducing over time as innovation and scalability in the cloud makes it a
distinctly different product to other deployment methods.

4.49 There are instances where customers may switch between these deployment models,
dependent on the extent to which a given application is designed to take advantage of the
unique environment provided by that deployment model. Stakeholders provided some
limited examples of customers switching between on-premises and the cloud, including
Dropbox who moved a lot of their data out of AWS to their own network of servers, and
Zynga a mobile game developer, who switched from AWS to their own private cloud and
back again.?** Based on the sum of evidence we have gathered, we believe these examples
are quite specific to the circumstances of those customers and are the exception rather than

234 Netflix, 2016. Completing the Netflix Cloud Migration [accessed 25 September 2023].
235 AWS response to the interim report, paragraph 12
236 [3<] response dated [3<] to the s.174 notice dated [3<], question [3<]; [5<] response dated [¥<] to the
s.174 notice dated [3<], question [3<]; [3<] response dated [$<] to the s.174 notice dated [3<], question [<];
and [3<] response dated [<] to the s5.174 notice dated [$<], question [3<].
237 [3<] response dated [3<] to the 5.174 notice dated [3<], question [3<]; and [5<] response dated [3<] to the
s.174 notice dated [3<], question [3<].
238 [3<] response dated [3<] to the 5.174 notice dated [3<], question [3<]; and [5<] response dated [3<] to the
s.174 notice dated [3<], question [3<].
239 TechCrunch, 2019. DropBox infrastructure continues to evolve [accessed 25 September 2023].
240 CMA, 2023. Anticipated acquisition by Broadcom Inc. of VMware, Inc. Final Report. page 58, paragraph 7.60
[accessed 25 September 2023].
241 AWS response to the interim report, paragraph 12.
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4.50

the rule. For example, Dropbox moved due to public cloud not providing enough control
over underlying hardware, and Zynga switched back because it found that keeping its own
infrastructure was costlier over time than using AWS. %%

Overall, given the evidence we have gathered during this market study, we think that there
is limited substitutability between public cloud and alternative deployment models.
Accordingly, we consider it appropriate to focus our competitive assessment in remaining
sections on providers of public cloud (unless otherwise stated).

Prevalence of multi-clouding and switching by customers

Prevalence of multi-clouding

4.51

4.52

4.53

4.54

4.55

In their responses to our interim report, both AWS and Microsoft referred to the Context
Consulting market research and other public reports (discussed in Annex 3) as evidence of
the prevalence of multi-cloud.

The market research we commissioned from Context Consulting indicated that 52% of
respondents reported using more than one laaS/Paa$ provider. However, as noted in our
interim report, this share is likely to overstate the actual proportion of customers that use
more than one public cloud provider. This is because, in addition to using multiple public
cloud providers, respondents who use more than one laaS/PaaS provider might have
included in their response:

a) the products of an ISV and public cloud provider on the same cloud;
b) private and public cloud solutions (i.e. hybrid cloud); or
c) two private cloud providers.?*

Other public surveys — such as the ones carried out by Flexera, Oracle, Foundry and Public
First — report higher shares of respondents using multi-cloud, although several reasons may
explain the differences with the Context Consulting research (e.g. the surveys asked about
SaaS$ in addition to laaS/Paa$ or the respondents were mostly large enterprises).?*

Our market research also asked respondents who use more than one laaS/Paa$ provider
about how they multi-cloud. According to Context Consulting, 45% of this subset of
respondents use different laaS/Paa$ providers for different workloads; 40% spread similar
workloads across laaS/PaaS$ providers; and 15% have one main laaS/PaaS provider and use
others as a back-up.?** We remain cautious about mapping these shares on to the three
types of multi-cloud architecture we use in this report. The 45% of respondents who use
different laaS/PaaS$ providers for different workloads might be using siloed multi-cloud; and
the 15% of respondents have one main laaS/PaaS provider and use others as a back-up
might be using cloud duplication. However, the 40% of respondents who spread similar
workloads across laaS/PaaS providers might be using siloed and/or integrated multi-cloud.
We are also of the view that, in general, respondents might have overstated their use of
multiple cloud providers (as noted above).

Among those customers who responded to our requests for information during the market
study, use of integrated multi-cloud was very limited. [3<] told us that additional complexity

242 AWS response to the interim report, paragraph 12.

243 Context Consulting research report, slide 75. See also Annex 3 for additional details.
244 see Annex 3 for references and additional details.

245 Context Consulting research report, slide 79. See also Annex 3 for additional details.
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4.56

4.57

and reduced optimisation mean that integrated multi-cloud is only used in a very limited
number of cases.?*® Another customer, [3<], told us that they duplicate their databases on
AWS and Google Cloud, although, for cost reasons, the back-up cloud of Google is more
basic (albeit capable of being scaled up at speed, if necessary).?*” Other customers — for
example, [3<],28[3<] *°and [¥<] #° - told us that they were using different cloud providers
for separate workloads (e.g. Google for specialised use cases, such as big data and analytics).

In response to our interim report, [3<] submitted a quantitative analysis of their UK
customers’ cloud usage and opportunity data. According to [3<], the result of this analysis
show that, on a conservative basis, approximately [3<]% of [3<] UK customers (weighted by
revenue) in the data awarded a tender to at least one other cloud provider between 2017
and 2022, indicating that they were multi-clouding.?*! However, as we explain in detail in
Annex 3, we consider that the approach used by [3<] does not provide a meaningful
measure of the prevalence of multi-cloud, as it only takes into account [3<] customer spend
on its own services. Moreover, [3<] approach gives more weight to its largest customers.
When we do not weigh customers by revenue, we find that only [3<]% of [$<] UK customers
use another cloud provider in addition to [3<] — a proportion which is significantly lower
than the one reported by our Context Consulting market research. Lastly, we have
reservations about the quality and accuracy of the data used by [3<] in its analysis — which
[3<] also acknowledges.?*?

Overall, while many customers use more than one laaS/PaaS provider, we remain of the
view that integrated multi-cloud is uncommon.

Prevalence of switching

4.58

4.59

4.60

Our Context Consulting market research also included questions about the prevalence of
switching. Among laaS/PaaS users, Context Consulting found that 18% of respondents had
switched laaS/PaaS$ providers completely (and stopped using the previous laaS/PaaS
provider) in the past; 35% had taken on an additional laaS/PaaS$ provider; 35% had
considered switching but did not switch; and 23% had never considered switching.?** We are
cautious about these findings, since — as we explain in Annex 3 — they may overstate the
actual level of switching taking place in the market.

In its response to our interim report, [3<] submitted a quantitative analysis based on its UK
customer usage and revenue data, which would suggest, according to [3<], that its
customers can and do switch cloud provider.?>* However, as we explain in detail in Annex 3,
the churn rates calculated by [3<] — [3<]% across all cloud services and [$<]% considering
cloud compute services only — are similar to those of the Context Consulting market research
and consistent with a finding that switching levels are low in the cloud market.

Furthermore, we have reservations about the approach used by [3<]. Firstly, the churn rate
calculated by [3<] is based on reductions in spending by customers (as opposed to full

246 [3<] response dated [3<] to the s.174 notice dated [3<], questions [$<].

247 13<] response dated [3<] to our customer questionnaire and Ofcom / [$<] meeting, [3<].
248 [3<] response dated [3<] to the 5.174 notice dated [3<] questions [¥<].

249 [3<] response dated [3<] to the 5.174 notice dated [3<] question [¥<].

250 [3<] response dated [3<] to the 5.174 notice dated [3<] questions [¥<].

»1¥K]; and [<].

252 See Annex 3 for additional details.

253 Context Consulting research report, slide 105. See also Annex 3 for additional details.
24 3<]; and [<].
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switching) and it may only imperfectly capture switching — something that [<] also
acknowledges. Moreover, once smaller customers — e.g. those spending less than $[3<] or
S[¥<] in total during the entire period under consideration (and so, in our view, may have
just tried [3<] services or only used those services occasionally) — are removed from the
analysis, the churn rates for [3<] customers (both across all services and cloud compute
services only) become significantly smaller.?>®

Overall, we remain of the view that switching levels are low in the cloud market.

How providers compete

4.62

4.63

In this subsection, we consider the extent to which customer preferences are reflected in
how suppliers compete to attract and acquire customers. The cloud services supply chain is
complex, with different types of suppliers providing services at some or all levels of the
cloud stack. We assess the key dimensions of competition between cloud providers: pricing,
and quality (in terms of range of services, innovation and ease of integration).

We first outline how providers compete through pricing strategies, and on other measures
such as quality and range of services. We then set out the sales channels that some cloud
providers and ISVs use, before discussing the role of ecosystems in how providers compete
in cloud.

Pricing and costs

4.64

4.65

The potential to reduce costs is commonly cited by customers as a key reason for migrating
towards public cloud. However, the initial process of migrating workloads to the cloud can
be particularly costly for some customers. Cloud providers compete to attract new
customers by providing a range of pricing benefits in the form of discounts (including
committed spend discounts), cloud credits and free trials/tiers, which contribute towards
lowering the initial migration costs that customers may face.>®

Discounts are typically dependent on factors such as type of usage, contract length and/or
minimum spend. Committed spend discounts (i.e. where customers commit to consuming a
minimum monetary value of services over an agreed period) can either apply to individual
products or families of products (the committed spend discounts available to all customers
are generally of this type), or to a customer’s total spend with a cloud provider (these tend
to only be privately negotiated). Microsoft and AWS state such commitments provide them
with a degree of certainty in relation to capacity requirements, contributing to costs savings,
which can then be passed on to customers in the form of discounts.?7 Cloud providers also
offer other types of discounts. For example, discounts may be offered, through the adoption
of pricing models such as ‘spot instances’, which enable customers to take advantage of
spare capacity at discounted rates relevant to standard, PAYG prices.>*®

255 See Annex 3 for additional details.

256 \We note that some of these incentives (e.g. discounts) are not exclusively provided to customers migrating
to the cloud. They may also be provided to existing cloud customers when renewing contracts, or to attract
customers from other cloud providers.

257 [3<] response dated [3<] to the s.174 notice dated [3<], question [3<]; and AWS response to the interim
report, page 13, paragraph 31.

258 AWS website. Amazon EC2 Spot Instances [accessed 26 September 2023]; and Microsoft website. Azure
Spot Virtual Machines [accessed 26 September 2023].
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4.66 Cloud credits provide customers with a spending allowance on eligible cloud services. Most
cloud providers offer credits to customers when they open an account with them for the
first time. These credits are typically around $200 and are valid for one or two months. 2
[3<] and [3<] suggest they provide credits so that new customers can test and explore their
cloud services.20 New customers may also be eligible for higher credit amounts as part of
credit programs offered to specific groups of customers. For example, AWS offers up to
$100k, Microsoft offers up to $150k, and Google offers up to $100k for each year over two
years (so a total of $200k), as part of their credit programs for ‘start-ups’.26t We are also
aware that cloud credits may be offered to customers on a case-by-case basis and therefore
there may be scope for customers to negotiate and benefit from higher credit amounts.262

4.67  Free trials/tiers provide customers with services that are free of charge for a specified usage
and limited period of time. For example, AWS provides 2,200 instance hours per month of
‘Amazon ECS Anywhere’ for free over a period of 6 months.263 Free trials/tiers tend to be
available to customers when using a cloud provider’s services for the first time, with
customers typically viewing them as an inducement to try their services.264

Quality and range of services

4.68 Customers also consider quality and range of cloud services as important factors when
choosing a specific cloud provider. This is also reflected in how cloud providers, in particular
the hyperscalers, compete with each other by increasing their range and functionality of
cloud services.

4.69 Range of services — the hyperscalers tend to view their ability to provide a range of services
as a defining feature of their strength in attracting customers, and in competing with other
cloud providers.?®> One stakeholder said that they changed business model from providing
cloud services to public sector organisations to exclusively focus on managing more sensitive
data. It said this was in response to hyperscalers entering and rapidly winning significant

numbers of public sector contracts in the stakeholder’s usual area of operation.?®®

4.70  Quality and innovation — cloud providers consider quality and innovation as important to
remaining competitive, and in meeting the needs of customers in cloud services. For
example, Capgemini observe that the hyperscalers maintain “a very high rate of
innovation”.?®” By continuing to innovate, cloud providers can improve their performance

259 Microsoft website. Azure free account [accessed 26 September 2023]; and IBM website. IBM Cloud free tier
[accessed 26 September 2023].

260 [3<] response dated [3<] to the 5.174 notice dated [3<], question [3<]; and [5<] response dated [3<] to the
s.174 notice dated [3<], question [3<].

261 AWS website. AWS activate [accessed 26 September 2023]; Microsoft website. Unlocking Azure credits as
your start-up grows [accessed 26 September 2023]; Google website. Google for start-ups cloud program
[accessed 26 September 2023].

262 Such credit offerings may also be linked to spend commitments. [3<] response dated [3<] to the s.174
notice [3<], question [3<].

263 AWS website. AWS Free Tier [accessed 26 September 2023]. We note that cloud providers may also
additionally provide certain cloud services as free of charge always (permanent free tier).

264 [3<] response dated [3<] to the 5.174 notice dated [3<], question [3<]; and [5<] response dated [3<] to the
s.174 notice dated [3<], question [3<].

265 Ofcom analysis of [¥<] response dated [3<] to the 5.174 notice dated [3<], question [5<]; and [$<]
response dated [3<] to the s5.174 notice dated [$<], question [3<].

266 Ofcom / [<] meeting, [¥<].

267 Ofcom / Capgemini meeting, 1 November 2022.
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and technical capabilities, therefore enabling them to provide a better quality of service for
customers.

4.71 Ease of integration — interoperability facilitates building solutions which require integration
of several products, so cloud providers seek to make integration between their first-party
products as simple as possible. Our research indicates that customers care about the level of
interoperability offered by cloud providers.?®® We think interoperability is important because
it impacts a customer’s ability to switch and/or build their preferred cloud architecture by
combining services from multiple clouds.

Geographic coverage

4.72  In our market research we found that geographic reach of infrastructure was chosen by a
smaller share of respondents as important when choosing a cloud provider in comparison to
other factors.”®®
detailed later in this section, several providers now have a similar global reach. However,

It may be less of a differentiating factor between providers because, as

geographic coverage will be more important for some customers that have specific needs
and requirements, such as:

a) Performance reasons: the latency of cloud services is an important consideration for
some customers, e.g. where the customer provides services to end-users that require
high availability and fast response times such as video streaming or a payments app. To
reduce latency, customers will consider whether cloud providers can host and run their
workloads close to their end-users. The geographic coverage of infrastructure can also
influence the resilience of cloud services.?”°

b) Data sovereignty: some customers may face legal or regulatory restrictions on where
they store and transfer their data. In addition, certain customers may have internal
policies where there is a preference to store data locally. Hence, the location of
datacentres may be a relevant factor for some customers when choosing providers.

¢) Ease of procurement for global companies: multi-national companies operating in a
number of regions may prefer to use a single provider that covers all of the regions
they operate in. Using a single provider may offer some advantages such as simpler
procurement and pooling of internal skillsets.?’”* Companies operating in different
regions across the world may also look for a provider that has datacentres located in
close proximity to their customers, in order to provide services with sufficiently low
latency, or to minimise data transfer costs (as discussed in Section 5).

268 Context Consulting research report, slide 131. 52% of respondents were concerned or very concerned
about the lack of interoperability.

269 ‘L ocation of the data centres of the supplier’ was cited as an important reason for choosing provider in 14%
of cases. In comparison, the top answer — ‘service quality’ — was cited as an important factor in 39% of cases.
However, we consider that global reach can also impact service quality, e.g. resilience and latency, therefore
the importance of global reach may also be reflected in the importance of service quality. Context Consulting
research report, slide 69.

270 For example, in our qualitative research we heard from a customer that they “insist on two geographically
diverse sites with at least dual internet going into it, dual power supply going into each etc.” Context
Consulting research report, slide 31.

271 |n our qualitative research, one respondent considered that only Google, AWS and Microsoft have the reach
to meet the needs of their global business. Context Consulting research report, slide 64.
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Sales channels

4.73  Broadly consistent with our section above on how customers purchase cloud services, the
majority of cloud services are bought directly from providers, with some bought from third
parties and a small proportion from marketplaces. Table 4.6 sets out the proportion of sales
by sales route for some cloud providers and ISVs in 2022. The importance of different routes
varies, but for most providers the direct sales route is the largest. Some providers make
greater use of professional services providers (particularly [3<]). Sales through first- and
third-party marketplaces are in general a small proportion of providers’ total sales revenue.

Table 4.6: Estimated proportion of UK sales (by revenue) through different sales channels, 2022

AWS [3<]% [3<]% [3<]%
Google [2<1% [2<1% [2<1%
Microsoft [2<1% [2<1% [2<1%
IBM [3<]% [3<]% [3<]%
Oracle [2<1% [2<1% [2<1%
OVHcloud [3<]% [3<]% [3<]%
MongoDB [3<1% [3<1% [3<1%
Snowflake [3<]1% [3<]1% [3<]1%
VMware [3<1% [3<1% [3<1%

Sources: AWS response dated 31 March 2023 to s.174 notice of 24 October 2022, Part B Q5, and Annex 2;
Google response dated 31 March 2023 to s.174 notice of 26 October 2022, Part B Q5, Annex 2; IBM response
dated 4 April 2023 to s.174 notice of 25 October 2022, Part B Q5, Annex 2; Microsoft response dated 25 April
2023 to s.174 notice of 21 October 2022, Part B Q5, Annex 2; MongoDB response dated 31 March 2023 to s.174
request of 27 October 2022, Part B Q5, Annex: Part B Cloud Services Template updated; Oracle response dated
31 March 2023 to s.174 notice of 31 October 2022, Part B Q5, Annex 2; OVHcloud response dated 28 March
2023 to s.174 notice of 27 October 2022, Part B Q5, Annex B; Snowflake response dated 11 April 2023 to s.174
request of 26 October 2022, Part B Q5, Annex 2; VMware response dated 30 March 2023 to s.174 notice of 27
October 2022, Part B Q5 and Annex. Notes: [3<].

Ecosystems in cloud services

4.74  In general, ecosystems can be understood as a collection of complementary products and
services that work together to create utility for customers. These also typically include an
interface or gateway that acts as an intermediary to other components of the market, such
as customers, hardware producers and software developers. We believe some components
of ecosystems are evident in how some cloud providers operate within the cloud market.
Therefore, ecosystems are a relevant framework through which to examine competition
within this market. There are several cloud providers that offer ecosystems, but our focus
here is on the hyperscalers as the main providers in the UK.
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4.75  Each of the hyperscalers offers a wide range of services across all levels of the cloud stack,
including both first-party and third-party services (services developed by the hyperscalers
themselves and by others, e.g. ISVs). Customers buy a solution of complementary products
that work together, meaning purchase decisions for one product can have an impact on
purchase decisions of others in the ecosystem. The hyperscalers operate unique cloud
environments, collections of programming languages, application frameworks and APIs that
allow services across the stack to work together with others within the ecosystem.
Hyperscalers also operate marketplaces to allow customers to identify and purchase first
and third-party services to match their needs.

4.76  Inresponse to our interim report [3<] told us that they did not agree with the use of the
term ‘ecosystem’ to describe their product offering as they “[do] not prohibit customers in
any way from purchasing services from different providers”.?’? [3<] told us that they
“[strive] to build a high-quality service so that customers want to stay with [them]” rather
than building a system that locks customers into an ecosystem. Microsoft also told us that
the cloud market is not “a digital market characterised by significant network effects or
ecosystem lock-in”.?”® Microsoft also stated that a customer’s ability to switch cloud
infrastructure service provider, as well as multi-cloud means that the term ‘ecosystem’ is

inappropriate and that there are no direct network effects in the cloud market.?’*

4.77  In our view, ecosystems are not defined by whether or not customers have the freedom to
buy from other providers. Rather ecosystems provide customers with access to a broad
portfolio of their own and others’ products in a single place that work together seamlessly.
We think this characterisation accurately reflects the product portfolios of the hyperscalers,
and therefore remain of the view that ecosystems remain a relevant framework to assess
competition in cloud infrastructure services.

Hyperscalers offer a wide portfolio of first and third-party services across the
cloud stack

4.78  As discussed above, cloud providers compete on the range of services they offer.
Hyperscalers are present throughout the entire cloud supply chain. They offer a strong
portfolio of services across the stack, with our analysis showing AWS and Microsoft
accounting for around [3<]% [80% to 90%)] of UK laaS revenues in 2022 and [3<]% [50% to
60%)] of UK Paa$ revenues.?”> Whilst there is more diversity in the SaaS market the
hyperscalers still provide a wide range of first and third-party services in this area.?’®

4.79  Customers have told us they value the range of products offered by the hyperscalers,?’” and
this is reflected in customer purchase data, with the average hyperscaler customer

272 [}(]
273 Microsoft response to the interim report, page 37, paragraph 139
274 Microsoft response to the interim report, page 37, paragraph 139
275 Ofcom analysis of data provided in response to our statutory information requests and data from Synergy
and IDC. This is set out in more detail in the below subsection on UK shares of supply.
276 Ofcom analysis of data from IDC. This is set out in more detail in the below subsection on UK shares of
supply.
277 [3<] response dated [3<] to our customer questionnaire, question [3<]; [¥<] response dated [3<] to our
customer questionnaire, question [3<]; [3<] response dated [3<] to our customer questionnaire, question
[3<]; [3<] response dated [$<] to our customer questionnaire, question [3<]; [3<] response dated [3<] to our
customer questionnaire, question [3<]; [3<] response dated [<] to our customer questionnaire, question
[3<]; [3<] response dated [3<] to the s.174 notice dated [3<], [$<]; [2<] response dated [$<] to the 5.174
notice dated [3<], [3<]; and [3<] response dated [3<] to the s.174 notice dated of [<], [¥<].
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purchasing multiple services.?’® The range of services that the hyperscalers offer make it
easier to buy multiple products from the same provider. This can bring some benefits to
customers such as the availability of ‘off-the-shelf’ services which seamlessly integrate with
their existing resources,?”®
customers’ recruitment and training processes as their staff only need to specialise in a
single cloud ecosystem.?8!

streamlined procurement processes,?®° and can simplify

4.80 The hyperscalers respond to customer demand for a broad range of services by marketing
themselves as the only place customers need to go at any stage of their cloud journey, by
being a place for customers to learn about a product, evaluate its appropriateness for their
needs, and access ongoing product support.’®? Hyperscalers’ websites provide a clear
demonstration of this in practice, with an extensive range of information, guidance, and
support being offered by each.

4.81 The hyperscalers offer a wide range of first-party products and services, including covering
all PaaS segments. They also offer a range of products and services of third-party ISVs which
are built on top of the hyperscaler’s unique cloud environment, including the collection of
programming languages, application framework and set of APIs that allow services across
the stack to work together with others within the ecosystem. Customers can therefore buy a
solution of complementary products that work together. This means purchase decisions for
one product can impact on purchase decisions of others in a cloud provider’s portfolio.

4.82  Offering ISV solutions on their infrastructure allows the hyperscalers to significantly broaden
the range of services offered within their portfolio, and ensure they are able to meet the
needs of a greater number, and variety, of customers. This is particularly the case where ISV
products act as complements to the hyperscalers’ own product range. However, this
relationship between the hyperscalers and ISVs can be complex, because some ISVs offer
products which act as direct competitors to the hyperscalers in PaaS and SaaS. We explore
the implications of this in more detail in Section 7.

4.83  For the purpose of this market study, we refer to the combination of first and third-party
products available on a provider’s cloud as ecosystems.

Hyperscalers can act as distributors of ISV services
Co-selling

4.84  Each of the hyperscalers operate co-sell schemes.?®* Co-selling schemes can include a variety
of features such as creating visibility for the ISVs solutions with the hyperscalers’ sales teams

278 [3<] response dated [3<] to the 5.174 notice dated [3<], [3<]; and [3<] response dated [5<] to the 5.174
notice dated [3<], [3<].

279 [3<] response dated [3<] to our customer questionnaire, question [3<]; [3<] response dated [3<] to our
customer questionnaire, question [3<]; [3<] response dated [<] to our customer questionnaire, question
[3<]; [3<] response dated [$<] to our customer questionnaire, question [3<]; and [3<] response dated [$<] to
our customer questionnaire, question [<].

280 [3<] response dated [3<] to the s.174 notice dated [3<], question [3<].

281 [3<] confidential response to the CFl, page [¥<]; and [3<] response dated [3<] to our customer
questionnaire, question [3<].

282 AWS website. Chapter 3: Customer Engagement Solutions [accessed 1 September 2023]; Microsoft website.
What is Azure Marketplace? [accessed 1 September 2023]; Google Website. What is Google Cloud
Marketplace? [accessed 1 September 2023].

283 AWS website. AWS ISV Accelerate Program (amazon.com), and AWS ISV Accelerate Helps Partners Co-Sell
with AWS and Reach New Customers | AWS Partner Network (APN) Blog (amazon.com) [accessed 26
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and incentivising those sales teams to sell the ISV solutions. This can also extend to greater
visibility for PaaS ISVs by making third-party software available alongside the hyperscaler’s
first-party PaaS. These schemes may also incorporate benefits to the ISV to incentivise them
to sell solutions through the provider’s marketplace, such as reduced commission fees or
including spend on ISV solutions via the marketplace within customer cloud spend
commitments.?®* This can include apps which already combine products from ISVs and the
hyperscalers, as seen with AWS’s partnership with Salesforce.?®

4.85 The hyperscalers often tailor the level of support provided to ISVs to reflect the level of
integration between the ISV and the cloud provider.?® Access to Microsoft tiers, which offer
higher levels of support, requires tight technical integration with Azure and driving Azure-
based sales revenue.?®” We also understand that AWS has [5<].288

Marketplaces

4.86  Each hyperscaler operates a cloud marketplace. A cloud marketplace is an online platform
allowing cloud providers and ISVs to sell their services to business customers. Table 4.7
below sets out key data in relation to the UK marketplaces of each of AWS, Google and
Microsoft.

4.87 [3<] operates the largest marketplace [3<]. ISVs transact significantly more ([$<]) on [3<]
than on [3<]. In addition, [<] and is [3<].2%

4.88 The bulk of services offered through marketplaces are those of third parties. AWS only offers
a very small number of its own services on its marketplace — and almost all ([3<]%) gross
sales revenue on its marketplace is from third-party sales, with listing fee revenue from
third-party sales accounting for [3<]% of its marketplace revenues.?®® Our market research
indicated that AWS users are more likely to use marketplaces to buy third-party services

September 2023]. Google website. Google Cloud doubles-down on ecosystem in 2022 to meet customer
demand | Google Cloud Blog [accessed 26 September 2023]. Microsoft website. Sell with Microsoft, Co-sell
with Microsoft sales teams and partners overview - Partner Center | Microsoft Learn, and Microsoft Business
Applications Independent Software Vendor (ISV) Connect Program onboarding guide | Microsoft Learn
[accessed 26 September 2023].
284 AWS website. AWS ISV Accelerate Program (amazon.com) [accessed 26 September 2023]. Microsoft
website. Marketplace rewards - your commercial marketplace benefits - Marketplace publisher | Microsoft
Learn [accessed 26 September 2023]. Google website. Google Cloud doubles-down on ecosystem in 2022 to
meet customer demand | Google Cloud Blog [accessed 26 September 2023].
285 AWS website. AWS and Salesforce - Global Strategic Partnership [accessed 26 September 2023].
286 [3<] explains that it wants to “be the easiest, most efficient, and gainful (new customers) partner to co-sell
with our most invested” (meaning those who are most leaned in on [3<]) ISVs ([3<] response dated [$<] to the
s.174 notice dated [3<], [3<]). [3<] notes that “The intent [in 2022] is to have a consistent and fair set of
partner benefits and compensation treatment for all ISVs [3<] in the same tier to prioritize those partners that
will have the highest business impact for customers” ([3<] response dated [3<] to the s.174 notice dated [3<],
[<]).
287 To achieve Azure IP co-sell incentive status, a solution must reach the required revenue threshold of
$100,000 of Azure Consumed Revenue over the past 12 months, and pass the Microsoft technical validation
for an Azure-based solution which must confirm more than 50% of an offer’s infrastructure uses repeatable IP
code on Azure. See Microsoft website. Co-Sell requirements [accessed 26 September 2023].
288 [3<] response dated [3<] to the 5.174 notice dated [3<], [$<].
289 [3<] response dated [3<] to the 5.174 notice dated [3<]; [3<]; and [<] response dated [3<] to the 5.174
request dated [3<], [3<].
290 Ofcom analysis of AWS response dated 9 December 2022 to the s.174 request dated 24 October 2022,
question 19 and Annex 2. Further, AWS was only able to provide a combined figure for first-party services and
second-party services (services which AWS purchases and then resells via its marketplace) — and noted that
first-party services would be a small subset of this combined figure.

69



https://cloud.google.com/blog/topics/partners/google-cloud-to-invest-in-partners-growth
https://cloud.google.com/blog/topics/partners/google-cloud-to-invest-in-partners-growth
https://partner.microsoft.com/en-US/partnership/sell-with-microsoft#tab-3
https://learn.microsoft.com/en-us/partner-center/co-sell-overview
https://learn.microsoft.com/en-us/partner-center/co-sell-overview
https://learn.microsoft.com/en-us/azure/marketplace/business-applications-isv-program
https://learn.microsoft.com/en-us/azure/marketplace/business-applications-isv-program
https://aws.amazon.com/partners/programs/isv-accelerate/
https://learn.microsoft.com/en-us/partner-center/marketplace/marketplace-rewards
https://learn.microsoft.com/en-us/partner-center/marketplace/marketplace-rewards
https://cloud.google.com/blog/topics/partners/google-cloud-to-invest-in-partners-growth
https://cloud.google.com/blog/topics/partners/google-cloud-to-invest-in-partners-growth
https://aws.amazon.com/featured-partners/salesforce/
https://learn.microsoft.com/en-us/partner-center/co-sell-requirements

than all marketplace users.??* Microsoft offers a larger selection of its own services on its
marketplace than AWS does on its marketplace. While Microsoft was unable to provide its
revenue from first-party sales through Azure Marketplace, our market research indicated
that Microsoft users were more likely to use marketplaces to buy first-party services than all
marketplace users.?*?

Table 4.7: Gross sales revenue and commission revenue received from third-party products
through AWS, Azure and Google Marketplaces, in the UK (2022)

Gross sales revenue of | Gross sales revenue of Commiission revenue from
first-party products third-party products sales of third-party products
AWS
£[< £[< £[3<
Marketplace [5<] [5<] [5<]
Azure
£[< £[3< £[3<
Marketplace [5<] [5<] (<]
Googl
el £[5<] £[5<] £[5<]

Marketplace

Sources: Figures for AWS: [3<]. Figures for Microsoft: [3<]. For Google: Gross sales of third-party services data
from [3<]. Figures converted to GBP using average USD exchange rate for 2022. AWS was only able to provide
a combined figure for first-party services and second-party services (services which AWS purchases and then
resells via its marketplace) — and noted that first-party services would be a small subset of this combined
figure.?*> Google and Microsoft were [3<].?° Gross sales refers to the total value of the sales transacted
through the marketplace. For Google, these gross sales are net of credits.

4.89  Overall, we estimate that less than 10% of total ISV sales (PaaS and SaaS) in the UK were
transacted via a hyperscaler marketplace in 2022.%°> At present, marketplaces are not a
major revenue source for the hyperscalers, accounting for a very small proportion of their
total cloud revenues (c.[3<]%).%°® However, there are some indicators that marketplaces
may grow in importance over time. Some commentators expect that marketplaces will

%1 Context Consulting research data tables, Q46.
292 Microsoft response dated 9 December 2022 to the s.174 request dated 21 October 2022, question 19;
Microsoft response dated 16 January 2022 to our follow-up email dated 20 December 2022 concerning the
s.174 request dated 21 October 2022; and Context Consulting research data tables, Q46.
293 [3<] response dated [3<] to the s.174 notice dated [5<], question [3<]; and [3<] response dated [3<] to
s.174 notice dated [3<], question [3<].
294 [3<] response dated [3<] to the 5.174 notice dated [5<], question [$<]; [5<] response dated [$<] to our
follow-up email dated [3<] concerning the s.174 notice dated [3<]; [<] response dated [3<] to the 5.174
notice dated [3<], question [3<], page [$<]; and [3<] response dated [3<] to the s.174 notice dated [3<],
question [3<], page [¥<].
295 We calculated two estimates of total PaaS + SaaS market size excluding the hyperscalers. One estimate was
based on responses to our statutory information requests combined with IDC PaaS and IDC Saa$ data. The
other estimate was based on responses to our statutory information requests combined with Synergy Paa$S
and IDC SaaS data. We then divided total third-party sales through AWS, Microsoft and Google marketplaces
by these estimates.
2% Based on the revenue from first-party sales and commission fees from third-party sales. [$<] response
dated [3<] to the 5.174 notice dated [3<], question [$<]; [3<] response dated [$<] to the s.174 notice dated
[3<], question [2<], [3<]; [3<] response dated [3<] to the s.174 notice dated [3<], question [$<]; [3<]
response dated [3<] to the s.174 notice dated [$<], question [3<; [3<] response dated [$<] to the 5.174 notice
dated [3<], question [<]; and [3<] response dated [$<] to the s.174 notice dated [3<], question [<].
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continue to grow.?’ Evidence suggests that the hyperscalers see marketplaces as an
important distribution channel and are seeking to grow their use. Oracle noted that while
marketplaces are not yet a major revenue source for hyperscalers, they “can act as
particularly powerful generators of network effects”, specifically for those customers who
use marketplace spend to meet spend commitments.?? [3<] aims for its marketplace to be
the primary online distribution channel for both first-party and third-party solutions.?*® [$<]
aims for its marketplace to become the most strategic channel that ISVs use to acquire new
customers,** whereby [<].3%

Co-selling and marketplaces are levers to drive underlying infrastructure consumption

4.90

Evidence gathered from the hyperscalers suggests that they ([2<]) see co-selling schemes
and marketplaces as ways to develop the ecosystem of services they offer on their
infrastructure and ultimately as a lever to drive underlying infrastructure consumption. This
is because ISV solutions bought through a particular provider’s marketplaces will run on that
provider’s infrastructure. [3<] explained that ISVs are “an important sell-through channel”
which are “actively selling solutions that run on [3<], helping us acquire new customers and
driving more [3<] consumption from existing customers.”3% [3<] explained the critical
importance of being a first-choice platform for ISVs as IT spend is shifting to software rather
than infrastructure consumption.?% [3<] explained that “marketplace is built primarily to
drive underlying [3<] consumption”,** and “marketplace partners will be offered
increasingly tiered incentives and programs [3<] depending on how much they drive

infrastructure use ([3<]) and also [3<] ([$<], [3<]).”3%

Market outcomes

491

In this subsection we report key market outcomes, including the positioning of the major
cloud providers in the market and we consider some positive outcomes highlighted in
response to our interim report. We also look at the shares of supply for UK cloud services,
analyse the profitability of the key providers, consider the service offerings and key
capabilities of each hyperscaler, and the prevalence of multi-clouding in the market.

UK shares of supply

UK revenues for laaS and PaaS

4.92

Table 4.8 summarises our estimates of UK revenues associated with laaS and PaaS. We
explain how we derived these estimates in Annex 1. We have focused on UK shares of supply
rather than global shares, as global shares would likely understate the position of the

297 For example, see Canalys Insights. Canalys Insights - Are cloud marketplaces worth the hype? [accessed 26
September 2023]. Also see [3<] response dated [3<] to the s.174 notice dated [3<], [$<]; and [3<] response
dated [3<] to the 5.174 notice dated [3<], [¥<].

2%8 Oracle response to the MIR consultation, page 4.

299 [3<] response dated [3<] to the 5.174 notice dated [3<], [$<].

300 [3<] response dated [3<] to the 5.174 notice dated [3<], [$<].

301 [3<] response dated [3<] to the 5.174 notice dated [3<], [$<].

302 3<] response dated [3<] to the s.174 notice dated [3<], [5<].

303 [3<] response dated [3<] to the s.174 notice dated [3<], [5<].

304 13<] response dated [3<] to the s.174 notice dated [3<], [5<].

305 [3<] response dated [3<] to the s.174 notice dated [3<], [5<].
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hyperscalers in the UK, given the large Asian cloud providers, such as Alibaba, have a more
limited presence in the UK.

493  We estimate that in 2022, cloud infrastructure services generated revenues of £7.0bn to
£7.5bn. Between 2019 and 2022, UK revenues for laaS and PaaS combined grew by 35% -
40% per year.

Table 4.8: UK laa$S and PaaS$ revenues, £bn

Annual
2019 2021
growth

laaS [5<][1.5-2.0] [<][2.0-2.5] [<][2.5-3.0] [5<][4.0-4.5] 30-35%
Paa$S [3<][0.5-1.0] [3<][1.0-1.5] [3<][1.5-2.0] [5<][2.5-3.0] 40-45%
laaS and Paa$ [3<] [2.5-3.0] [5<][3.5-4.0] [5<] [4.5-5.0] [<][7.0-7.5] 35-40%

Source: Ofcom analysis of data provided in response to our information requests and data from Synergy and
IDC. Annual growth based on the compound annual growth rate between 2019 and 2022.

494  Our estimates indicate that UK laaS revenues are higher than PaaS revenues, though Paa$
revenues have generally been growing slightly quicker. However, there is more uncertainty
around UK revenues for PaaS due to different estimates from the data sources available to
us, as explained in Annex 1.

4.95 Based on data obtained from IDC, there are more providers of PaaS in the UK than of laaS.
While IDC does not track all providers, there could be in the region of 30+ laaS providers in
the UK and 200+ Paa$ providers.3%°

496 The main types of service provided as laaS are compute, storage and networking. Of these,
compute typically generates the most revenue, and represented about two-thirds of UK laaS

revenue in 2022.3%

497  Various types of service can be provided as PaaS. Based on our analysis of responses to our
information requests, services associated with data management and analytics appear to
represent most UK PaaS revenues for the hyperscalers in aggregate.

498 laaS and PaaS revenues are expected to continue growing. Responses to our information
requests referenced reports from industry analysts that forecast laaS and PaaS revenues in
the UK and Ireland could grow 25% to 30% per year until 2024/2025,3% and this is broadly
consistent with internal revenue forecasts received from cloud providers.?® However,

306 |DC, Public Cloud Services Tracker, 2022 H2 (published April 2023).
307 Annex 1, Shares of supply for cloud infrastructure services in the UK.
308 [3<] response dated [3<] to the s.174 notice dated [3<], question [3<]; and [3<] response dated [3<] to the
s.174 notice dated [3<], [3<].
309 [3<] response dated [3<] to the s.174 notice dated [3<], question [3<]; and [3<] response dated [3<] to the
s.174 notice dated [3<], question [<].
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recent quarterly earnings releases from the largest providers indicate global revenue growth
is likely to be slower in 2023.3'°

UK shares of supply for laaS

499 The table below shows our estimated shares of supply for UK laaS. We explain how we

derived these estimates in Annex 1.

4.100 Based on responses to our information requests, and the market size estimates set out
above, we estimate AWS and Microsoft accounted for approximately [3<]% [80% to 90%] of
UK laaS revenues in 2022; a proportion that has slowly increased since 2019. Within this,
Microsoft’s share of UK laaS revenues has grown while AWS’s share has reduced slightly.

Table 4.9: UK laaS shares of supply, 2019 — 2022

[3<]% [40-50%] [3<]% [40-50%] [3<]% [40-50%] [3<]% [40-50%]
Microsoft [3<]% [30-40%] [3<]% [30-40%] [3<]% [30-40%] [3<]% [40-50%]
AWS + Microsoft [3<]% [70-80%] [3<]% [70-80%] [3<]% [70-80%] [3<]% [80-90%]
Google [5<]% [0-5%] [5<]% [0-5%] [5<]% [0-5%] [3<]% [0-5%]
Other [3<]% [10-20%] [3<]% [10-20%] [3<]% [10-20%] [3<]% [10-20%]

Source: Ofcom analysis of data provided in response to our information requests and data from Synergy and
IDC. Some numbers may not sum due to rounding.

4.101 While Google’s UK laaS revenues have grown since 2019, it represented [3<]% [0% to 5%)] of
UK laaS revenues in 2022, significantly behind AWS and Microsoft.

4.102 The ‘other’ category includes a number of other providers with low laaS shares of supply in
the UK, and overall has steadily declined as Microsoft and Google have gained share. This
category includes IBM and Oracle, with shares [<]% [0% to 5%] in 2022. While UK laaS
revenues for smaller cloud providers grew between 2019 and 2022, [3<].

UK shares of supply for PaaS

4.103 PaaS includes many diverse types of services. Many companies specialise in providing one
type of service (e.g. data management services), while only a handful, like the hyperscalers,
offer services across all PaaS categories.>!! The table below shows our estimated shares of
supply for UK PaaS. We explain how we derived these estimates in Annex 1.

310 |n Annex 2 we analyse quarterly year-on-year global revenue growth for major cloud providers and show
that cloud revenue growth has been declining over recent quarters for each of the hyperscalers, reflecting
challenging macroeconomic conditions. For example, in its Q2 2023 earnings call, Amazon said that due to
economic uncertainty over the last year, AWS customers “have needed assistance cost optimizing to withstand
this challenging time and reallocate spend to newer initiatives that better drive growth”. However, it also said
that it has “started seeing more customers shift their focus toward driving innovation and bringing new
workloads to the cloud”. Amazon Q2 2023 earnings call (7 minutes 50 seconds to 8 minutes 30 seconds)
[accessed 26 September 2023].

311 By Paa$ product category here we are referring to IDC’s seven ‘secondary markets’ for PaaS which are
analytics and business intelligence, Al platforms, data management, integration and orchestration, application
development, software quality and life cycle, and application platforms. IDC, Public Cloud Services Tracker
2022 H2 (published April 2023).
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Table 4.10: UK PaaS shares of supply, 2019 — 2022

[3<]% [20-30%] [3<]% [20-30%] [3<]% [20-30%] [3<]% [20-30%]

Microsoft [3<]% [10-20%] [3<]% [20-30%] [3<]% [20-30%] [3<]% [20-30%]
AWS + Microsoft [3<]% [40-50%] [3<]% [40-50%] [3<]% [40-50%] [3<]% [50-60%]
Google [3<1% [5-10%] [3<]% [10-20%] [3<]% [10-20%] [3<]% [10-20%]
Other [3<]% [40-50%] [3<]% [40-50%] [3<]% [30-40%] [3<]% [30-40%]

Source: Ofcom analysis of data provided in response to our information requests and data from Synergy and
IDC. Some numbers may not sum due to rounding.

4.104 The table indicates that AWS and Microsoft represented [3<]% [50% to 60%)] of UK PaaS
revenues in 2022 — a lower share than for laaS. Between 2019 and 2022, we estimate that
Microsoft’s share of UK PaaS revenues has grown slightly faster than AWS's share.

4.105 Google’s share is closer to that of AWS and Microsoft in PaaS than in laaS, with a [3<]% [10%
to 20%] share of UK PaaS revenues in 2022. [3<].

4.106 The share of supply of the “other” category fell in each year between 2019 and 2022, and by
around [3<]% [10% to 20%)] points over the period. Oracle, MongoDB and IBM have some of
the larger shares of supply of companies in the ‘other’ category; we estimate they
represented around [3<]% [0% to 5%], [3<]% [0% to 5%] and [3<]% [0% to 5%)] respectively
of UK PaaS$ revenues in 2022.

UK shares of supply for laaS and PaaS combined

4.107 The table below shows our estimated shares of supply for UK laaS and PaaS combined,
drawing on the information presented above.

Table 4.11: UK shares of supply for IaaS and PaaS combined, 2019 - 2022

M N N T T

[3<]% [30-40%] [3<]% [30-40%] [3<]% [30-40%] [3<]% [30-40%]

Microsoft [3<1% [20-30%] [3<]% [30-40%] [3<]% [30-40%] [3<1% [30-40%]
AWS + Microsoft [3<]% [60-70%] [3<]% [60-70%] [3<]% [60-70%] [3<]% [70-80%]
Google [3<]% [0-5%] [3<]% [5-10%] [3<]% [5-10%)] [3<]% [5-10%]
Other [3<]% [20-30%] [3<]% [20-30%] [3<]% [20-30%] [3<]% [20-30%]

Source: Ofcom analysis of data provided in response to our information requests and data from Synergy and
IDC. Some numbers may not sum due to rounding.

4.108 We estimate that in 2022 AWS and Microsoft had around [3<]% [70% to 80%] share of UK
combined laaS and PaaS revenues, with Google significantly lower on [3<]% [5% to 10%].
Overall, we estimate that AWS, Microsoft and Google accounted for [3<]% [70% to 80%)] of
UK laaS and PaaS revenues in 2022.
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4.109 Between 2019 and 2022, the hyperscalers’ overall UK share of supply of laaS and Paa$
combined increased. Over this period, we estimate that AWS’s UK share of supply fell
marginally, Microsoft’s grew and Google experienced the strongest growth, although from a
lower revenue base.

4.110 The ‘other’ category includes many companies with low shares, but IBM and Oracle appear
to have some of the larger UK shares of supply in this category. We estimate they both
represented around [3<]% [0% to 5%] of UK laaS and PaaS combined revenues in 2022.

UK shares of supply for SaaS

4.111 Compared to laaS and Paa$, UK SaaS revenues are significantly more fragmented. There is
much more diversity across Saa$ services, market features and suppliers, and the segment is
not characterised by the same level of concentration that we see in laaS and PaaS.

4.112 In 2022, the hyperscalers’ share of UK ‘SaaS — Applications’ revenue was around 18%
according to IDC, most of which related to Microsoft services.?'

Positioning of the hyperscalers

4.113 In this subsection, we describe in more detail the positioning of AWS, Microsoft and Google,
as the leading players in the provision of cloud infrastructure services in the UK. We set out
the product categories and services that are particularly important for each of the
hyperscalers, and the key capabilities they have developed which enable them to compete
and attract customers. We refer to some of these capabilities in later sections, where
relevant.

AWS

4.114 AWS s generally recognised as offering a strong portfolio of services across both laaS and
PaaS. In 2022, AWS’s public cloud infrastructure revenues were primarily driven by its [3<]
and [3<] product categories.?"® Relative to the other hyperscalers, however, we note that
AWS has fewer enterprise Saa$S offerings, and instead its strategy appears more focused on
enabling partners (e.g. ISVs) to build SaaS on top of AWS’s infrastructure.31

4.115 AWS was the first to enter the cloud services market. AWS began by offering laaS to
customers, using the infrastructure it had built for its own retail business. As the first mover,
AWS was therefore the only advanced provider present when some customers (e.g. [3<])
started to think about migrating to the cloud.?"

4.116 AWS today is recognised to have the greatest breadth and depth of capabilities,>'° due to the
range of services it offers, and the functionality offered within those services. 3 As noted
above, AWS also [3<]. One source ([3<]) suggests that AWS positions itself as the best
provider of cost effective, scalable infrastructure and platform as a service, >
source suggesting that AWS may be particularly cheap for compute infrastructure due to its

with another

3121DC, 2022. Public Cloud Services Tracker, 2022 H2 (published April 2023).
313 AWS response dated 31 March 2023 to s.174 request of 24 October 2022, Part B, question 4.
314 Computer Weekly, 2019. Should AWS consider building out its SaaS play? [accessed 9 February 2023].
315 [3<] response dated [3<] to the 5.174 notice dated [3<], question [3<]; and [5<] response dated [3<] to the
s.174 notice dated [3<], question [<].
316 [3<].
317 This includes its own cloud services, as well as third-party services (e.g. from ISVs).
318 [3<] response dated [3<] to our proposed use of information dated [5<].
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Graviton processor.>*® We also observe that BT Group, [3<] and [3<] consider AWS as a
market leader in broadcast and video-processing, due to AWS's rich range of services to
support this sector (e.g. Elemental technologies).320

Microsoft

4.117 Microsoft is generally recognised to have strong capabilities across both laaS and PaaS. In
2022, Azure’s revenue was mainly driven by its compute and storage product categories.?*
However, customers also recognise Microsoft and/or may choose Microsoft for its
enterprise Saa$ offerings.3??

4.118 Microsoft was well known for its provision of operating systems and productivity software
before entering the cloud services market. Its position in traditional IT and SaaS makes Azure
today particularly attractive for mid-size and large enterprises that are already using
Microsoft’s products.?* Some customers that we engaged with identified Azure as a natural
choice for such reasons. Our market research also suggests that among other reasons, 29%
of Azure users chose Azure as their cloud provider due to already having an existing
relationship with Microsoft for other services.**

4.119 Linked to this, one of Azure’s key capabilities is the integration it can offer cloud customers
with Microsoft’s existing products. This was identified amongst respondents in our market
research, with one respondent citing that “the integration with the other Microsoft systems
is natural” when choosing Azure.3?* This ease of integration is also a feature of some of
Azure’s products. For example, Azure Active Directory is an enterprise identity service, which
can enable employees within an organisation to sign into multiple services (across Microsoft
365 and Azure) with a single sign-on.32% This may be particularly important for customers
that require highly integrated features across their on-premises and cloud infrastructures
(e.g. banks).

Google

4.120 In 2022, Google Cloud’s revenues were primarily driven by its [3<] and [3<] product
categories.>”” Google Cloud is recognised to have particularly strong capabilities in PaaS, as
reflected by its market share in Paa$S being significantly higher than in laaS. Google Cloud
also offer a range of enterprise SaaS products (e.g. Gmail) within Google Workplace.®*

4.121 Google is widely perceived to be a market leader in the provision of Al/ML and data analytics
in cloud, with its provision of products such as BigQuery.** This specialism is recognised by a

319 [3<]. The Graviton processor is used to power Amazon EC2 instance types. What is AWS Graviton?

[accessed 26 September 2023].

320 BT Group response to the CFl, page 19; [3<] response to the CFl, page [5<]; and [¥<] response dated [$<]

to the s.174 notice dated [3<], question [3<].

321 Microsoft response dated 25 April 2023 to s.174 request of 21 October 2022, Part B, questions 1 & 4.

322 BT Group response to the CFl, page 19; and [¥<] response dated [3<] to our customer questionnaire,

question [3<].

323 Datamation, 2023. AWS vs. Azure vs. Google Cloud [accessed 26 September 2023].

324 Context Consulting research data tables, Q25.

325 Context Consulting research report, slide 57.

326 Microsoft website. Azure Active Directory [accessed 26 September 2023].

327 Google response dated 31 March 2023 to the s.174 notice dated 26 October 2022, Part B, questions 1 & 4,

Annex 2.

328 Google website. Google Workspace [accessed 26 September 2023].

329 BigQuery is a fully managed enterprise data warehouse with built-in features like machine learning, etc.
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range of cloud providers and customers alike. Analytics is the only sub-category where
[}(].330

4.122 Google Cloud have over time focused on designing services that encourage multi-cloud and
hybrid-cloud environments. Google Cloud is recognised as one of the biggest adopters and
promoters of open-source technologies, ! having been responsible for first introducing
Kubernetes, which enables the management of containerised applications. We observe that
[}(].332

4.123 Google Cloud is also identified by other cloud providers for its aggressive pricing and
intuitive user interfaces. Google suggest that in the first instance, they have to compete hard
against competitors such as Oracle and IBM, to become a customer’s secondary cloud
provider, alongside either AWS or Azure (the primary cloud provider).>** Cloud providers
note that Google Cloud provide large discounts and generous credit offerings, to attract
customers. Google Cloud is also recognised to have the ability to quickly set up customers,
such as start-ups, on their infrastructure.**

Key indicators of market outcomes - pricing and innovation

4.124 When considering broader market outcomes, some respondents to our interim report
pointed to the existence of positive outcomes like continuous innovation and falling prices
within the cloud market as evidence of strong competition.

Pricing

4.125 Further to the findings in our interim report, where we noted that analyst reports suggested
list prices of laaS services have generally decreased over time,** AWS and Microsoft
submitted analysis suggesting that list prices for these hyperscalers’ core cloud services have

fallen. While we have not undertaken our own analysis of pricing trends across the market,
we have assessed the evidence in each submission and present our assessment below.

AWS

4.126 AWS provided data capturing how the UK list prices for three of its key services (S3, EC2 and
data transfer-out (DTO)) have generally decreased over time.*3® AWS also provided global
net price trend data for these services, which captures the overall average price that its
customers have paid per unit of each service, taking account of discounts, refunds and actual
customer use patterns.®*” There are some scope differences between the UK list price series

330 Ofcom analysis of: [3<] response dated [3<] to the 5.174 notice dated [$<], [3<]; [3<] response dated [5<]
to the s.174 notice dated [3<], [3<]; [3<] response dated [3<] to the 5.174 notice dated [3<], [3<]; [3<]
response dated [3<] to the s.174 notice dated [3<], [3<]; [3<] response dated [3<] to the s.174 notice dated
[3<], [3<]; and [¥<] response dated [3<] to the s5.174 notice dated [<], [3<].

31 TechCrunch, 2019. Google remains the top open-source contributor to CNCF projects [accessed 27
September 2023].

332 [3<] response dated [3<] to the 5.174 notice dated [$<], question [3<]; and [<] response to [$<] of our
follow-up email dated [3<] concerning the s.174 notice dated [3<].

333 Google’s response dated 23 November 2022 to the 5.174 notice dated 26 October 2022, question 8.

334 [3<] response dated [3<] to the 5.174 notice dated [$<24 October 2022], question [<]; and [$<] response
dated [3<] to the 5.174 notice dated [3<], question [3<].

335 Ofcom, 2023. Interim report, paragraph 6.12.

336 [<].

337 [<].
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and global net price series (including geographical scope), which mean that these series are
not perfectly comparable.®*®

4.127 We note that price trends for these three services are not necessarily representative of
AWS'’s wider service portfolio, but these services are popular with AWS customers and
[}(].339

4.128 AWS’s data suggests that UK list prices for these three services have fallen over time. For S3
Standard and DTO from AWS Regions, UK list price reductions were concentrated between
2009 and 2016, with very few changes since 2017.3*° For EC2, the average UK list price
across instance families fell by almost 30% between 2016 and 2022 (but a large price
reduction between 2016 and 2017 means that prices fell by less than 15% between 2017
and 2022).34

4.129 AWS’s global net price data indicates that the average global net prices of S3 and EC2 fell by
[3<]% and [<]% respectively between 2018 and 2022.** For DTO the average global net
price fell by [3<]% between 2019 and 2022.3*

4.130 Each of these reductions is larger than the corresponding UK list price reduction over the
equivalent timeframe. We consider this tentatively suggests that price discounts have likely
been increasing in importance, suggesting that larger customers (i.e. those that have the
ability to negotiate and/or secure volume-based discounts) may have benefited more from
price reductions than have customers who paid list prices. However, any comparisons
between list price and net price trends are tentative due to the aforementioned differences
in data scope. We also acknowledge that even where UK list prices have remained stable,
the customers paying list prices might have benefited from other factors, such as
improvements to the quality of services or the introduction of new service tiers (set at new
list prices) that are better suited to their requirements than existing offerings.

4.131 AWS also provided data capturing how the global unit operating cost for each of these
services has evolved relative to global net unit prices (over the same timeframes as the net
price trends data). This data suggests that the global unit price for each of these services
(calculated based on net prices) has fallen by a greater amount than global unit cost in

recent years, resulting in a lower unit margin.>*

338 The differences in scope include: geography (global net prices versus UK list prices); product-level coverage
(the global net price for S3 incorporates all S3 storage classes, whereas the S3 list price data relates to S3
Standard, [<] (source: [3<]), and the global net price for DTO includes data transfers from AWS Regions to the
public internet and data transfers from AWS Edge locations to the public internet via Amazon CloudFront,
whereas the DTO list price data relates only to data transfers from AWS Regions to the public internet); time
period (the time periods covered by each list price series and net price series vary, but for S3 and DTO the list
price series date from 2008-09 to 2022 and are therefore significantly longer than the net price series, which
date from 2017-18 to 2022-23).
339 These three services collectively generated [$<]% of AWS revenue both in the UK and globally in 2022. EC2
was purchased by [2<]1% of UK customer accounts in 2022, and S3 was purchased by [3<]% of UK customer
accounts in 2022. Source: AWS response dated 31 March 2023 to the 5.174 notice dated 24 October 2022, Part
B questions 4 and 15.
340 [}(]
341 [}(]
342 [}(]
343 [3<]. For a general discussion on DTO, see: Joshua Gans, Mikaél Hervé & Muath Masri, 2023. Economic
analysis of proposed regulations of cloud services in Europe, European Competition Journal, 19:3, 522-568,
DOI: 10.1080/17441056.2023.2228668, pages 548-549.
3], [¥<].
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4.132

4.133

While this data suggests that unit margins are falling, we have not received detailed bottom-
up evidence of how AWS has calculated these unit costs and unit margins. Moreover, we
observe that unit costs [2<]. Therefore, despite AWS’s evidence appearing to show that cost
savings on these services have been passed onto prices, [3<].3%

There is less evidence that AWS has [<] as extensively, given the relatively gradual recent
UK list price reductions noted above. This suggests that AWS has potentially [3<] some key
services among customers paying UK list prices. However, we acknowledge that this finding
is tentative, as we do not have unit cost data precisely tailored to the scope of the UK list
price data AWS has provided.

Microsoft

4.134

4.135

4.136

4.137

4.138

Microsoft provided analysis capturing how the website (list) prices of its Azure laaS and PaaS
products have changed over time. Its data is global and incorporates website prices for a
wide range of Azure products introduced since 2016, which collectively represent most of its
laaS and PaaS revenue. To account for the introduction of different products at different
times, Microsoft’s analysis measures the changes in product website prices for each month
after a given product is introduced, and it aggregates these changes to form a revenue-
weighted price index capturing average website price changes in the months after product
introduction.?*

Microsoft’s data suggests that the revenue-weighted average global list (website) price of its
Azure laaS products decreases by around [3<]% [0%-5%] between the [3<] month after
product introduction and the [<] after product introduction. The equivalent decrease for
Azure PaaS$ products is around [3<]% [0%-5%].>*” These are fairly marginal reductions in the
price indices, and they do not account for the prevalence of price increases during the first
[3<] months after product introduction.

Microsoft’s analysis also captures the distribution of qualitative price changes across the
product set it analyses. Specifically, this shows the proportions of total revenue associated
with products which recorded no price changes, price increases, price decreases or both
price increases and decreases over the 2016-23 period studied.3*

This analysis shows that for a majority of Azure products by revenue (especially PaaS
products), prices remained stable over the 2016-23 period. Without adjusting for increased
quality of products, for 1aaS products, price decreases were more common than price
increases, but for Paa$S products, price increases were slightly more common than price
decreases. This appears broadly consistent with the findings of fairly marginal average price
reductions in the price indices.

Microsoft’s submission additionally provides a breakdown of global Azure Consumed
Revenues (i.e. actual revenues) into implied list price revenue and the various discounts
applied to these list prices (including committed spend discounts, reserved instances and
saving plans, and credits) to generate Azure Consumed Revenue. This breakdown suggests
that Azure Consumed Revenues have fallen as a share of implied list price revenue, from

345 [3<]. This is consistent with our broader findings on AWS profitability, including AWS’s persistently high
returns, which we set out in the following subsection and in Annex 2.

346 [<].
3497 [<].
348 [3<].

[3<].
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[3<]% in FY21Q1 to [$<]% in FY23Q3.3* This implies that the global average net price
charged for Azure services has fallen faster than the global average list price.

4.139 As with AWS, we consider this tentatively suggests that price discounts have likely been
increasing in importance, suggesting that larger customers (i.e. those that have the ability to
negotiate and/or secure volume-based discounts) may have benefited more from price
reductions than have customers who pay list prices. However, we also acknowledge (as with
AWS) that customers paying list prices might have benefited from other factors, such as
improvements to the quality of services or the introduction of new service tiers. We also
observe from Microsoft’s submission that all customer groups (including PAYG) customers,
who are not eligible for committed spend discounts) benefit from Reserved Instances and
Saving Plans, which provide resource-specific discounts relative to list prices.**° The
importance of these discount types has increased in recent years.

Our overall assessment of the evidence submitted by AWS and Microsoft

4.140 Overall, the pricing evidence submitted by AWS and Microsoft suggests that list prices paid
by PAYG customers for their core cloud infrastructure services have either remained stable
or decreased in recent years. The data also suggests that average net prices for these
services (which incorporate all types of discounts) have fallen faster than list prices over the
same timeframe, although the list price and net price series are not always perfectly
comparable. AWS has also told us that it has passed on global cost savings to customers
through reduced prices, highlighting that the global unit margins for its core cloud
infrastructure services have fallen. However, there is less evidence that AWS’s cost
reductions have been [3<].

Innovation

4.141 [3<] told us that “cloud providers continue to innovate to differentiate their core services,
and to pass on cost savings and efficiencies to customers through lower prices”,** Google
said that customers are “benefiting from product innovation, discounts and a wide choice of
software services from ISVs”.%? Some customers also pointed to the consistent release of
new innovations from cloud providers as a key benefit to using cloud or a driver in their
choice of provider or services.*** Microsoft pointed to evidence of innovation in its business
and provided an illustrative list of new entrants that have contributed to innovation in cloud
services in recent years.>*

4.142 We believe that the scope for attracting new customers into a growing market is creating
strong incentives for suppliers to innovate, and we recognise that continued innovation in
the sector brings benefits to all customers. This goes for hyperscalers, as well smaller cloud
providers and ISVs.

349 [}(]
350 [}(]
351 [}(]
352 Google response to the interim report, page 1, paragraph 3.
353 Ofcom / [<] meeting, [¥<], subsequently confirmed by [$<] by email on [$<].
354 Microsoft response to the interim report, pages 15-17; Microsoft response to the interim report (annexes),
pages 7-8, paragraphs 27-33. CoreWeave (2017) — focused on Graphics Processing Unit computing, especially
for generative Al technologies; Paperspace (2014) focused on generative Al workloads and serverless tool that
abstracts from underlying hardware; DigitalOcean (2012) a self-serve SaaS business; Scaleway (2014) focused
on providing cloud services to small businesses; Clever Cloud operates PaaS for developers and handles code
deployment so developers can focus on coding.
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4.143 However, as set out in more detail in Section 8, we are concerned that barriers to switching
and multi-cloud could pose a risk to the extent of innovation in the future.

Profitability

4,144 In this subsection, we:

a) compare hyperscaler operating profits and margins to those of other cloud providers;
and

b) compare our estimates of return on capital employed (ROCE) for AWS and Microsoft’s
cloud businesses to the weighted average cost of capital (WACC).>°

4.145 Our profitability analysis focuses on AWS, Azure and Google Cloud as the hyperscaler
businesses providing cloud infrastructure services.>*® For Microsoft, we also reference
Microsoft Cloud which, as well as Azure, includes Microsoft’s other cloud services like Office
365 Commercial, the commercial portion of LinkedIn and Dynamics 365.%’ While Azure is a
part of Microsoft Cloud, Microsoft Cloud’s financial performance reflects the performance of
all Microsoft’s cloud activities, not just those related to cloud infrastructure.

4.146 We have run our profitability analysis at a global level because the major cloud providers are
globalised businesses, with many of their expenses and investments in cloud services serving
their global customer base.

4.147 We explain our approach to assessing profitability in more detail in Annex 2. In that annex
we also respond to stakeholder comments on the profitability analysis we set out in our
interim report. In general stakeholders did not challenge the detail of the EBIT and ROCE
estimates we present below, and comments focussed primarily on the inferences drawn
from these estimates.

Hyperscaler operating profits compared to other global cloud providers

4.148 Amazon and Google publicly report earnings before interest and tax (EBIT) for AWS and
Google Cloud respectively.

4.149 Microsoft does not publicly report EBIT for Azure or Microsoft Cloud.>>® Microsoft does
publish revenues and gross margins for Microsoft Cloud, and it provided us with estimates of
Azure’s operating profit in response to our information requests. Using this data, we
estimated EBIT for Azure and Microsoft Cloud. We explain how we did this in Annex 2.

4.150 Figure 4.12 shows the latest annual EBIT for AWS and Google Cloud, alongside our estimates
for Microsoft Cloud and Azure (which has been redacted in the published version of this
report) and compares this to the EBIT for other global cloud providers where EBIT data is
available: Alibaba’s reported ‘Cloud’ segment and DigitalOcean.**° IBM and Oracle are not
included in the chart as IBM provided only high-level information relating to cloud EBIT, and

355 The definition of ROCE and WACC can be found in Annex 7.

356 Google Cloud includes Google Cloud Platform, which provides cloud infrastructure services, and Workspace,

which incorporates Google’s consumer and enterprise Saa$ like Gmail and Google Docs. While Google Cloud is

broader than ‘cloud infrastructure services’, we think it gives a reasonable idea of Google’s financial

performance in cloud infrastructure for the purpose of this market study, as explained in Annex 2.

357 Microsoft, 2023. 2023 10-K report, page 42 [accessed 26 September 2023].

358 While Microsoft does publish EBIT for its Intelligent Cloud operating segment, this includes Azure alongside

non-cloud server products, so it may not be representative of the profits associated with cloud infrastructure

services.

359 DigitalOcean provides cloud infrastructure services for startups and small and medium-sized businesses.
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Oracle said it could not provide detailed or accurate estimates on cloud profit beyond its
public reporting for the Cloud and License segment.>®

4.151 Figure 4.12 shows that in absolute terms, the most recent annual EBIT for AWS and our
estimate of EBIT for Microsoft Cloud are significantly higher than the EBIT of other cloud
providers, including Google Cloud, which was consistently loss making until 2022 (although it
reported its first quarterly operating profits in the quarters ending March and June
2023).%6%362 We estimate that Azure EBIT in Microsoft’s 2023 financial year was £[3<]. This is
[<].

Figure 4.12: Annual global EBIT for the latest financial year (£bn)

45 42
40
35
30
25
20
15
10
5
0 .
_5 _2

18

5

0.0 -0.6

AWS Google Cloud Microsoft Cloud Microsoft Azure DigitalOcean  Alibaba 'Cloud'
(part of segment
Microsoft Cloud)

Source: Ofcom analysis of cloud providers’ published financial statements, information provided by Microsoft in
response to our information requests>®®> and Ofcom assumptions. Figures (other than Azure) come from the
following financial statements: Microsoft — year to June 2023, AWS — year to December 2022, Google Cloud —
year to December 2022, Alibaba ‘Cloud’ segment — year to March 2023, DigitalOcean — year to December 2022.

4.152 Figure 4.13 shows quarterly EBIT margins for the same businesses between 2018 and June
2023. Our estimates for Azure have been redacted in the published version of this report.

360 |BM response dated 23 December 2022 to our follow-up email dated 9 December 2022 concerning the

s.174 notice dated 25 October 2022, Part B question 9; Oracle response dated 13 January 2023 to questions 7
and 14 of our follow-up email dated 22 December 2022 concerning the s.174 notice dated 31 October 2022,
Part B questions 9 and 20; Oracle response dated 2 June 2023 to our follow-up email dated 10 May 2023
concerning the s.174 notice dated 31 October 2022, Part B question 9.
361 Alphabet Inc., 2023. 2023 Q1 10-Q, page 29 [accessed 26 September 2023]; Alphabet Inc., 2023. 2023 Q2
10-Q, page 32 [accessed 26 September 2023].
362 OVHcloud reports EBITDA for its ‘Public Cloud’ business. In its financial years ending 2021 and 2022 EBITDA
was 35% to 40%. EBITDA is higher than EBIT as it is before depreciation and amortisation expenses. OVHcloud
does not report EBIT margins for its Public Cloud segment, but EBIT margins for its overall business were close
to zero in these years.
363 Microsoft response dated 7 August 2023 to the s.174 notice dated 23 May 2023, question 1b (Confidential
Supplemental Annex B22).
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Figure 4.13: Quarterly EBIT margins for major cloud providers, 2018-23
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Source: Ofcom analysis of cloud providers’ financial data reported by S&P Capital I1Q, information provided by

Microsoft in response to our information requests

364 and Ofcom assumptions. We have used the latest filings

(incorporating restatements).

4.153

4.154

Figure 4.13 indicates that, over this period:

a) AWS had stable EBIT margins of around 20% to 30%.

b) Our estimated Microsoft Cloud EBIT margins increased from 25% to 45%. As Microsoft
Cloud is broader than Azure, this data does not represent Azure’s EBIT performance. Our
estimated EBIT margin for Azure suggests [3<].

¢) Google Cloud made losses until the end of 2022, but it has since reported operating
profits for the first two quarters of 2023. Its EBIT margins are trending upwards but
remain low compared to AWS and Microsoft Cloud.

d) Among other cloud providers, quarterly EBIT margins for Alibaba’s ‘Cloud’ segment and
DigitalOcean were occasionally positive but mostly negative in recent years.

Overall, this evidence indicates that cloud profits for AWS and Microsoft Cloud are higher
than other cloud providers, for whom, in some cases, operating losses to date have been
common. While there is some evidence of improving profits (or reduced losses) among
smaller cloud providers, these are a lot lower than those for AWS and Microsoft Cloud.
Azure operating profits [<].

Comparison of hyperscaler returns against WACC

4.155

4.156

Return on capital employed (ROCE) can be compared against the weighted average cost of
capital (WACC) to assess how returns on investment compare to the cost of providing the
capital to fund the business.?**®> When combined with other indicators, a finding that ROCE is
above WACC for a sustained period can be an indication of limitations in the competitive
process. We say more about the use of ROCE to measure profitability in Annex 2.

Our ROCE analysis focuses on AWS and Microsoft Azure, as our shares of supply analysis
indicates they represent a substantial share of cloud infrastructure revenues, and Google

364 Microsoft response dated 20 January 2023 to our follow-up email dated 20 December 2022 concerning the
s.174 notice dated 21 October 2022, Part B question 22; Microsoft response dated 7 August 2023 to the s.174
notice dated 23 May 2023, question 1b (Confidential Supplemental Annex B22).

365 ROCE is calculated by dividing EBIT by the value of capital employed in the relevant business.
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Cloud has to date reported operating losses in its annual results (implying that its annual
ROCE up to 2022 is negative). For context and comparison with Azure, we also present an
estimate of ROCE for Microsoft Cloud.

4.157 We estimate that the pre-tax nominal WACC applicable to cloud services is likely to be
between 9% and 13%. We explain this in more detail in Annex 2.

AWS

4.158 For AWS, our baseline ROCE is calculated based on the EBIT and net property and equipment
assets for AWS reported by Amazon in its annual 10-K since 2013.3% OQur estimates are
shown in the figure below.

Figure 4.14: AWS ROCE estimates, 2013-22
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Source: Ofcom analysis based on public information from Amazon 10-K reports.

4.159 Our estimate indicates that AWS ROCE has increased since 2013 and has averaged 40%
between 2018 and 2022. It is higher than our estimate of WACC in all years except 2014, i.e.
in nine of the last ten years. Although not shown in Figure 4.14, we estimate that AWS ROCE
reduced [$<]% in the year to June 2023. A fall in ROCE is consistent with recent quarterly
reductions in EBIT, but it remains significantly above WACC.3¢’

4.160 In Annex 2 we consider sensitivities to our AWS ROCE estimate, including taking account of
additional assets and working capital within capital employed and attributing all Amazon’s
technology infrastructure assets to AWS. These sensitivities do not affect our analysis that
AWS ROCE has been above WACC for a number of years.

Microsoft

366 A 10-K form is an annual report required by the Securities and Exchange Commission in the US. It includes

annual financial statements.

367 Figure 4.13 shows that AWS’s quarterly EBIT margins have fallen since early 2022. This follows a slowdown

in revenue growth over this period as customers optimised their cloud spend in response to tough

macroeconomic conditions. However, in its most recent Q2 2023 results announcement Amazon said “Our

AWS growth stabilized as customers started shifting from cost optimization to new workload deployment”.
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4.161 Annex 2 details how we estimated EBIT and capital employed for Azure and Microsoft Cloud,
for use in our ROCE calculation. Our estimates involve more assumptions than for AWS, as
Microsoft reports less information on its cloud businesses, and it could not provide us with
all the financial information we requested.

4.162 Our ROCE estimates for Azure for Microsoft’s financial years ending 2018 to 2023 are shown
in the figure below.

4.163 We estimate that Azure’s ROCE increased over this period and was above our estimate of
WACC for Microsoft’s last three financial years. [3<].

Figure 4.15: Azure ROCE estimates, Microsoft financial years ending 2018-23
[<]

Source: Ofcom analysis based on Microsoft 10-K reports and information provided by Microsoft in response to
our information requests.3%®

4.164 In Annex 2, we consider whether the inclusion of intangible assets could impact our ROCE
estimates for Azure, but conclude it is unlikely to change our findings regarding the
trajectory and level of Azure ROCE.

4.165 Our baseline ROCE estimates for Microsoft Cloud for Microsoft’s financial years ending 2016
to 2023 are shown in the figure below.>*

Figure 4.16: Baseline ROCE estimate for Microsoft Cloud, Microsoft financial years ending 2016-23
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Source: Ofcom analysis based on public information from Microsoft 10-K reports and Ofcom assumptions.

4.166 We estimate that Microsoft Cloud ROCE steadily increased over this period. Our baseline
estimate of Microsoft Cloud ROCE increased from 18% to 46% in Microsoft’s financial years
ending 2018 to 2023, above our estimate of WACC.

368 Microsoft response dated 20 January 2023 to our follow-up email dated 20 December 2022 concerning the
s.174 notice dated 21 October 2022, Part B question 22; Microsoft response dated 7 August 2023 to the s.174
notice dated 23 May 2023, question 1b (Confidential Supplemental Annex B22).
369 As noted in Annex 2, our estimate of ROCE for Microsoft Cloud was by reference to capital employed in
Microsoft’s overall business. This is likely to overestimate capital employed for Microsoft Cloud and
underestimate ROCE.
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4.167 In Annex 2 we consider a sensitivity to take account of working capital within capital
employed. This reduces our estimate of Microsoft Cloud’s ROCE, but not substantially
enough to affect the observation that Microsoft Cloud ROCE appears to have been above
WACC since at least Microsoft’s 2019 financial year.
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5.Barriers to multi-cloud and

5.1

5.2

53

switching

In this section we consider the extent to which barriers to switching and multi-cloud may
weaken effective competition and adversely affect market outcomes.

Customers may face four categories of barriers to switching and multi-cloud:

a) Technical barriers. These include: (i) technical efforts required to set-up and operate a
preferred cloud architecture; and (ii) time and costs required to develop the skills
needed to use different clouds.

b) Egress fees. These are financial charges customers face when they transfer data out
from a cloud provider’s infrastructure.

¢) Committed spend discounts. These are discounts offered by cloud providers to
customers who commit to purchase a minimum amount over an agreed period.
Depending on how they are structured, they may present a commercial incentive for a
customer to concentrate most or all of their spending with a single provider.

d) Predicting cloud spend. These are challenges associated with customers predicting their
cloud spend, including price transparency and complexity of usage.

In the following subsections, we consider each barrier in turn, assessing the extent to which
they may limit customers’ ability to switch or multi-cloud and whether these obstacles may
be particularly strong for specific use-cases or customer segments.

Technical barriers

5.4

5.5

In this subsection we examine the extent to which technical barriers may hinder customers’
ability to implement different multi-cloud architectures and switch.

a) First, we outline how technical barriers can hinder customers’ ability to set up a multi-
cloud architecture and switch.

b) Second, we assess whether a significant share of customers face high technical barriers
to multi-cloud and switching.

¢) Third, we set out the evidence, assessing whether some of these technical barriers may
not be justified and might persist going forward.

Where relevant, we explain how technical barriers may also impact the ability for customers
to build multi-vendor solutions. We then discuss the implications of this in Section 7.

Technical barriers can hinder customers’ ability to set-up a
multi-cloud or multi-vendor architecture and switch

5.6

Customers rely on cloud infrastructure services to run applications and process data which
they use to provide services internally and/or externally to their users. To ensure their cloud
architectures work as effectively as possible, customers may wish to take-up cloud
infrastructure services offered by different cloud providers (i.e. multi-cloud); mix first-party
and ISVs’ services within the same cloud (i.e. multi-vendor); switch some or all components
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of their applications to a different cloud (i.e. switching between clouds); or, to an ISV hosted
on the same cloud (i.e. switching within clouds).

5.7 As further detailed in Annex 4, the degree of interoperability and portability offered by cloud
providers and ISVs are crucial for customers’ ability to deploy their preferred cloud
architecture and modify it when their preferences and technical requirements evolve. If a
customer wishes to deploy a multi-cloud or multi-vendor architecture, a high degree of
interoperability facilitates the integration of cloud infrastructure services offered by
different cloud providers or ISVs.?”° If a customer wishes to switch between or within clouds,
the degree of interoperability and portability will affect the scale of the technical efforts

needed to successfully carry out the change.?”*

5.8 AWS and Microsoft said that the introduction of cloud services has materially improved
interoperability and portability of services, such that barriers to switching are considerably
lower compared to legacy IT services.>’”> We recognise that IT markets have always been
prone to some technical barriers and that cloud has in some ways supported greater
interoperability and portability than before. However, in our market study, our aim is to
consider the features of the market today and assess whether technical barriers have, or
may have, adverse effects.?”?

5.9 We consider that customers may face several technical barriers which can reduce
interoperability and portability in the cloud and, as a result, hinder their ability to implement
different multi-cloud or multi-vendor architectures and switch. These technical barriers can
be categorised as follows:

a) Technical differentiation of cloud infrastructure services. Cloud providers and ISVs offer
different cloud infrastructure services. Technical differences at interface level (e.g.
proprietary APls, protocols and workflows) can reduce interoperability, while technical
differences at functionality level can reduce portability. The greater the degree of such
technical differentiation, the more effort is required of customers to deploy a multi-
cloud or multi-vendor architecture and switch between and within clouds.

b) Technical differentiation of ancillary cloud services. Cloud providers and —to a more
limited extent — ISVs offer different ancillary cloud services to support the
operationalisation of their cloud infrastructure services, including observability, billing,
security®’*
services of different clouds or ISVs increases the complexity of managing a multi-cloud

and orchestration services. Technical differentiation between ancillary cloud

and, to a lesser extent, multi-vendor environment. This is because customers would
need to use and continuously sync different sets of ancillary tools or sustain material
technical efforts to create a unified interface. These barriers to multi-cloud or multi-

370 As discussed below, the extent of a multi-cloud integration is on a spectrum, with some types of integrated
multi-cloud requiring tight integration and therefore a high level of interoperability and portability.

371 As discussed below, a lack of interoperability and portability require customers to materially change their
application before it can run on the new architecture. Moreover, customers wishing to switch between clouds
will typically port small parts of their architecture over time (e.g. single workloads or individual services) and so
will need to set-up an integrated multi-cloud in the interim which would be more challenging where there is a
low degree of interoperability.

372 AWS response to the interim report, paragraph 9; [5<]; Microsoft response to the interim report, paragraph
179.

373 Section 130A(2) of the Enterprise Act 2002.

374 |n particular, Identity Access Management (IAM). IAM services enable organisations to manage digital
identities and control user access to critical corporate information within their could architectures.
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5.10

d)

f)

g)

vendor solutions can in turn hinder customers’ ability to switch between and, to a lesser
extent, within clouds.

Integration and operationalisation efforts. The technical efforts that go into the
integration and operationalisation of cloud architectures may be allocated to different
parties depending on the type of cloud architecture and the identity of the supplier of
cloud services. In a single-cloud architecture, first-party cloud infrastructure services are
pre-integrated by the cloud provider. In a multi-vendor architecture, integrating ISVs’
services may require some technical efforts by the customers, the extent of which will
typically depend on the amount of pre-integration that the ISV can achieve. In a multi-
cloud architecture, the technical efforts typically sit with the customer. This makes it
more difficult for customers to set up and operationalise their cloud architectures when
they span multiple clouds and, to a lesser extent, when they combine first- and third-
party cloud infrastructure services hosted on the same cloud. This can in turn hinder
customers’ ability to switch between and, to a lesser extent, within clouds.

Asymmetry of functionalities. First-party cloud infrastructure services may offer fewer
functionalities when used in combination with services hosted on a different cloud or
third-party cloud services hosted on the same cloud. This may discourage customers
from setting up a multi-cloud or multi-vendor architecture and, as a result, also hinder
their ability to switch between or within clouds.

Data gravity. The cloud where the bulk of a customer’s data is hosted is likely to attract
more of this customer’s data, as well as associated customer applications and cloud
services. This is because customers find it simpler to co-locate data, applications and
cloud services to mitigate external challenges, such as latency, data governance and data
sovereignty. This may further discourage customers from deploying a multi-cloud
architecture or from switching between clouds. On the other hand, data gravity would
not apply to multi-vendor architectures as in those cases first-party services and ISVs
services would be hosted on the same cloud.

Lack of technical skills. The technical differentiation of clouds means a different set of
technical skills is needed to work with different clouds. This requires customers to
develop specific skills for each cloud they would like to use.?”> Lack of technical skills can
therefore particularly add to the technical efforts required to multi-cloud and switch
between clouds.

Lack of transparency. A lack of transparency about any of the above dimensions may
further exacerbate the technical efforts required of customers to work with multiple
clouds, multiple vendors and switch between and within clouds.

For ease of reference, the table below summarises the extent to which each of the above
barriers might in principle hinder customers’ ability to work with multiple clouds or vendors
and switch between them.

375 As detailed below, a multi-vendor cloud architecture combines first- and third-party services hosted on the
same cloud. In such scenario, skills challenges are likely to be relatively low as customers would not need to
develop a fundamentally new set of skills when setting-up or switching to a multi-vendor architecture.
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Figure 5.1: Summary of impact of technical barriers on customers’ ability to integrate and switch

Impact of technical barrier on customers wishing to:
Technical barrier

Multi- Switch between el Switch within
cloud?®”® clouds clouds
Tech differentiation of cloud
. . Strong Strong Strong Strong
infrastructure services
Tech differentiation of
. . Strong Strong
ancillary cloud services
Integration and
) L. Strong Strong
operationalisation efforts
Asymmetry of functionalities Strong Strong Strong Strong
Data gravity Strong Strong Low Low
Lack of technical skills Strong Strong Low Low
Lack of transparency Strong Strong Strong Strong

Source: Ofcom.

5.11 In practice, the overall scale of technical efforts required of customers will typically be a
result of a combination of the above challenges in relation to a specific multi-cloud or
switching scenario. Therefore, the following sections present evidence to assess the impact
and nature of such barriers in the round and refer to specific barriers where relevant.

The evidence suggests that a significant share of customers
face high technical barriers to multi-cloud and switching

5.12 The evidence we have received throughout the course of this market study indicates that a
significant share of customers is likely to face high technical barriers to multi-cloud and
switching. In this subsection, we discuss this evidence as follows:

a) First, we set out evidence from the Context Consulting market research indicating that
many customers cite technical challenges as barriers to switching and multi-cloud.

b) Second, we present evidence suggesting that developing cloud-specific skills can add to
the technical barriers faced by customers.

¢) Third, we explain why technical challenges are likely to be particularly acute for more
integrated forms of multi-cloud and for switching between clouds.

d) Lastly, we present evidence indicating that hyperscalers’ services that facilitate multi-
cloud and switching are not sufficient to meaningfully mitigate technical barriers.

376 As discussed below, the evidence suggests that other things being equal, these barriers are likely to
materially hinder customers’ ability to set-up more integrated forms of multi-cloud.
90



Many customers cited technical challenges as a barrier to multi-cloud and

switching

5.13  The Context Consulting market research found that 52% of customers cited a lack of
interoperability between different laaS/PaaS providers’ services®”” as a key concern with the
cloud infrastructure services market.>’® This level of concern is broadly consistent across
users of all the major laaS/PaaS providers, sectors and category of service used (i.e. laaS and
PaaS). The level of concern is higher for early adopters (58%), those who have added an
laaS/PaaS provider (56%) and those who have switched (60%). These groups of customers
may provide a better indication of the importance of technical challenges as they are likely
to have more practical experience with interoperability in the market.

5.14  With regards to multi-cloud, at least half of laaS/PaaS users in the market research only use
a single cloud provider.>”® This is likely due to technical barriers, at least in part. The market
research found that around 65% of customers cited at least one of the following technical
challenges as a barrier to using multi-cloud: interoperability challenges, technological
challenges and lack of skills. We note that the top two challenges of using multi-cloud were
moving data across laaS/PaaS$ providers (45%) and greater costs/less cost efficiency (34%).3%°
These are likely to capture some additional technical challenges. For example, moving data
across laaS/Paas providers may be challenging because of low data portability, and greater
costs may be related to increased technical effort in maintaining an additional abstraction
layer in the cloud stack and subscription fees for adaptors.

5.15 The market research found that around 70% of customers cited at least one of the following
technical challenges as a barrier to completely switching their laaS/Paa$S provider:
interoperability challenges, application portability challenges, data portability challenges and
the need to retrain staff. Moreover, 37% of customers cited at least one of those technical
challenges as their main barrier to completely switching their 1aaS/Paa$ provider. We note
that the most cited barrier to completely switching the laaS/PaaS provider was time and cost
of making the change (43%).%* This is likely to capture some additional technical challenges,
such as the time and costs needed to reconfigure applications due to a lack of
interoperability. Indeed, the feedback we have received from customers suggests that in
some cases they may consider the reconfiguration effort as time and cost consuming rather

377 We note that the Context Consulting market research referred to laaS/Paa$S providers. Customers may have
understood such providers to include both cloud providers and ISVs. Hence, some of the market research
results may need to be interpreted with caution. Potential caveats to the market research results are noted
where relevant in this section and set out in more detail in Annex 3.
378 Context Consulting research data tables, Q63. The figure is 51% after excluding respondents using only
private cloud.
379 52% of laaS/Paa$ users reported using more than one laaS/Paa$ provider. This is likely to overstate the use
of more than one public cloud provider. This is because, in addition to using multiple public clouds, some
respondents who use more than one laaS/PaaS provider may be combining: (i) the products of an ISV and
public cloud provider on the same cloud; (ii) private and public cloud solutions (i.e. hybrid cloud); or (iii) two
private cloud providers. We discuss this further in Annex 3.
380 Context Consulting research data tables, Q31. After excluding respondents using only private cloud, the
relative frequency of the top two barriers is: moving data across laaS/PaaS providers (45%) and greater
costs/less cost efficiency (35%).
381 Context Consulting research data tables, Q52 and Q53. This figure is 43% after excluding respondents using
only private cloud. This was also the most cited option by all respondents, when asked to identify the single
main barrier to completely switching the laaS/Paa$ provider (20%). This figure is 19% and maintains its relative
ranking after excluding respondents using only private cloud.
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than technically difficult (i.e. they know how to reconfigure their applications, but it would
take time and money).

Developing cloud-specific skills can add to the technical barriers faced by
customers

5.16

5.17

5.18

5.19

5.20

Different cloud providers and ISVs use different proprietary cloud technologies (e.g. APIs,
software development kits, protocols, workflows, programming languages and data
formats). This requires customers to develop specific skills for each cloud provider or ISV
they would like to use, which can add to the technical efforts required to switch and set up a
multi-cloud or multi-vendor architecture. For example, cloud developers or engineers may
have become proficient in using a particular provider's workflows, tools and APlIs. If the
customer wanted to switch to a new provider, it would need to invest time and resources
into retraining or hiring new staff to be able to operate in that new environment.

The impact of such skills challenges is likely to be much lower in a multi-vendor environment
since customers would not need to change the cloud environment they operate within.
Setting up or switching to a multi-vendor architecture can usually be achieved without a
change of personnel or material additional training. As such, in the following paragraphs we
discuss skills challenges only in relation to multi-cloud and switching between clouds.

There is a significant degree of skills specialisation in the cloud. For example, the formal
training courses and accompanying certification offered by each of the hyperscalers are
specific to their individual cloud services. So cloud technical staff would need to obtain
separate certifications to demonstrate expertise in an equivalent suite of services from
multiple providers. One respondent to the market research said that the cloud environments
of AWS and Microsoft differ to an extent such that the skills of technical staff are specific to
one cloud.**? A customer ([3<]) provided anecdotal evidence that, for the most part,
workforce tends to specialise towards one cloud provider and may not be interested in
retraining for another.3%

Companies looking to switch to or add a new cloud provider will face costs associated with
retraining existing staff or hiring new staff. The market research found that ‘the need to
retrain staff’ was the second most cited challenge to switching provider, with 33% of
respondents perceiving it as a barrier to switching and 8% considering it the most important
barrier. This was raised as a concern more often by customers in the public sector (45%) or
healthcare industry (43%). Moreover, 26% of participants in the market research perceived
staff resistance to change as a potential challenge of switching provider. This may be due to
preferences for working in a particular cloud environment, or perhaps because technical
staff have a better understanding of the disruption that retraining or switching more
generally would cause. Consistent with this, the responses to our customer questionnaire
indicated that the need to retrain or hire new staff can add to the effort required to switch
or add a cloud provider.3®*

Skills challenges can be exacerbated by periods of labour market shortages in the tech

sector, with customers competing against global tech giants (including the hyperscalers) for
talent. One customer ([3<]) told us that if it wanted to switch provider or adopt multi-cloud,
the cost to train or hire staff would be especially expensive due to a world-wide shortage of

382 Context Consulting research report, slide 118.
383 [3<] response dated [3<] to the s.174 notice dated [3<], question [3<].
384 See Annex 3.
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skilled software engineers.*® This may be more acute in sectors which require higher
degrees of technical expertise, such as telecoms, due to the inherent complexity of the
technologies involved. We recognise that the tech sector is currently going through a cycle
of layoffs, which may alleviate the hiring challenges caused by skills shortages, though there
is evidence to suggest the impact on cloud was minimal.**® However, regardless of labour
market conditions, customers may find it difficult to find technical staff specialised in the
particular cloud they are considering switching to or adding as they are competing for skilled
labour against large tech companies, who likely have more resources available to them to
attract talent.

5.21 The hyperscalers provide some free training and are making efforts to improve their training
offerings, [3<],%®” which could reduce the retraining costs of a company looking to switch
providers. For example, Microsoft has sought to consolidate its training offerings into
programmes available to all customers through its Enterprise Skills Initiative, which gives

access to training to smaller customers who previously may not have been eligible.®
[}(].389 [}(].390

5.22  While the training courses offered by hyperscalers may lower skills challenges, they do not
remove the opportunity costs in terms of time and effort to retrain their workforce. Some
skills may be transferable across clouds and customers may train their staff to work across
clouds irrespective of whether they intend to use a different or additional cloud. However,
overall, based on our survey results and the qualitative feedback received by customers we
consider that developing cloud-specific skills is still likely to add to the technical barriers
faced by customers.

The evidence suggests that integrated forms of multi-cloud and switching
between clouds are more challenging to implement

5.23  Inthe interim report we examined the technical challenges customers may face in relation
to different multi-cloud architectures (integrated, duplicated and siloed multi-cloud) and
different switching scenarios (switching between and within clouds). We continue to
consider that this categorisation of multi-cloud and switching provides a useful benchmark
to examine technical challenges customers may face.

5.24  The evidence we have received since the interim report has clarified that there is not a clear-
cut separation between different multi-cloud architectures. Instead, there is a spectrum of
possible implementations going from the ones with little to no integration (i.e. the more
‘silo-ed’ end of the spectrum) to the ones with various integrations between cloud services,
customers’ applications and data (i.e. the more ‘integrated’ end of the spectrum).®*

385 [3<] response dated [3<] to the 5.174 notice dated [5<], question [3<]; also see Forbes, 2021. Is There A
Developer Shortage? Yes, But The Problem Is More Complicated Than It Looks [accessed 20 September 2023].
386 See, for example CRN, April 2023. AWS Confirms Layoffs Impacting ‘Single Digit Percentage’ Of Employees
[accessed 13 September 2023].

387 [3<] response dated [3<] to the 5.174 notice dated [3<], Part A question [<].

388 Microsoft blog, 2020, How Microsoft helps customers adopt Azure through developer education [accessed
28 September 2023].

389 [3<] response dated [3<] to the 5.174 notice dated [3<], Part A question [<].

390 [3<].

391 An extreme version of integrated multi-cloud is where applications dynamically distribute microservices
between different clouds depending on a predetermined set of rules (e.g. which cloud offers the cheapest
storage).
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5.25 The evidence has also clarified that integrated multi-cloud is a necessary step in fully
switching between clouds. This is because customers wishing to fully switch between clouds
will typically migrate small parts of their architecture over time (e.g. single workloads,
individual services) and will need to set-up a temporary integrated multi-cloud spanning the
origin and target clouds.®%

5.26  Inlight of this, the following paragraphs discuss: (i) technical barriers customers may face
when implementing more integrated forms of multi-cloud; and (ii) technical barriers
customers may face when switching between clouds. A more comprehensive overview of
the technical challenges relating to individual multi-cloud architectures and switching
scenarios is set out in Annex 4.

5.27  Overall, in line with our preliminary conclusion in the interim report, using multiple clouds is
always likely to require some technical effort, but its scale is likely to be a function of the
desired level of integration between clouds. Similarly, switching is likely to require material
effort, but its scale will depend on the actual switching scenario and use-case.

Technical barriers to integrated multi-cloud

5.28 Integrated multi-cloud is where customers build their public cloud architecture by mixing
and matching cloud services hosted on different public clouds. For an integrated multi-cloud
deployment to work effectively, different customer applications, customer data and cloud
services hosted on different clouds need to closely interoperate with each other. Hence,
technical challenges mainly revolve around limitations to cross-cloud interoperability.

5.29  Our evidence highlights technical challenges (as well as financial costs) associated with this
type of deployment. In particular:

a) The qualitative part of the market research found that for most customers integrated
multi-cloud is the desired model, but the challenge of making multiple clouds work in an
integrated way is an obstacle, especially for larger organisations. Lack of interoperability
was most commonly cited as a significant obstacle and usually stems from the difficulties
of making one cloud stack work with another (particularly in the case of Azure). A
minority of respondents said they have not experienced significant obstacles to a
partially integrated multi-cloud set-up, but these companies tend to be smaller and have
simpler technical requirements.3%

b) The responses to our customer questionnaire indicate that, due to low interoperability,
integrating multiple public clouds would require considerable work which has a
significant cost and does not allow customers to focus on the areas where their business
adds value.***

392 Depending on how complex the customer’s architecture is, the integration of the origin and target clouds
may last for weeks, months or even years.

393 Context Consulting research report, slide 80.

394 [3<] cited limitations to or lack of interoperability as one barrier to integrated multi-cloud ([3<] response
dated [3<] to the s.174 notice dated [3<], question [$<]); [3<] ranked the need to materially reconfigure data
and applications as the second most important barrier to integrated multi-cloud after nature of workloads or
applications to be run across cloud providers ([3<] response dated [$<] to our customer questionnaire,
question [3<]); [<] said that the limitation of interoperability is the main barrier to integrated multi-cloud
([3<] response dated [$<] to the s.174 notice dated [3<], question [<]); [<] said there is lack of
interoperability and/or difficulty in incorporating services from multiple providers in a single cloud architecture
especially at the speed ([3<]); [3<] cited limitations to or a lack of interoperability as one of the main barriers
to integrated multi-cloud ([3<] response dated [$<] to the 5.174 notice dated [3<], questions [3<]); [5<] said
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¢) Some smaller cloud providers mentioned that a lack of interoperability between clouds
can act as a barrier to integrated multi-cloud and hinder their ability to acquire
customers.*®

d) The existence of technical challenges to integrate multiple clouds has generally been
confirmed in the evidence we have received since the interim report. For example, a
customer ([3<]) said that it doesn’t necessarily want to split a single function across
clouds due to the complexities of managing two incompatible laaS stacks. In particular,
the customer said that integration within a hyperscaler ecosystem is an issue for cross-
cloud interoperability or for setting-up distributed data or applications.?*® [3<] explained
that in many cases integrating ‘best of breed’ capabilities from multiple clouds is
technically feasible but there are additional complexities to this way of working which
entail additional work and costs on the customer side.**’

e) As further detailed in Annex 4, our analysis of hyperscalers data indicates that, across all
hyperscalers, customers spending more than £10k per year (who account for a
significant portion of the hyperscaler’s revenues) use on average at least [3<] [10 to 20]
proprietary cloud services within that hyperscaler’s cloud. Our analysis suggests that
customers using this number of proprietary services would likely face material technical
barriers if they wanted to replicate some or all parts of such an architecture across
multiple clouds.

5.30 We recognise that some integration between clouds may occur in certain cases. However,
the evidence we have seen indicates that, where it occurs, multi-cloud is predominantly on
the siloed end of the spectrum and this is partly because it is technically less demanding:

a) According to the market research, siloed multi-cloud is the most frequently adopted
architecture by customers using multiple laaS/Paa$S providers (45%).>°® However, this

that integrated multi-cloud requires the use of an additional abstractions layer which risks access to
innovation, and leads to higher development costs and worse performance ([3<] response dated [<] to our
customer questionnaire, question [3<]); [3<] said that the main barrier to integrated multi-cloud is the effort
to configure two different environments ([3<] response dated [3<] to the s.174 notice dated [3<], question
[3<]); [¥<] ranked limitations to or lack of interoperability as the top barrier to integrated multi-cloud ([3<]
response dated [3<] to our customer questionnaire, question [2<]); [3<] said complexity in terms of
interoperability has been a key factor in it not having adopted integrated multi-cloud ([3<] response dated
[3<] to the s.174 notice dated [3<], question [3<]).
395 BT Group said that the practicality of adopting a multi-cloud strategy might be limited because of
interoperability concerns (BT Group response to the CFl, Appendix A10); BT Group also said that cloud services
differ in all aspects from one provider to another, even if they offer broadly equivalent services, which limits
interoperability in most cases and acts as a barrier to integrated multi-cloud (BT Group response dated 27
January 2023 to the s.174 notice dated 1 December 2022, question 18); Cloudflare said that the improvement
to interoperability would help foster a multi-cloud system (Cloudflare response to the CFl, page 2); Oracle said
that true multi-cloud means that a customer can mix, match, interconnect, and interoperate among all the
varied cloud providers’ services, and it said that multi-cloud is procompetitive and benefits all customers but
UK customers cannot successfully achieve a multi-cloud strategy where switching costs are kept artificially high
by market participants with significant market power (Oracle response to the MIR consultation, page 3); [3<]
said that it believes that the cloud industry currently faces several technical barriers that limit competition on
the merits, and that these barriers arise from restraints to interoperability and portability, which are critical to
avoid vendor lock-in and reduce switching costs between the different cloud platforms ([3<] response dated
[3<] to the s. 174 notice dated [3<], pages [$<] and questions [3<]).
3% Ofcom / [<] meeting, [$<] subsequently confirmed by [$<] by email on [$<].
397 Ofcom / [<] meeting, [$<] subsequently confirmed by [$<] by email on [3<].
3% This figure is 47% after excluding respondents using only private cloud (Context Consulting research data
tables, Q29). As discussed in Annex 3, 40% of customers (39% excluding users of private cloud only) who
‘spread similar workloads across clouds’ also may capture some siloed multi-cloud.
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may not be a result of strong customer preferences for siloed multi-cloud and may
simply reflect the relative ease of adopting this approach compared to other models.
Indeed, the qualitative part of the market research found that customers would
generally prefer to adopt an integrated multi-cloud architecture, but this is deemed
difficult to implement.*® This suggests that in some circumstances siloed multi-cloud
may be chosen as an easier (but unpreferred) multi-cloud architecture, from customers
wanting to procure specific services from different cloud providers.

b) This was generally confirmed in our engagement with customers. For example, [3<]
described their architecture as ‘loosely coupled’ and said that it has made the decision
to concentrate on AWS in order not to deploy any additional abstraction layers.*** Two
customers ([2<] and [3<]) explained that they have adopted a siloed multi-cloud
architecture as running workloads across clouds would be inefficient*> or impose
additional technical or commercial costs.*®* Another two customers ([3<] and [3<])
reported using a siloed multi-cloud architecture and did not cite any particular technical
challenges with adopting this multi-cloud approach.*®

¢) Evidence from suppliers of professional services indicates that integration between
clouds is usually aimed at creating some connection between siloed applications and is
limited in scope.*® In particular, [3<] suggested that customers typically ask to create a
multi-cloud strategy with some connection between siloed applications and operational
resilience recovery abilities, rather than a cloud architecture leveraging services across
clouds to deliver a single application.*?® [3<] said that it does not see much integration
of multiple public clouds from a functional perspective and assumed that this may be
because: (i) customers are in the early stages of their cloud adoption, which means their
focus is on migration to the cloud and integration from an operational
perspective whereas they lack the required skillset for integration from a functional
perspective; (ii) data gravity means that it’s easier to do anything where data sits
because the data is there and that environment has already been operationalised.*’

d) A [3<]report [3<] indicates that it is typical for multi-cloud organisations to concentrate
80% or more of their workloads with their primary strategic provider.*%®

399

5.31  We have also received evidence indicating that several stakeholders see a range of benefits
from integrated multi-cloud, indicating that there is an interest and potential demand for
more integrated forms of multi-cloud:

a) Some customers highlighted multiple benefits from using an integrated multi-cloud. For
example, [3<] told us that it has appetite for an integrated multi-cloud partly to gain

3% The market research indicates that 34% of those who run different applications on different clouds see a
lack of interoperability between clouds as a challenge to using multiple cloud providers. Context Consulting
research data tables, Q31.
400 Context Consulting research report, slide 80.
401 Ofcom / [3<] meeting, [3<] subsequently confirmed by [3<] by email on [¥<].
402 13<] response dated [$<] to our customer questionnaire, question [3<].
403 13<] response dated [$<] to our customer questionnaire, question [$<].
404 13<] response dated [$<] to the s.174 notice dated [3<], question [$<]; and [3<] response dated [$<] to the
s.174 notice dated [3<], question [3<].
405 We note that suppliers of professional services often act as system integrators, whose role is to help
customers integrate multiple clouds. The view of these suppliers on the current prevalence of more integrated
forms of multi-cloud may not be representative of the full market.
406 Ofcom / [3<] meeting, [<].
407 ofcom / [3<] meeting, [3<] subsequently confirmed by [3<] by email on [¥<].
408 [3<]
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5.32

b)

c)

bargaining power from its ability to more easily switch between clouds.*® [$<] said that,
if mixing and matching best-of-breed capabilities or services from different clouds was
easier, that may be advantageous, but it is difficult to predict how much it would make
use of different capabilities as it is still relatively new into its cloud journey.**° [3<] said
that it believes in using multi-cloud for an end-to-end IT service (i.e. to integrate
functions hosted on different clouds), if there are benefits for that customer.*'! Other
customers ([3<] had a more neutral position — they did not anticipate any growth in
demand for integrated multi-cloud but also suggested that there are barriers that
prevent this.**?

Some smaller cloud providers highlighted the importance of integrated multi-cloud
growing in the future. Oracle said that the end-state of true multi-cloud means that a
customer can mix, match, interconnect, and interoperate among all the varied cloud
service providers’ services. It said that, as the technology moves forward, every cloud
provider will have a different approach on how to design its cloud architecture and it is
important for customers to be able to access their innovation through easy integration
of multiple-clouds and switching.** IBM said that it sees the cloud as a technology
rather than as a physical place. IBM said that this is why it deploys many of its individual
cloud services on other clouds (e.g. AWS and Microsoft). This allows customers using
those other clouds to easily create a mixed architecture by combining first-party
proprietary services with IBM services hosted on those clouds.***

In a survey conducted by Public First, respondents that used more than one cloud were
asked about the current level of integration between their different cloud providers and
how important they considered the following types of integration: application
integration, management integration, security integration and data integration. While
the majority of respondents said that integration between different cloud platforms was
'very important' or 'somewhat important' for all types of integration, only 10% said their
use of different cloud providers is currently largely integrated.**”

Overall, technical barriers to deploy an integrated multi-cloud architecture are likely to be
material and a function of the desired level of integration between customers’ applications,
data and cloud services hosted on different clouds.

Technical barriers to switching between clouds

5.33

Switching between clouds involves customers migrating their cloud architecture from the
origin cloud to the target cloud so that they can cease using the origin cloud. This can be
done for the entirety of the customer architecture (full switch) or for parts of it where only
certain existing workloads are migrated (partial switch).

409 Ofcom / [3<] meeting, [<], subsequently confirmed by [3<] by email on [<].

410 ofcom / [3<] meeting, [3<], subsequently confirmed by [3<] by email on [<]

411 ofcom / [3<] meeting, [3<], subsequently confirmed by Vodafone by email on [3<].

412 ofcom / [3<] meeting, [3<] subsequently confirmed by [¥<] by email on [3<]; Ofcom / [$<] meeting, [<],
subsequently confirmed by [3<] by email on [3<]; Ofcom / [3<] meeting, [3<], subsequently confirmed by [3<]
by email on [3<]; and Ofcom / [3<] meeting, [3<], subsequently confirmed by [3<] by email on [3<].

413 Oracle response to the MIR consultation, pages 3 and 5; and Ofcom / Oracle meeting, 15 June 2023,
subsequently confirmed by Oracle by email on 9 August 2023.

414 Ofcom / IBM meeting, 26 June 2023.

415 The results of Public First’s survey are available at: https://www.publicfirst.co.uk/files/CCIA Survey.xlsx
[accessed 19 September 2023]. The relevant questions are 49-50.
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5.34  When switching between clouds, customers need to ensure their applications and data work
and perform equivalent tasks in the target cloud. Therefore, technical challenges revolve
around limitations to both cross-cloud interoperability and portability.

5.35 In most cases, a full switch necessitates the deployment of an integrated multi-cloud as an
interim step. In addition, a partial switch can be effectively regarded as a switch from a
single-cloud architecture to a multi-cloud architecture. Therefore, high technical barriers to
multi-cloud will likely reinforce the technical barriers to switching between clouds.

5.36 In practice, some technical differences always exist between clouds and as a result some
technical effort is always required of customers to complete the switch. However, a high
degree of technical differentiation between clouds materially increases this effort as it
requires customers to make additional changes to their applications and data so that they
can work on the target cloud. The scale of these challenges varies depending on the use-
case. Other things being equal, the main factors that determine the level of technical effort
are usually the number of applications that need to be ported and the tightness of their
integration into the proprietary services of the origin cloud.

5.37 The evidence indicates that technical challenges to switching are likely to be material for
some customers and use-cases:

a) The qualitative part of the market research encountered few, if any, examples of
organisations switching away from one of the hyperscalers.

b) The responses to our customer questionnaire confirmed the importance of technical
barriers to switching, despite mitigation strategies being in place. Most customers said
that technical difficulties are one of the top barriers to switching, along with skills lock-in
and data egress fees.*'® For example, [3<] said that while its cloud strategy mandates

416 13<] said that switching cloud providers will be costly and require extensive rework, implementation and
testing ([3<] response dated [3<] to the s5.174 notice dated [$<], question [2<]); [¥<] ranked technical barriers
as the second most important barrier to switching after the nature and number of apps or size of data to be
ported ([<] response dated [3<] to our customer questionnaire, question [3<]); [<] said that switching
products that it has built on one cloud provider to another is a large undertaking because of functional
(capabilities of the services) and non-functional (security, resilience) differences between cloud providers ([3<]
response dated [3<] to the s.174 notice dated [3<], question [3<]); BT Group said that indirect switching costs
(i.e. technical difficulties) often total more than any direct switching costs (i.e. data egress fees) (BT Group
response to the CFl, page 9); [$<] said that, even with mitigations in place, re-engineering to an alternative
cloud service would be a significantly larger endeavour in terms of the complexity, time and cost to
reconfigure applications ([3<] response dated [3<] to the s5.174 notice dated [$<], question [<]); [<] ranked
technical barriers as the second most important barrier to switching after the nature and number of apps or
size of data to be ported ([3<] response dated [3<] to our customer questionnaire, question [3<]); [3<] ranked
technical barriers as the second most important barrier to switching ([3<] response dated [3<] to the 5s.174
notice dated [3<], question [3<]); [3<] compared switching cloud providers to switching from gas to electricity
power. Despite emerging technologies to facilitate switching, it said it considers this to be ‘once-in-a-decade’
strategic decision ([3<]); [3<] said that limitations to or a lack of interoperability is one of the factors
preventing it from switching ([$<] response dated [3<] to the 5.174 notice dated [3<], question [3<]); [3<] said
that barriers and costs vary but the technical barriers would likely be relatively significant ([3<] response dated
[3<] to the s.174 notice dated [3<], question [3<]); [3<] ranked technical difficulties as the second most
important barrier to switching after vendor's product performance and functionality ([3<] response dated [3<]
to our customer questionnaire, question [3<]); [<] expected lack of interoperability to be its biggest problem
for migration ([3<] response dated [3<] to the 5.174 notice dated [3<], question [<]); [3<] said that technical
barriers to switching are significant and added only one more major obstacle - data egress fees ([] response
dated [3<] to the 5.174 notice dated [3<], question [3<]); Vodafone listed barriers to switching such as lack of
portability standards and egress as one of the most important issues to examine in cloud infrastructure
services competition (Vodafone response to the CFl, Q4.7).
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the use of open standards and open-APIs, it has experienced substantial technical
barriers to switching a single component of its cloud architecture*'’ as moving supplier
means re-architecting applications even if they are abstracted behind laa$S or Caas (i.e.
containers). This customer mentioned it followed a standard migration process, and this
has been ongoing for 6 months.*'

¢) Most smaller cloud providers that engaged with our market study mentioned technical
barriers to switching as one of the challenges to customer acquisition. They noted that
there are limitations to interoperability and portability, which they consider materially
increase switching costs and risks of lock-in.**°

d) A [¥<] report [3<] highlights a number of technical barriers to cloud portability, which
appear to be in line with the technical barriers set out in the previous paragraph. These
include: differences in technical capabilities, differences in processes and tools, data
gravity, integration efforts and employee skills.**°

e) The responses to our interim report and our continued stakeholder engagement has
largely confirmed the importance of technical efforts as a barrier to switching between

clouds.*??

5.38 The evidence received also indicates that more mature companies and larger companies
may be more affected by technical barriers to switching. This may be because these
companies are more likely to have large numbers of applications and/or use various
proprietary services offered by their cloud providers. In particular:

a) The market research suggests that the importance of barriers to switching may vary by
company maturity. For example, 49% of the companies established for less than 2 years
indicated at least one of these technical challenges as a barrier to switching: data
portability, application portability and interoperability. This figure raises to an average of
58% for companies established for more than 2 years.**? This may be because more
established companies have more cloud applications.

#713<] changed its [<].

418 13<] response dated [$<] to the s.174 notice dated [3<], questions [<].

419 BT Group response to the CFl, pages 8-10; [3<] response dated [3<] to the 5.174 notice dated [3<], pages
[3<] and questions [<]; [] response dated [3<] to the s.174 notice dated [3<], question [3<]; [3<] response
dated [3<] to the 5.174 notice dated [3<], questions [<].

420 [3<]

421 BT Group said that improving interoperability and portability between cloud providers can enable better
outcomes for customers, facilitating switching, preventing lock-in (BT Group response to the interim report,
page 1). [3<] said that when applications and workloads have evolved within a particular cloud provider, it
becomes more difficult to move them out, which might make users unprotected against price increments,
where the user might have to accept ‘non-transparent’ extra costs versus the cost of moving the applications
and data to other platforms (Ofcom / [3<] meeting, [3<] subsequently confirmed by [3<] by email on [<]).
[3<] noted that, while its current architecture has been built in Kubernetes which provides it with a reasonable
amount of portability, the more products that AWS release, the more options there are for a closer integration
with AWS (Ofcom / [3<] meeting, [3<] subsequently confirmed by [3<] by email on [3<]). [2<] explained that
exiting would likely be a multi-year programme which limits its options, unless it chooses to use
containerisation, but given the variety of places they have workloads, it does not make sense for it to split
everything they have and containerise (Ofcom / [3<] meeting, [3<] subsequently confirmed by [3<] by email
on [<]).

422 Analysis of Context Consulting research data tables, Q52. After excluding users of private cloud only these
figures are equal to 50% for companies established by less than 2 years and 60% on average for companies
established by more than two years. More specifically, the percentage of customers indicating at least one of
these technical challenges are as follows: 49% (50% excluding users of private cloud only) of companies whose
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b) The market research also found some differences in how customers of different sizes
perceive technical barriers to switching. The largest customers (>999 employees) were
more likely to cite at least one of the following technical challenges as a barrier to
switching: data portability, application portability and interoperability (64% compared to
an average of 55% for companies of smaller size).**® Larger organisations also tend to
have more cloud use cases.*** Taken together these findings indicate that larger
customers were more likely to cite technical barriers to switching because they have
more complex cloud architectures and more applications to port.**

¢) Consistent with the above, the responses to our customer questionnaire suggested that
technical barriers to switching are particularly strong for customers porting a large
number of applications and/or a large volume of data, or porting critical infrastructure
that is subject to strict regulation on resilience and security.**®* We understand that, for
these customers, cloud-agnostic design often becomes simply impractical, due to the
additional complexity, general time constraints and the lack of centralised coordination.

5.39  Asdiscussed in Annex 4, to assess the share of customers that may be facing high technical
barriers to switching we asked hyperscalers to provide us with the number of first-party
proprietary services and of first-party PaaS services used by customers of different sizes.*”’
The responses indicate that, across all hyperscalers, customers spending more than £10k per
year (which represent a significant portion of the overall hyperscaler’s revenues) consume at
least [3<] [10-20] first-party proprietary cloud services and at least [3<] [5-15] PaaS services.
We consider that customers using this number of first-party proprietary cloud services
would likely face a high degree of technical complexity if they wanted to switch or replicate
some or all of their architectures across multiple clouds.

5.40 The same data indicates that the number of first-party proprietary services is generally
higher for customers in higher revenue bands. For example, customers spending more than
S$1m a year (accounting for [3<]% of hyperscalers revenue) on average take at least [3<] [30-
40] first-party proprietary services and at least [$<] [20-30] PaaS$ services. This suggests that

business has been established by less than two years, 48% (51% excluding users of private cloud only) of
companies whose business has been established by more than two but less than five years, 54% (54%
excluding users of private cloud only) of companies whose business has been established by more than 5 years
but less than 10 years, 59% (61% excluding users of private cloud only) of companies whose business has been
established by more than 10 years but less than 20 years, 64% (68% excluding users of private cloud only) of
companies whose business has been established by more than 20 years.
423 Analysis of Context Consulting research data tables, Q52. After excluding users of private cloud only these
figures are equal to 67% for companies with more than 999 employees and 56% for companies of smaller size.
More specifically, the percentage of customers indicating at least one of these technical challenges are as
follows: 54% for companies with 10-49 employees (59% after excluding users of private cloud only), 55% for
companies with 50- 249 employees (53% after excluding users of private cloud only), 56% for companies with
250-999 employees (57% after excluding users of private cloud only), 64% for companies with more than 999
employees (67% after excluding users of private cloud only).
424 Context Consulting research report, slide 37.
425 For example, customers with more staff also have more complex identity and access management.
426 See paragraph 5.37b.
427 AWS response dated 14 July 2023 to the 5.174 notice dated 13 June 2023, question 1 (Annex 2, tab ‘Q1
Customer distribution’ columns E, F and D); Microsoft response dated 11 July 2023 to the s.174 notice dated
13 June 2023, question 1 (Confidential Annex 2, tab ‘Ql Customer distribution’ columns E, F and D); and
Google response dated 11 July 2023 to the s.174 notice dated 13 June 2023, question 1 (Annex 2, tab ‘Q1
Customer distribution’ columns E, F and D).
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technical barriers are likely to be more material for more mature cloud users, which is
consistent with the results of our market research.

5.41  Overall, we consider that customers are always likely to face some technical barriers when
switching between clouds. These barriers are likely to be material for customers porting a
large number of applications which are tightly integrated with proprietary cloud services and
may increase further in industries that are subject to strict regulation on resilience and
security. This is likely to encompass customers in many critical sectors, such as government,
financial services, healthcare, social media, as well as our core sectors of broadcasting and
telecoms.

Hyperscalers services that facilitate multi-cloud and switching are not sufficient
to meaningfully mitigate technical barriers

5.42  Each of the hyperscalers stated that they offer a wide range of support for multi-cloud and
switching, including open-source software and standards, cloud services designed to
facilitate multi-cloud and switching, and advice to customers. In particular:

a) AWS said it: (i) often builds its services on, or using, open-source technologies and
standards; (ii) makes a wide range of services and tools available to customers who wish
to migrate or multi-cloud; (iii) educates its customers on building for “reversibility” in
their IT solutions; and (iv) allows third parties to use AWS APIs and software
development kits (SDKs) outside AWS.*?

b) Microsoft said: (i) open-source technologies (e.g. Linux, Kubernetes) facilitate switching
because they are prevalent across public clouds; (ii) some commercial first-party PaaS
services (e.g. Azure Arc) and some commercial third-party PaaS services (e.g. Snowflake)
are designed to facilitate interoperability between clouds; (iii) it offers customers help
with switching; and (iv) it makes extensive information available to developers about the
services available in Azure and how customers, partners, or competitors can access that
functionality.*?®

¢) Google said: (i) it is committed to using open APIs across its technology stack and
building many of its services on open-source solutions; (ii) it gives customers options and
tools to build, migrate and deploy their applications across multiple cloud environments
to avoid vendor lock-in.**°

5.43  AWS and Microsoft said that these technologies enable customers to choose the best
solution for their needs, by allowing customers to make a deliberate trade-off between
portability and the value of using proprietary services when choosing their cloud
architecture.”®! They offer full flexibility, and users who are generally sophisticated, make
their decision in an informed way. For example:

428 AWS response dated 31 October 2022 to the 5.174 notice dated 24 October 2022, pages 2-3; AWS response
dated 21 November 2022 to the s.174 notice dated 24 October 2022, page 7, and Part A questions 7, 8, 11, 17,
23 and 31; AWS response to the interim report, paragraphs 11, 20-23; and [3<].
429 Microsoft response to the CFl, pages 7-10 and footnote 16; Microsoft response dated 18 November 2022 to
the s.174 notice dated 21 October 2022, Part A questions 11 and 31; and Microsoft response to the interim
report, paragraphs 197-203.
430 Google response to the CFl, paragraphs 13, 14, 23 and 28; Google response dated 23 November 2022 to the
s.174 notice dated 26 October 2022, Part A questions 2, 8, 17 and 31; and Google response to the interim
report, paragraphs 12-13.
31 AWS response to the interim report, paragraphs 20-22 and 27; [$<]; and Microsoft response to the interim
report paragraph 180 and sections 9.2.5, 9.2.6 and 9.2.7.
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5.44

5.45

5.46

5.47

a) Customers who place particular importance on minimising switching or multi-clouding
costs can take basic laa$S services and run a cloud-agnostic service on top. This would
facilitate multi-cloud and switching but may involve more work on the customer side
and the customer may not have access to a range of innovative proprietary cloud
infrastructure services offered by AWS and Microsoft.

b) Customers who particularly value innovative services offered by AWS and Microsoft
may decide to build a cloud architecture using these services and accept that this may
entail higher technical efforts if they decided to multi-cloud or switch. This is because,
for example, an equivalent proprietary service may not be available on other clouds
meaning that more reconfiguration or re-engineering efforts may be needed in case of
a switch.

We agree that these technologies may in principle facilitate multi-cloud and switching.
However, our evidence suggests that, while increasing, the take-up of some of these
technologies is limited. In particular:

a) The number of active customers using [3<] increased from [3<] in 2019 to [3<] in 2021.
These represent only around [3<]% of the number of active customer accounts using
[3<] in the same years.*?

b) The number of active customers using [3<] increased from [3<] in 2020 to [3<] in 2022.
This represents only around [3<]% of the number of active customers using [<] in the
same years.*3

We recognise that the figures on number of active customers may not precisely reflect the
individual number of users.*** However, we consider this analysis provides a good indication
that take-up of some of the hyperscalers’ services designed to facilitate switching and multi-
cloud is likely to be limited.

Regardless of take-up, these technologies may also be insufficient on their own to facilitate
multi-cloud and switching. For example, if a customer wishes to maximise interoperability
and portability for its cloud architecture, it would not be enough to run all its workloads on
Kubernetes (the open-source container orchestration service hyperscalers have noted)
which is only one part of their cloud architecture. The customer would also need to ensure
that all other parts of their cloud architecture are open-source or cloud-agnostic. In practice,
as discussed above, most customers tend to use multiple cloud-specific services to build
their cloud architecture. This means their cloud architectures would be equally difficult to
port, whether they run on Kubernetes or not.

In addition, many cloud services that facilitate multi-cloud and switching seem to be aimed
at hybrid rather than multi-cloud, meaning that they may not necessarily facilitate the take-
up of more integrated forms of multi-cloud. This is because many hybrid cloud services are
aimed at expanding the proprietary cloud environment to customers’ on-premises IT (e.g.

432 To carry out this analysis we have compared the total number of active customers using [$<] in 2019 and
2020 to the total number of active customers using [3<] in the same years.

433 To carry out this analysis we have compared the total number of active customers using [$<] in 2019 and
2020 to the total number of active customers using [3<] in the same years.

434 13<] have explained that a number of assumptions have been required to estimate the number of active
customers. For example, a unique customer might be counted multiple times due to that unique customer
having multiple accounts or customer IDs. We do not consider that precise estimates of unique customers are
necessary to make the point expressed above.
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Amazon EKS Anywhere can be deployed on on-premises servers so that customers can
effectively replicate their AWS workflows on their on-premises IT, which would facilitate
migration to AWS). When applied to a multi-cloud architecture, these services may allow
customers to expand their existing architecture to other cloud providers, but they would not
necessarily facilitate an integrated form of multi-cloud (e.g. Amazon EKS Anywhere could be
deployed on Google servers but this would not make it any easier for customers to integrate
their Amazon EKS clusters with managed Kubernetes services from Google).

5.48 Moreover, the introduction of services that facilitate hybrid cloud may simply reflect cloud
providers’ commercial incentives to facilitate migration from on-premises legacy IT. For
example, [3<].%** As discussed below, these incentives may diminish as the market matures
and the expected rate of migration from on-premises decreases.

5.49  We acknowledge that some customers may deliberately trade-off portability and business
value of different cloud architectures.**®* However, to the extent technical barriers do not
have a clear justification this may lead to suboptimal customer decisions.

The evidence suggests that some of the technical barriers are
not justified and might persist going forward

5.50 AWS and Microsoft acknowledged that, even with all services offered to mitigate technical
barriers, a certain level of technical effort is needed when changing or adding a cloud
provider. They said this is an inherent feature of IT markets rather than the result of
deliberate actions aimed at locking customers in.**’ In particular, AWS and Microsoft said
that:

a) Technical differentiation is the result of an active and effective competitive process:

i) AWS said that differentiation at interface or functional level is not an impediment to
competition between cloud providers but rather a feature of effective competition,
adding to the unique value proposition of each service and driving divergent and
innovative solutions to meet a range of customer needs.*®

ii) Microsoft said that differentiation between providers is the result of an active
competitive process which had delivered many benefits to customers. To seek to
limit such development (whether through mandated standardisation, required

435 [3<] response dated [¥<] to the s.174 notice dated [3<], Part A question [3<].

438 For example, [¥<] said that it had to make a decision whether it wanted to remain highly portable or take
advantage of AWS proprietary services and, given AWS are constantly releasing new innovations that [3<]
competitors are using, it decided that the benefits from innovation outweighed the disbenefits of lock-in and
so has not focused on portability (Ofcom / [3<] meeting, [3<] subsequently confirmed by [3<] by email on
[3<]; and [3<] confidential response to the interim report. [3<] said it uses cloud-native technology where the
benefit of doing so outweighs the cost of avoiding 'lock-in' (Ofcom / [3<] meeting, [3<] subsequently
confirmed by [3<] by email on [3<]). [3<] said that it uses managed open-source services wherever possible
because these services are more easily portable to other clouds and there is less need to update the
integrations of its apps; where it consumes proprietary services it does so with open eyes, understanding the
impact that this will have and the reasons for using them (Ofcom / [3<] meeting, [<] subsequently confirmed
by [3<] by email on [3<]). University of East Anglia said that customers, in particular of 1aaS and PaaS services,
are likely to account for potential portability issues during the decision-making process by, for example, testing
whether applications can be ported as required (University of East Anglia response to the interim report dated
17 May 2023).

437 AWS response to the interim report, paragraph 9; Microsoft response to the interim report, paragraphs 25
and 177.

438 [3<].
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5.51

equivalency or restrictions on open source-based services) would inevitably limit
innovation and differentiation.*’

b) Data gravity and the complexity of a multi-cloud environment may drive friction. While

c)

some mitigation techniques exist, these challenges are to some extent inevitable:

AWS mentioned that many of the technical challenges customers face setting up an
integrated multi-cloud architecture are inherent to the integrated multi-cloud
model, and are not challenges that can be ameliorated through regulatory
intervention. AWS said that any data transfer between cloud providers will
significantly increase latency, challenge the users’ ability to track data lineage, and
risk introducing data drifts. AWS said that other operational challenges inherent in
integrated multi-cloud include increased security and data privacy challenges, and
creating multiple points of failure for a single application.**°

Microsoft said that data-centric workloads are likely to suffer worse latency and
efficiency if they are implemented with interconnections with other cloud
environments. Customers can limit the impact of latency on their cloud to a certain
extent by using private networks or concentrating their data and services in a single
region. However, it is impossible to eliminate latency when deploying workloads
over multiple clouds and/or locations as this is fundamentally an issue of physics.
Microsoft added that introducing multi-cloud functionality may create single points
of failure that can lower system resiliency and create complexities, including in
managing procurement and costs, compliance with regulatory requirements,

security.**

In addition, Microsoft said that limited interoperability between first and third-party
services may in some cases be the natural result of innovation. In particular, Microsoft
mentioned that cloud providers, are continuously updating their services with the latest
security enhancements and innovations. An ISV or third-party cloud provider may not be
able to fully test and update their applications until some time after release. As a result,
there may be a reduction in interoperability between applications updated at different
times, and leading to lower performance or product quality (i.e. certain features do not
work correctly).**

We accept that some level of technical effort is always likely to be required when working
with multiple clouds, multiple vendors and switching between them. Some of the technical
differentiation between cloud services may be a precondition to, or the result of, cloud

providers competing for customers by building new innovative products. For example, cloud

providers may design their systems in the way they deem most efficient from a technical

perspective, and this may differ across providers. Also, new cloud services may be inherently

less interoperable or portable, if these are the result of technical innovation which is not

available on all clouds. For example, if a cloud provider introduced a new cloud service

based on an innovative chip that is only available to them, this service may not work as

effectively (or at all) with services from other clouds.

439 Microsoft response to the interim report paragraph 178.

440 [5<].

41 Microsoft response to the interim report paragraphs 188 and 191.
42 Microsoft response to the interim report, paragraph 192.
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5.52

5.53

However, we consider that for some of the technical barriers we have identified the
justification is less clear. In particular, we have seen evidence suggesting that:

a) Differentiation between ancillary cloud services can add material complexity for
customers.

b) Technical barriers are higher if first-party cloud services are not fully functional when
used in combination with third-party cloud services.

¢) There exists technically and commercially viable solutions to mitigate latency and
integration efforts, but these are currently not available on all clouds.

d) Cloud providers may not be fully transparent about the compatibility of their cloud
infrastructure services with competing open-source or ISV services.

In addition, based on the evidence examined, we consider that technical barriers might
remain high going forward.

Differentiation between ancillary cloud services can add material complexity for
customers

5.54

5.55

5.56

5.57

Customers must use a set of ancillary cloud services to operationalise their cloud
deployments. These will typically include billing, security, orchestration and observability
services which are required irrespective of the specific cloud use-case.

We understand that many such ancillary cloud services are typically cloud-specific, meaning
that customers using a cloud service from a given cloud provider must use their first party
ancillary cloud services. This can materially add to the complexity of managing an integrated
multi-cloud architecture since customers would be required to multiply their management
efforts and continuously maintain cross-cloud consistency across billing, security,
orchestration and observability. As a result, using separate sets of ancillary cloud services
may decrease efficiency and increase security risks of running an integrated multi-cloud
architecture (e.g. it may be less efficient to continuously monitor services across clouds, and
customers may need to make sure updates to data access permissions are made consistently
across user interfaces, creating scope for human error).

We note that ISVs would typically not offer a fully-fledged set of proprietary ancillary cloud
services and would instead rely on those of the hosting cloud. In some cases, ISVs may offer
some ancillary functionalities which are needed to take full advantage of their services (e.g.
an ISV offering a database service typically would not offer a fully-fledged IAM service but
may have some specific permissions/settings that they want users to be able to configure). If
ISVs cannot integrate these functionalities into the ancillary cloud services of the hosting
cloud, they may need to offer a separate and potentially differentiated user interface to
allow customers to use those ancillary functionalities. This may increase the hassle costs of
managing a multi-vendor architecture (e.g. in the example of the database vendor,
customers could not control those specific permissions/settings through the cloud-specific
IAM but would need to separately manage those by logging in the ISV customer profile and
use the ISV-specific interface). In addition, a high degree of differentiation between ancillary
cloud services of different clouds may increase the technical efforts required of ISVs to
integrate with different clouds and slow down uptake of ISVs services.

In some cases, customers may want to create an integrated interface to proprietary ancillary
cloud services of different vendors (e.g. to have a unified control panel for their multi-cloud
architecture). This would typically be a complex (if at all possible) technical endeavour as
many of the integration efforts would sit with the customers. To the extent ancillary cloud
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5.59

services are differentiated, such integration efforts are likely to be higher and solutions are
likely to be limited in scope.

Overall, technical differentiation between ancillary cloud services of different vendors
increases the complexity of managing a multi-cloud and, to a lesser extent, multi-vendor
environment. This is because customers would need to use and continuously sync multiple
differentiated services or sustain material technical efforts should they wish to create a
unified interface. This will in turn hinder customers’ ability to switch between clouds and —
to a more limited extent — within clouds.

The evidence we have received suggests that there is a high level of technical differentiation
of these ancillary cloud services across clouds and across suppliers of cloud services on the
same cloud. This creates additional complexity when managing a multi-cloud or multi-
vendor architecture:

a) A cloud provider ([3<]) said that multi-cloud or switching can be hindered by proprietary
cloud tools which are often not portable. This includes proprietary software and Day 2
operations tools**
performance, ensure security, compliance, logging and metering. This means that an

which are used once an application is running to e.g. monitor

application or Day 2 operation tool has to be recreated when using another cloud
provider.*** The cloud provider mentioned that enhancing standardisation of Day 2 tools
would help customers better manage their multi-cloud architectures, it would facilitate
the take-up and use of ISVs services**
competing ancillary cloud services which could work across clouds.

b) Eclipse Foundation said that enabling real cloud interoperability and portability requires
the implementation of a subset of cloud-neutral APIs, defined by the open-source
community, on top of the existing Cloud Providers backend APIs. This would allow the
open-source community to control the interoperability of ancillary cloud services
between the different clouds which includes: billing, security, observability and
orchestration.**® In other words, Eclipse Foundation suggested that standardising
ancillary service APls would make it easier to set-up and manage a multi-cloud or multi-

and it would make it easier for ISVs to develop

vendor environment.

c) Suppliers of professional services and customers also indicated differentiation of
ancillary cloud services as one of the key drivers of the complexity associated with
managing multi-cloud architectures and suggested that enhanced standardisation in this
space may be beneficial:

i) [3<] emphasised that for running an integrated multi-cloud architecture efficiently,
a customer needs ancillary cloud services that provide end-to-end observability and
other ancillary functions for their cloud architecture. [3<] noted that while ancillary
cloud services are standard in what they do, they differ significantly on how they do
it which creates added complexity for the customer. For example, each ancillary
cloud service currently produces different data in a different format and with

443 “Day 2 tools” is a term that is sometimes used in the cloud industry to refer to ancillary cloud services.

44 [3<] confidential response to the interim report, page [¥<].

45 [3<] explained that if ancillary cloud services were standardised across first-party services and ISVs services,
it would be easier for customers to create and manage architectures composed of first-party and ISVs services
(Ofcom / [3<] meeting, [3<]).

446 See section IV-B of Eclipse Foundation, 2023. Open services cloud OSC — Unlock cloud interoperability to
foster the EU digital market. [accessed 4 September 2023].
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5.60

5.61

5.62

5.63

different frequency. [3<] said that customers would be helped if there were more
standards around ancillary cloud services. This includes standard interfaces and
standards about the type, format and frequency of data produced.*’

ii) [3<] said that IAM has been a significant barrier in taking up Google in addition to
AWS. It started using AWS first and set up the AWS IAM. Several years later, when it
started using Google, [3<] found it technically challenging and potentially unsafe to
manage both AWS and Google IAM in an integrated fashion due to the high degree
of differentiation. [3<] also had similar issues with billing services. [3<] said that
avoiding the complexities associated with managing ancillary cloud services (e.g.
IAM or billing) across clouds was one of the key factors driving its decision to
concentrate its cloud usage on AWS.*®

iii)  [3<] noted that it is possible to integrate Okta**® into multiple clouds, but the
complexity stems from the fact that integration efforts mostly sit with the customer
and entail continuous work as integrations need to be applied to any new
applications/services/workloads. This means that, from an integration perspective, it
may be simpler to use just one cloud but that is not necessarily the right choice.**°

As discussed above, AWS and Microsoft submitted that technical differentiation is the result
of an active and effective competitive process which drives innovation and benefits
customers. In addition, Microsoft stated that seeking to limit such differentiation through
mandated standardisation would inevitably limit innovation and differentiation.**

Overall, we consider that the degree of differentiation between ancillary cloud services can
materially contribute to the technical efforts required of customers when implementing
more integrated forms of multi-cloud, and — to a lesser extent —multi-vendor architectures.
This will in turn hinder customers’ ability to switch between clouds and — to a more limited
extent — within clouds.

We recognise that technical differentiation between ancillary cloud services may have not
been designed with the aim to increase technical barriers and may simply reflect different
approaches or preferences across providers. At the same time, the current level of
differentiation between ancillary cloud services can add material complexity to the
management of multi-cloud and multi-vendor architectures (and switching as a result).

We understand that many ancillary cloud services largely exhibit the same functionalities.
This means that less technical differentiation between these ancillary cloud services would
unlikely limit customer access to innovative ancillary cloud functionalities and would unlikely
restrict cloud providers’ and ISVs’ ability to innovate over the core functionalities of their
services. In line with this, evidence received indicates there would be some industry and
customer support for greater harmonisation efforts in this space.

47 Ofcom / [3<] meeting, [3<].

48 Ofcom / [3<] meeting, [3<] subsequently confirmed by [<] by email on [¥<].

449 Okta is an ISV which supplies cloud services, including some ancillary cloud functionalities.

450 Ofcom / [3<] meeting, [3<] subsequently confirmed by [3<] by email on [¥<].

451 AWS response to the interim report, paragraph 24. Microsoft response to the interim report, paragraph
178. We discuss these submissions in more detail and respond to them at paragraphs 5.50 and 5.51
respectively.
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Technical barriers are higher where first-party cloud services are not fully
functional when used in combination with third-party cloud services

5.64  We have also seen evidence that AWS and Microsoft make some functionalities of their
cloud infrastructure services available only to their own cloud infrastructure services and not
to competitors. In other words, in some cases the full set of functionalities of a certain
service from AWS or Microsoft is only available when this service is used in combination with
another first-party service. We refer to this type of restriction as ‘asymmetry of
functionalities’.

5.65 We understand that, in practice, AWS and Microsoft impose such restrictions by designing
their cloud infrastructure services and interfaces so that it is not possible to take advantage
of certain functionalities when using them in combination with a third-party cloud service.
This would seem to particularly affect customers’ ability to import, export and exchange
data between first- and third-party cloud services, because of limitations to the available
sources and destinations on API level. For example, a customer wanting to use a certain
functionality of an analytics cloud service (e.g. upload data) would typically do so by making
a request to the API of the analytics service (e.g. upload ‘data.file’ from ‘URL’). However, if
the URL can only refer to a location within the same cloud, customers would not be able to
upload data from a source located on a different cloud.

5.66  When this is the case, customers are prevented from building or switching to an integrated
multi-cloud or multi-vendor architecture involving such functionalities. For example, if an
analytics service offered by cloud A can only load data from a first-party storage service
offered by the same cloud, customers**? will not be able to set-up or switch to an integrated
multi-cloud architecture combining the analytics service offered by cloud A with the storage
service offered by cloud B.*3

5.67  Anasymmetry of functionalities may be temporary when the full set of functionalities is
initially restricted to first-party cloud services and later made available to third-party cloud
services from other clouds or ISVs.*** As discussed below, in such cases customers may still
be discouraged to create a multi-cloud or multi-vendor architecture if they expect a delay in
accessing the latest functionalities introduced by the hosting cloud.**> As such, even a
temporary asymmetry of functionalities may discourage take-up of multi-cloud and multi-
vendor architectures.

5.68 As discussed above, we accept that the ability to add and monetise proprietary
functionalities can drive innovation and benefit customers. However, we do not consider
this ability is necessarily put at risk where customers take advantage of these functionalities

452 This would include customers taking up storage and analytics from cloud A who want to switch to the
storage solution of a different provider, as well as, customers taking up storage and analytics from cloud B who
want to switch to the analytics solution of cloud A.
453 The only way a customer may be able to use the analytics service from cloud A in combination with the
storage service from cloud B would be to also purchase storage from cloud A and copy data into that any time
data needed to be analysed. However, this would lead the customer to purchase and pay for two storage
solutions and the resulting multi-cloud set-up would be less integrated. In fact, we note this latter scenario
may be more akin to a siloed multi-cloud which, as discussed above, some customers may be implementing
due to the challenges of the integrated multi-cloud.
4% For example, as discussed below and further detailed in Annex 4, we understand that the limits to
interoperability that we had identified in the interim report in relation to Amazon SageMaker were recently
lifted.
455 See paragraphs 5.70a and 5.76.
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in combination with a third-party cloud service. For example, a provider designing a new
‘upload’ functionality for its analytics service could monetise such addition (e.g. by
increasing the price of the service or by charging customers using the new functionality)
irrespective of whether data are uploaded from a first-party or a third-party source.

5.69  Based on an analysis of publicly available documentation, we have identified a number of
AWS and Microsoft services that appear to be subject to such restrictions. These services are
listed below along with quantitative or qualitative information on the uptake of these
services.

Table 5.2: Examples of AWS and Microsoft cloud services with potential interoperability limits

Amazon Can only query data stored on
AWS [3<].457 ey
Athena Amazon S3.

This service is used by large

AWS Amazon IVS
companies such as GoPro.*®

Can only auto-record to Amazon S3.

Amazon Can only deliver extracted images to
AWS Kinesis Video [3<].%° y :
Amazon S3.
Streams
AWS website shows this Uses Amazon S3 for data import and
AWS Amazon service is popular with export.
Omics customers in the clinical
space.*°
Allows adding Amazon Personalize
Amazon recommendations to a marketin
AWS . [5<].%" . . e
Pinpont email campaigns, but not from third-
party recommendations engines.
S Amazon S[3<] ([¥<]% YoY growth)*®?> ' Can only bulk load data from Amazon

RedShift [5<].% S3.

456 For AWS see: Amazon Athena; Amazon Interactive Video Service; Amazon Kinensis Video Streams; Amazon
Omics; Amazon Pinpoint; Amazon RedShift; Amazon SageMaker; Amazon SageMaker DataWrangler; Amazon
Timestream; and AWS loT Events Documentation [accessed 28 September 2023]. For Microsoft see: Azure
Stream Analytics; and Azure loT Hub [accessed 28 September 2023].

457 AWS response dated 28 November2022 to the s.174 notice dated 24 October 2022, Part A question 33,
Annex A Q33.1.11, p.84.

458 AWS website. Interactive Live Streams — Amazon Interactive Video Service [accessed 28 September 2023].
459 AWS response dated 28 November2022 to the s.174 notice dated 24 October 2022, Part A question 33,
Annex A Q33.1.11, p.84.

460 AWS website. Genomic Data Analysis — Amazon Omics Customers [accessed 28 September 2023].

461 AWS response dated 28 November 2022 to the s.174 notice dated 24 October 2022, Part A question 33,
Annex A Q33.1.9, p.31.

462 13<]. AWS response dated 13 January 2023 to question 3 of our follow-up email dated 16 December 2022
concerning the s.174 notice dated 24 October 2022, Part B question 4 (Annex Q2.2).

463 AWS response dated 28 November2022 to the s.174 notice dated 24 October 2022, Part A question 33
(Annex A Q33.1.11, p.84).
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https://docs.aws.amazon.com/pinpoint/latest/userguide/ml-models-rm-how-it-works.html
https://docs.aws.amazon.com/redshift/latest/dg/t_Loading_data.html
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https://docs.aws.amazon.com/iotevents/latest/developerguide/iotevents-supported-actions.html
https://learn.microsoft.com/en-us/azure/stream-analytics/stream-analytics-add-inputs
https://learn.microsoft.com/en-us/azure/stream-analytics/stream-analytics-add-inputs
https://learn.microsoft.com/en-us/azure/iot-hub/iot-hub-devguide-messages-d2c
https://aws.amazon.com/ivs/
https://aws.amazon.com/omics/customers/

Amazon Can only access training data from
AWS SageMaker = S[3<] ([$<]% YoY growth)*®> = Amazon S3, Amazon EFS and Amazon
R FSx.
Amazon

. . . Can only import data from Amazon
SageMaker This product is ancillary to

AWS Data Amazon SazeMaker S3, Amazon Athena, Amazon Redshift,
Wrangler g ’ Snowflake, and Databricks.
AWS Amazon $[3<] ([3<]% YoY growth)® Can only use AWS Backup service to
Timestream manage backups.
AWS AWS loT $[5<] ([5<]% YoV growth)®’ Can only trigger actions with other
Events AWS services.
Azure Exclusively support native Azure
z
Microsoft Stream S[3<] ([3<]% YoY growth)?*6® y. BB .
Analytics services as inputs.

Allows basic interoperability but
Microsoft loT Hub S[3<] ([¥<]% YoY growth)*®® prioritises integration with other
Azure service.

Source: Ofcom.

5.70  We also heard concerns from some cloud providers that asymmetry of functionalities may
hinder customers’ ability to multi-cloud and switch:

a) Acloud provider ([3<]) said although innovation increases the quality of service for
customers, it may also increase technical switching barriers if improvements are only
available to first-party cloud services of a cloud provider with market power, but not to
competing third-party cloud services. The cloud provider added that there needs
therefore to be ongoing and timely symmetry of the functionalities available to first and
third-party cloud services, in order to ensure competition and true customer choice in a
multi cloud environment. *°

b) Another cloud provider ([3<]) discussed an example of an AWS cloud infrastructure
service (SageMaker) which is more functional on AWS cloud. It mentioned that to realise
the benefits of AWS SageMaker, it is necessary to consume the wider AWS ecosystem of

464 AWS has lifted the restrictions on this cloud service that we identified at the interim report stage. See
paragraph 5.72 and Annex 4.
465 Ofcom analysis of AWS response dated 9 December 2022 to the s.174 notice dated 24 October 2022, Part B
question 4, Annex 2.
465 AWS response dated 28 November2022 to the s.174 notice dated 24 October 2022, Part A question 33,
Annex A Q33.1.26, p.38.
467 Ofcom analysis of AWS response dated 12 December 2022 to the s.174 notice dated 24 October 2022, Part
B question 4, Annex 2. [3<].
468 Ofcom analysis of Microsoft response dated 9 December 2022 to the s.174 notice dated 21 October 2022,
Part B question 4, Annex B1-4.
469 Ofcom analysis of Microsoft response dated 9 December 2022 to the s.174 notice dated 21 October 2022,
Part B question 4, Annex B1-4.
470 13<] confidential response to the interim report, page [5<]; Ofcom / [3<] meeting, [$<].
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5.71

services, leading to lock-in, and discouraging users from selecting best-of-breed
technologies across the market. In addition, ([$<]) raised concerns that AWS may not be
fully transparent about what this means so that customers may not be fully aware of
such restrictions when they first take-up SageMaker. *’*

c) Intheir report on the cloud market, the Dutch competition authority (ACM) stated that
larger cloud providers may keep software standards of their services closed in order to
limit the interoperability with services of other providers. In this context, the ACM
referred to a meeting with VMware suggesting that, as a result of these limitations,
connecting third-party services with cloud-native services is not always possible.*’?

AWS and Microsoft disagreed with our analysis. We summarise their arguments and our
responses below. We set these out more comprehensively in Annex 4.

AWS response

5.72

5.73

5.74

5.75

In response to the interim report, AWS noted that the interim report only identifies
interoperability limitations in a small subset of its cloud services, focusing on 10 services for
which there are competing software solutions available that customers can run on AWS (or
elsewhere). In addition, AWS said that the features identified as limiting interoperability are
described inaccurately, exist alongside features that ensure interoperability, or are the
product of an objective technical limitation.*”3

We disagree with AWS that the features identified as limiting interoperability are described
inaccurately. Having reviewed AWS submission in detail, we consider that AWS has not
provided any evidence to rebut our analysis. The only exception to this is Amazon
SageMaker, where the limits to interoperability that we identified in the interim report were
lifted after its publication. As discussed above, while we welcome the lifting of such
restriction, we consider customers may still be discouraged to create a multi-cloud or multi-
vendor architecture if they anticipate that the full set of functionalities would only be usable
within their architecture after some time.

We also disagree with AWS that the limitations identified are not important since they exist
alongside other features that ensure interoperability. We consider that limitations to
effective interoperability may still exist, if the features that enable interoperability are less
efficient compared to the feature being restricted to the first-party cloud service. For
instance, in relation to Amazon RedShift, while other data ingestion options may exist, none
of them are comparable to the speed and efficiency of bulk-loading data (which is limited to
Amazon S3 only). Bulk-upload is also a very commonly used feature: large data sets are
routinely loaded into data warehouses. Those processes can be essential for time critical
applications.

We also disagree with AWS that the limitations identified are just the product of an
objective technical limitation. Our analysis suggests that it is not technically difficult to
provide access to all functionalities identified in the table above. More generally our analysis
indicates that, for a given cloud service, it is in most cases technically possible to ensure that
the full set of functionalities that is available to other first-party cloud services can also be
made available to third-party cloud services. This outcome may even be easier to accomplish

471 Ofcom / [3<] meeting, [<].

472 The Dutch competition authority (ACM), May 2022. Market Study Cloud Services, page 61. [accessed 28
September 2023].

473 AWS response to the interim report, paragraphs 24-26.
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if all functionalities were made accessible from the design stage (i.e. ‘interoperability by
design’).

Microsoft response

5.76

5.77

5.78

5.79

5.80

5.81

Microsoft’s response to the interim report recognised that temporary limitations of
interoperability between first and third-party cloud services can discourage take-up of multi-
vendor or multi-cloud architectures. However, Microsoft attributes these limitations to the
natural result of innovation from cloud providers which may take some time to be
incorporated and enabled by ISVs or other cloud providers.

In addition, Microsoft said that it does not have a strategy to frustrate interoperability and
that it is not accurate to characterise the services identified in the interim report as not
interoperable. In relation to Azure Stream Analytics, Microsoft said it configured the data
source to be Azure services because Azure Stream Analytics is designed to analyse and
process large volumes of data with sub-millisecond latencies. Microsoft also said that,
despite this, Azure Stream Analytics is still extendable to other clouds through connectors
(e.g. by configuring one of the Azure data sources, Even Hub, to take data from other
sources).””* In relation to loT Hub, Microsoft said that, once the data is in Azure, the
customers can choose to send that data across to another cloud for processing if desired. °

Some limitations to full interoperability may be the natural by-product of innovation.
However, we are concerned that in some cases — such as in the case of Azure Stream
Analytics and loT Hub — these limitations are instead the result of a deliberate service or
interface design which would not allow, even if just temporarily, customers to take
advantage of certain functionalities when combining first- and third-party cloud services.

We understand why Microsoft would want to ensure the low latency feature of Azure
Stream Analytics, but we do not consider this argument to be sufficient for limiting the data
sources to Azure services. First, we note that Google Cloud Dataflow (Google’s competing
product) is allowing customers to define any data source, which suggests that there may be
technically feasible ways to do this notwithstanding latency. Second, the latency argument
does not explain why customers are not able to define the data source to be a third-party
cloud service hosted on Azure. This could be particularly beneficial for customers wishing to
create a more cloud-agnostic architecture. Finally, Microsoft’s view is premised on latency
being an inherent feature of the market. But as noted below, there are ways in which cross-
cloud latency could be mitigated.

We also disagree with Microsoft that these cloud services are still expandable. As noted in
relation to AWS above, we consider that limitation to effective interoperability may still
exist, if the other features available to customers are less efficient compared to the one
being restricted to the first-party cloud service.

In a follow-up meeting with Ofcom, Microsoft also said that in some cases limitations on
interoperability are due to the fact that two services are really part of the same service
which was split in two to allow easier “plumbing” (i.e. more granular updates to avoid big
crashes of customer systems).*’® As discussed above, we accept that cloud providers should
be allowed to design their systems however they deem most efficient, which may include
adopting a less modular approach to the design of their services. However, in this case we

47% Microsoft response to the interim report paragraphs 212 and 213.
475 Microsoft response to the interim report, paragraphs 214-216.
476 Ofcom / Microsoft meeting, 15 June 2023.
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note that Microsoft markets Azure Stream Analytics as a separate cloud service and that
other cloud providers and ISVs offer comparable analytics services on a standalone basis.
This would suggest that it is technically possible to separate out the two services and there is
likely to be demand for the separate parts.

5.82  Overall, we consider that technical barriers are higher where first-party cloud services are
not fully functional when used in combination with third-party cloud services (i.e.
asymmetry of functionalities). Depending on whether it applies to any third-party cloud
service or only to third-party cloud services hosted on a different cloud, asymmetry of
functionalities can discourage both integrated multi-cloud and multi-vendor architectures.
Asymmetry of functionalities would not appear to be a necessary precondition to or the
natural result of healthy competitive dynamics.

There may be technically viable solutions to mitigate data gravity and integration
efforts but these are not currently available on all clouds

5.83  As discussed above, AWS and Microsoft recognised that some customers may face technical
challenges when using multiple clouds or switching. However, they told us that many of
these challenges (e.g. data gravity, integration efforts) are inherent traits of cloud
technologies, suggesting that it is not technically possible to mitigate them.

5.84  We are aware of examples that suggest, in principle, there are technically and commercially
viable solutions to mitigate some of the technical barriers stemming from data gravity and
integration efforts. In particular, we understand that connecting data centres of different
cloud providers is likely to be an effective solution to mitigate cross-cloud data gravity and
multi-cloud integration efforts:

a) Oracle signed a partnership with Azure which involves directly connecting their data
centres and integrating their virtual environments so that customers can seamlessly use
services from Azure or Oracle.”’” We understand that this solution makes it easier for
customers to mix-and-match services from Oracle and Microsoft. Connecting their data
centres mitigates data gravity issues, whereas the integration of Oracle and Microsoft
virtual environments mitigates integration efforts on the customer side.

b) Most cloud providers, including AWS and Microsoft, offer the possibility for customers
to directly connect on-premises architectures with their clouds to mitigate latency and
other data gravity issues (e.g. data security or governance).*’® We also understand that
there may be ways for customers to indirectly interconnect multiple clouds. For
example, customers could connect AWS to their own data centre (or to a data centre
provided by a third-party) and then connect this intermediary datacentre to e.g.
Microsoft.*’”® We note however that adopting such solutions would be very technically
complex and potentially less efficient than a direct interconnection between clouds.

477 See Microsoft website. Oracle and Microsoft announce availability of Oracle Database Service for Microsoft
Azure - Stories [accessed 21 September 2023].

478 For example, [$<] explained that it has an integrated hybrid environment with AWS and that ensuring there
is no lag between these can be challenging but there are services offered by AWS (such as, the direct connect)
that help mitigate these challenges (Ofcom / [3<] meeting, [3<] subsequently confirmed by [3<] by email on
[<]).

479 For example, we understand that Microsoft provides ExpressRoute, a private connection between Azure
datacentres and a customer’s network or another cloud provider’s equivalent private connection. See
Microsoft response to the interim report, paragraph 189. See also Microsoft website. Connectivity to other
cloud providers [accessed 14 September 2023].
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¢) We understand that most cloud providers, including AWS and Microsoft, typically have
multiple datacentres in each availability zone. These are located in separate geographic
areas but are physically interconnected to ensure greater resiliency (e.g. if one
datacentre has an issue, application and workloads can be quickly ported to a separate
datacentre in the same availability zone), lower latency and more capacity (e.g. AWS
mentioned that in some cases a customer may be able to run different parts of an
application in different closely-located datacentres of the same availability zone).*° This
further corroborates the view that physical interconnection of datacentres within
geographical regions is a technically feasible way to mitigate data gravity issues.

In addition, we observe that data gravity and integration efforts may also be mitigated by
making first-party cloud infrastructure services available on other clouds. For example, IBM
is making their cloud infrastructure services available as cloud-native services in any cloud
data centres, including AWS and Azure.*®! Google is also making some of their services
available on other clouds (e.g. BigQuery Omni).*®? In such cases, IBM and Google (limited to
BigQuery Omni) are effectively acting as ISVs on other clouds. From a customer’s perspective
this means that implementing a cloud architecture involving a mix of such services becomes
more akin to adopting a multi-vendor architecture. As set out above, this is technically easier
since services hosted on the same cloud are easier to integrate and are not subject to data
gravity issues (e.g. latency). In addition, making services available across clouds would
facilitate switching between clouds as customers could more easily replicate parts of their
architecture in the target cloud.

Overall, some of the key technical challenges faced by customers (namely, integration
efforts and data gravity) could be mitigated through increased industry adoption of some of
the above-mentioned solutions which appear to be technically and commercially viable.
However, such solutions are not widely available across clouds — and particularly between
AWS and Azure — which can add to the barriers to more integrated forms of multi-cloud and
switching.

Cloud providers may not be fully transparent about the compatibility of their
cloud infrastructure services with competing services

5.87

We have received submissions suggesting that all hyperscalers, but particularly AWS and
Microsoft, may be exacerbating technical barriers by not being fully transparent about the
extent to which their cloud infrastructure services are compatible with competing ISVs’ or
open-source services. As a result, customers using these services may not be aware of the
extent to which they may need to rewrite some of their code if they wish to multi-cloud or
switch.*® More specifically:

a) An ISV ([2<]) explained that AWS and Microsoft have developed proprietary cloud
services (namely [3<]) which they sell as compatible to its cloud service (namely [3<]).
Customers may take-up these first-party cloud services because they are more visible,
easy to use, or because customers are under the impression — driven by a lack of

480 Ofcom / AWS meeting, 25 July 2023.

481 Ofcom / IBM meeting, 26 June 2023.

482 Google response dated [3<] to the s.174 notice dated [3<], Part [3<], question [3<], page [¥<].

483 As noted in Section 7, while AWS and Microsoft may offer both the first- and third-party cloud
infrastructure services, customers may be induced to take-up the first-party ones because AWS and Microsoft
make them more prominent, integrated, easy to use and/or because they may not fully disclose the degree of
differentiation of their proprietary software.
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b)

d)

transparency from the hyperscalers — that these cloud services are fully compatible with
(or even a version of) the ISV’s cloud service. However, according to this ISV, the
compatibility of these first-party cloud services is limited, meaning that a customer using
them may need to considerably reconfigure their application if they wish to switch to
the ISV’s service.*®

Another ISV ([3<]) explained that the hyperscalers build their services on open standards
and open APIs but “tweak”“® them to make it more difficult for customers to switch as
they would need to rewrite much of their code. They explained that this kind of action is
presented by the hyperscalers as if they were in favour of open standards, but in fact
constitute a barrier to switching and moving data.*®

A cloud provider ([3<]) noted that certain market players such as Microsoft have taken
steps that limit interoperability or compatibility with other cloud providers, such as by
modifying open-source software to include their own, non-open APIs, or building upon
open standards in a way that creates lock-in. [3<] said these actions make it harder for
customers and ISVs to switch to a broadly equivalent service from another provider
without first having to significantly change how they deploy their service.*®’

Another cloud provider ([3<]) explained that hyperscalers could have incentives to
market a solution as more open and interoperable than it is in reality to capture
significant market share before progressively restraining access to its technology. In this
context, it gave the example of TensorFlow, a service which is marketed as open by
Google.*8

Another cloud provider ([3<]) said that there is an issue with some cloud providers
marketing their clouds in a non-transparent way. It said that such cloud providers say
they offer a lot of open-source software which is actually closed-source.*®® Where this is
the case, customers may be led to believe they are using open-source software when
indeed some of the features are proprietary, which may limit their ability to switch and
multi-cloud down the line.

AWS stated that it does not tweak open-source software but offers managed services for
such software which enables customers to limit the technical effort in running and
maintaining it. AWS said that, while managed open-source services include plug-ins that

integrate with other AWS services, changes to the underlying open source are documented
and do not prevent customers from easily transitioning to their next solution.**® AWS also
said it aims to keep open-source software in managed services as close to the upstream
project versions as possible.*!

Microsoft stated that differentiation between providers is the result of an active competitive
process including through services based on open-source. Mandating restrictions on open
source-based services would inevitably limit innovation and differentiation.*?

484 Ofcom / [3<] meeting, [<].

485 We understand that hyperscalers do not “tweak” open standards and open APIs but instead recreate them
with some functional differences.

486 13<]; and Ofcom / [3<] meeting, [3<].

487 [}(]

488 [3<] response dated [$<] to s.174 notice dated [$<], Part A [3<]; [3<] confidential response to the interim
report, pages [3<]; and Ofcom / [3<] meeting, [3<].

489 Ofcom / [3<] meeting, [<], subsequently confirmed by [3<] by email on [<].

490 AWS response to the interim report, paragraph 23.

491 [}(]

492 Microsoft response to the interim report paragraph 178.
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We acknowledge that open-source licences allow modifications of the software. We also
consider that such modifications can be beneficial to customers, for example because they
introduce innovative new features. Therefore, we are not concerned with the development
of managed open-source services. However, we consider a lack of transparency around such
modifications can increase technical efforts faced by customers wanting to build a multi-
cloud or multi-vendor architecture and switch.

We recognise that hyperscalers typically publish documentation around the compatibility of
their first-party proprietary services with competing ISVs’ or open-source services. However,
we have also seen evidence suggesting that in some cases the degree of compatibility may
not be unequivocally clear from such documentation. For example, AWS has a developer
guide on Amazon DocumentDB stating that “the compatibility of this service with MongoDB
4.0 means that a vast majority of the applications, drivers, and tools customers already use
today with their MongoDB 4.0 databases can be used with Amazon DocumentDB 4.0 with
little or no change”.*** MongoDB contests this statement arguing that “compatibility testing
reveals it fails over 64% of the MongoDB API correctness tests. Applications written for
MongoDB will need to be re-written to work with Amazon DocumentDB”.%%*

Overall, we remain concerned that hyperscalers may not always be fully transparent about
the compatibility of their cloud infrastructure services with competing ISVs’ or open-source
software. Lack of such transparency may add to the technical challenges faced by customers
who may not be aware of the extent to which they may need to rewrite their code if they
wish to build a multi-cloud or multi-vendor architecture and switch.

Technical barriers might remain high going forward

5.93

5.94

AWS and Microsoft said that there are several reasons why they have an incentive to be fully
interoperable and lower tech barriers:

a) AWS and Microsoft acknowledged that more interoperability would lower the tech
efforts needed to migrate on-premises workloads to the cloud.***

b) Microsoft said that offering full interoperability allows customers using other clouds to
connect to and use Microsoft services. Hence, restricting interoperability would not be
profitable as it would prevent Microsoft from winning these workloads.**®

c) AWS mentioned that customers demand the flexibility to incorporate third-party
technology and services into their cloud solutions. If customers are not confident that
they will be able to do so when the next innovation is released, or when they need a
niche solution, they will not choose AWS.**” Similarly, Microsoft stated that making APIs
available for developers to build on top of ultimately enhances the offer to Azure
customers.*®

All cloud providers have an incentive to interoperate with customers’ legacy on-premises IT
to increase demand for their clouds. However, we consider these incentives may not be
sufficient to ensure full interoperability across clouds and we are concerned that such

493 See AWS website. MongoDB Compatibility - Amazon DocumentDB [accessed 14 September 2023].

4% See MongoDB website. Comparing Amazon DocumentDB And MongoDB [accessed 14 September 2023].
495 13<]; and Microsoft response to the interim report, paragraph 181.

4% Microsoft response to the interim report, paragraphs 181 and 209.

497 [}(]

%8 Microsoft response to the interim report, paragraphs 181 and 209.
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incentives may diminish as the market matures and the expected rate of migration from on-
premises decreases.

We also recognise that to ensure usability of their clouds and/or in response to customer
demand, all cloud providers, including market leaders, have had to grant a certain level of
openness and interoperability which is beneficial for customers and competition. However,
the evidence examined above suggests that in practice, incentives to interoperate with other
clouds may be relatively weaker compared to incentives to interoperate with on-premises
legacy IT (e.g. direct connect is typically offered for hybrid but not for multi-cloud). In
addition, compared to smaller clouds, AWS and Microsoft may have a weaker incentive to
respond to customer demand for cross-cloud interoperability. This may be because
compared to smaller clouds, AWS and Microsoft may have a stronger incentive to defend
their installed base and to leverage other advantages (such as product range, scale, and
network effects) to attract new customers into their ecosystems.

In addition, the evidence examined indicates that the nature of this market is such that,
where profitable, cloud providers, and particularly AWS and Microsoft, may be able to resist
market forces pushing for lower technical barriers. First, interoperability is a relational
concept (i.e. it takes at least two to be interoperable). This means that AWS and Microsoft
(as any other cloud provider) have the ability to unilaterally restrict interoperability levels of
their competitors (e.g. if AWS decides that Amazon RedShift cannot bulk-upload from
Google Cloud Storage there is nothing that Google can do). Second, standardisation efforts
would need a critical mass to succeed. Given their market position in cloud, both AWS and
Microsoft would likely have the ability to slow-down or block any standardisation efforts
should they decide to not fully support it.

Overall, this suggests that despite customer demand for interoperability some technical
barriers might remain high, thereby restricting customers’ ability to multi-cloud and switch.

Conclusion on technical barriers

5.98

5.99

5.100

Based on the evidence received, we consider that there are several factors which can reduce
interoperability and portability in cloud and, as a result, hinder customers’ ability to
implement different multi-cloud or multi-vendor architectures and switch. These include:
technical differentiation between cloud infrastructure services, technical differentiation
between ancillary cloud services, integration and operationalisation efforts, asymmetry of
functionalities, data gravity, lack of technical skills and lack of transparency.

In practice, the overall scale of technical efforts required of customers will typically be a
result of a combination of the above challenges, which is likely to be particularly significant
for customers wishing to integrate services from multiple clouds (i.e. integrated multi-cloud)
or switch between them.

Some customers may be relatively unaffected by some of these factors. This includes those
who use a few applications built on common or sufficiently similar standards. However, the
technical efforts are likely a material barrier to switching and multi-cloud for customers with
large numbers of applications or with a cloud architecture that is tightly integrated with
many first-party cloud services. Based on the results of the market research and on cloud
providers’ data, we believe this is likely to encompass a material portion of customers across
several sectors and reflect a significant fraction of revenue.
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Each of the hyperscalers offer cloud services which can mitigate technical barriers to
switching and multi-cloud, including the use of open-source software and open standards
which are available across clouds. However, our evidence indicates that the nature and
uptake of these services is generally not sufficient to meaningfully offset technical barriers
to multi-cloud and switching.

We accept that some technical barriers may be a precondition to, or the natural result of
cloud providers seeking to differentiate themselves by innovating to the benefit of
customers. However, we consider that for some of the technical barriers we have identified
the justification is less clear.

In particular, our evidence indicates that: (i) differentiation between ancillary cloud services
can add material complexity for customers; (ii) technical barriers are higher if first-party
cloud services are not fully functional when used in combination with third-party cloud
services; (iii) there may be technically and commercially viable solutions to mitigate data
gravity and integration efforts but these are not currently available on all clouds; and (iv)
cloud providers may not always be fully transparent about the compatibility of their cloud
infrastructure services with competing open-source or ISVs' services.

Some of these technical challenges can also add to the barriers to entry and expansion faced
by ISVs and as a result further limit customers’ ability to multi-cloud and switch. Some
services offered by ISVs can mitigate technical barriers by facilitating multi-cloud and by
allowing customers to build cloud-agnostic architectures which are easier to port. If ISVs find
it more difficult to enter or expand, this could deprive customers of a potential solution for
building more interoperable or portable cloud architectures.

Overall, these technical barriers can hinder customers’ ability to work with multiple clouds,
switch between them and — to a lesser extent — implement multi-vendor architectures
within the same cloud. Moreover, the evidence examined would suggest that despite
demand from customers and a push from some market participants to lower technical
barriers, cloud providers — and especially market leaders — may be able to keep technical
barriers high in the foreseeable future.

Data egress fees

5.106

In this subsection we examine the extent to which data egress fees may hinder customers’
ability to switch and multi-cloud. The subsection is structured as follows:

a) We define the term egress fees, and set out factual background on the current level of
egress fees, the current aggregate volume of data transfers and associated provider
revenue;

b) We explain the evidence that egress fees may hinder customers’ ability to multi-cloud
and how this may differ between different customer groups;

c) We explain the evidence that egress fees may hinder customers’ ability to switch
between cloud providers and how this may differ for different types of customers; and

d) We consider indicators as to the relationship between the egress fees which are
currently charged by hyperscalers and the costs of providing egress.

What are egress fees?

5.107

Customers may need to transfer their data:
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a) into a cloud provider’s infrastructure (“ingress”);
b) within a cloud provider’s infrastructure (“internal data transfer”); and
c) out of a cloud provider’s infrastructure (“egress”).

Customers may egress data out of a provider’s cloud for a variety of reasons, including:

a) to deliver content to end users or applications;

b) to move data between the cloud and its on-premises data centres; and

c) to move data between different cloud providers, either as part of a multi-cloud
architecture, or as part of switching between two cloud providers.

Some providers charge customers when they transfer data out of their cloud. These charges
apply irrespective of the purpose of the data transfer out. We refer to these charges as
egress fees.

Egress usage and charges

5.110

Table 5.3 below sets out the current volume of data transferred internally within each
hyperscaler’s cloud and externally out of each hyperscaler’s cloud by UK customers in 2022.
It also shows the revenue that each hyperscaler received in relation to these data transfers,
and how this relates to total cloud revenue. In 2022, egress fees accounted for a relatively
small proportion of hyperscalers’ UK public cloud revenues. Hyperscalers differ as to
whether their UK customers transferred more data within their clouds or out of their clouds.
However, all three received more revenue from external data transfers than from internal
data transfers from their UK customers, partly because internal data transfers are charged at
a lower price.

Table 5.3: Data transfer volumes and revenues from UK customers, 2022

AWS GCP Microsoft Azure
Data transferred [3<] GB [3<] GB [5<] GB
internally within the
cloud
Data transferred out [3<] GB [3<] GB [3<] GB
of the cloud
Internal data transfer £[3<] £[3<] £[3<]
fees received
Egress fees received £[3<] £[3<] £[3<]

for data transfers out

499 Sources: Ofcom analysis based on responses to s.174 notices. AWS response dated 1 August 2023 to s.174
notice dated 13 June 2023, questions 1i and 1j; AWS response dated 31 March 2023 to s.174 notice dated 24
October 2022, Part B question 4. Google response dated 11 July 2023 to s.174 notice dated 13 June 2023,
guestions 1li and 1j; Google response dated 31 March 2023 to s.174 notice dated 26 October 2022, Part B
questions 4 and 7. Microsoft response dated 9 December 2022 to our s.174 notice dated 21 October 2022,
Part B questions 4, 6 and 7; and Microsoft response dated 25 April 2023 to our s.174 notice dated 21 October
2022, Part B questions 4, 6 and 7. Fees received converted to GBP based on average exchange rate Jan-Dec

2022.
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Egress fee revenue as [X]% [3<]% [3<]%
a proportion of total

UK public cloud

revenue

Notes: 1. For one hyperscaler [ 3<] the precise definition of UK customers varies across the datapoints shown in
this table. Due to limitations in the available data, the estimates for data transfer volumes and data transfer
revenues use a narrower definition of UK customers, whereas the datapoint for egress fee revenue as a
proportion of total UK public cloud revenue uses a wider definition of UK customers (in both the numerator and
denominator). 2. One hyperscaler [ 3<] told us it meters and charges some of its data transfer volumes using
units other than gigabytes, and that it cannot straightforwardly capture these volumes in gigabyte units. The
total data transfer volumes presented for that hyperscaler consequently capture gigabyte volumes only, and
therefore understate total data transfer volumes. 3. One hyperscaler [ 3<] provided data transfer volumes in
gibibytes (GiBy), and we have converted its provided estimates into gigabytes (GB) to allow for comparison
with the other hyperscalers. 4. One hyperscaler [3<] was not able to provide a fully comprehensive breakdown
of internal and external data transfer volumes, so the volumes shown above are likely to understate its total
data transfer volumes. There are also some differences between hyperscalers regarding the inclusion or
exclusion of egress volume and egress revenue involving data transfers made via private network connections.
However, taking wider account of methodological similarities and differences, we consider that the datapoints
shown are broadly comparable across the hyperscalers.

5.111 Figure 5.4 below shows the list prices for egress charged by six cloud providers for
transferring data out of the cloud via the public internet. We understand that both Google
and Microsoft charge higher prices than those shown for egressing data through their own
networks.”%

5.112 The figure illustrates that list prices for the hyperscalers and IBM may include:

a) a “free tier” whereby customers are able to egress a certain volume of data without
paying any fees (although some providers do not offer a free tier);

b) a higher marginal price for low volumes of data transfer; and

c) declining marginal prices for higher volumes of data transfer.

5.113 Figure 5.4 also shows that the hyperscalers and IBM charge egress fees which are around 5-
10 times higher than OVHcloud and Oracle. Both Oracle and OVHcloud also have a flatter fee
structure, with only one tier of egress fees with non-zero prices.

>00 See Microsoft website, Routing preference in Azure - Azure Virtual Network | Microsoft Learn, Network
Service Tiers overview | Google Cloud and Google website, Google Cloud networking in depth: Understanding
Network Service Tiers | Google Cloud Blog [accessed 1 September 2023].
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Figure 5.4: Egress fee list prices for transferring data out via the public internet, September 2023
(GBP per GB)
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Sources: Microsoft website. Pricing — Bandwidth | Microsoft Azure; AWS website. Amazon S3 Simple Storage
Service Pricing - Amazon Web Services and EC2 On-Demand Instance Pricing — Amazon Web Services; Google
website. All networking pricing | Virtual Private Cloud | Google Cloud; IBM website. Cloud Object Storage - IBM
Cloud; and Oracle website. Cloud Networking Pricing | Oracle United Kingdom [all accessed 21 September

2023]. OVHcloud response dated 17 November 2022 to s.174 notice of 27 October 2022, question 9, page 13.

Notes: Prices shown are for Microsoft: internet egress routed over the internet (ISP network) from North
America, Europe to any destination, for Google: Standard Tier egress, and for AWS: Data transfer out from S3
or EC2 to Internet. Prices for GCP converted to per GB from per GiB. Prices for AWS, GCP and OVHcloud
converted to GBP based on average exchange rate Jan-Dec 2022. OVHcloud egress charges only apply to data
transfer out of object storage. OVHcloud does not charge egress fees for its compute services. IBM structures
its egress fees differently to other providers, and so are less directly comparable — IBM egress fees shown in the
figure relate to cloud object storage from the Europe - London region.

5.114 Additionally, we understand that some egress via the public internet will not be subject to
these prices:

a) Some customers have negotiated private discounts on egress fees. We discuss this in
more detail below.

b) Some cloud providers have agreed to reduce or waive egress fees when customers
transfer data between them using Cloudflare’s network as part of the “Bandwidth
Alliance.”>%*

501 We understand that Google Cloud and Microsoft Azure offer a reduction in egress fees for customers using
Cloudflare’s network ([3<]% for Google Cloud, [3<] for Azure), and all other providers in the Bandwidth
Alliance do not charge egress fees. AWS is not part of the Bandwidth Alliance. For more information on the
Bandwidth Alliance, including which cloud providers are included, see Bandwidth Alliance | Reduce Data

Transfer Fees | Cloudflare. Also see Ofcom / [3<] meeting, [3<] subsequently confirmed by [3<] by email on
[<].
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Egress fees are a barrier to the adoption of multi-cloud

Data transfer is important for integrated forms of multi-cloud

5.115

5.116

Egress fees are likely to be a barrier to the more integrated forms of multi-cloud where a
significant amount of data needs to be transferred between the services hosted on different
clouds. Transferring data between different services is important to taking services from
multiple clouds in an integrated cloud architecture. These scenarios include:

a) moving data between storage, data warehouses and lakes, analytics and machine
learning platforms as part of a wider data processing pipeline within an organisation;
and

b) exchanging data between applications and their components as part of a service-
oriented software ecosystem.

In addition, most pieces of information within an organisation need to be backed up and
archived (e.g. for audit purposes), which requires transferring large volumes of data to long-
term storage facilities.

Customers are concerned by egress fees in relation to multi-cloud

5.117

5.118

5.119

The market research found that a majority of cloud customers (55%) cite egress fees as a
concern. This level of concern is consistent across users of all the major providers, and
across customers who are currently using a single cloud provider, and those which are using
multiple cloud providers.>*

The market research also found that moving data across cloud providers was the biggest
single potential challenge to multi-cloud (45% of respondents), for both customers currently
using a single cloud provider and those which are using multiple cloud providers.%

In their responses to the interim report, and stakeholder engagement following the
publication of the interim report, several customers have mentioned concerns about egress
fees affecting their ability to multi-cloud.*®* A number of other respondents to the interim
report agreed that egress fees act as a barrier to multi-cloud,*® including for innovative
cloud uses cases and resilience solutions.* A couple of stakeholders noted that while egress
fees may act as a barrier to multi-cloud, they were not the main barrier.>%’

Many customers are seeking alternative cloud architectures to minimise or avoid
egress fees

5.120

Where services require data to be transferred between clouds, customers will need to pay
egress fees. When these services are taken from the same cloud provider instead, customers

02 Context Consulting research data tables, question 63; Context Consulting research report, slide 131.

03 Context Consulting research data tables, question 31; Context Consulting research report, slide 79. Also see
Figure A3.4 and A3.5. A hyperscaler ([3<]) said that the survey research included evidence that some
customers conflated egress fees in relation to moving data to other cloud providers with other types of egress
fees. While this may be the case for some survey respondents, we do not consider that this undermines this
survey finding. See [3<].

04 [3<] confidential response to interim report [5<], [¥<]; BT Group response to interim report, page 2;
Gener8 response to interim report, page 2; Ofcom / [3<] meeting, [3<]; Vodafone response to interim report,

page 3.

305 Cloudflare response to the interim report, page 1, [3<] confidential response to interim report, page [¥<];
[3<] response to interim report, page [$<], Federation of Communication Services response to interim report,
page 3, [3<] response to interim report, page [$<].

506

BT Group response to interim report, page 2.

07 See [3<] response to interim report, [¥<] and Ofcom / [3<] meeting, [5<].
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will not have to pay egress fees.”® Therefore, egress fees can incentivise customers to
design their cloud architectures in such a way as to avoid transferring data between
different clouds, and act as a barrier to adopting an integrated multi-cloud architecture. For
example, either by purchasing all their services to run on one infrastructure (single cloud), or
by siloing services on different clouds (siloed multi-cloud).

5.121 Several customers have explained the impact that egress fees can have on their choices by
incentivising the purchase of multiple cloud services through the same provider and limiting
the ability to operate a multi-cloud architecture.*® We have also heard specific examples of
customers using a single-cloud architecture, rather than purchasing multiple cloud
providers, in part because of egress fees. For example, a customer [3<] stated that avoiding
egress charges were a main driver of its decision to purchase multiple cloud services from
the same provider.>*® We are also aware of specific examples of customers switching
workloads requiring data exchange from a multi-cloud to a single-cloud architecture in part
to avoid paying egress fees, even where this means selecting a less preferred solution. These
are set out in Box 5.5 below.

Box 5.5 Examples of customer decisions to move workloads from multi-cloud to
single-cloud solutions being influenced by egress fees

[3<] is moving its data analytics services from Google Analytics to AWS in part to avoid
egress costs, even though it considers that AWS'’s service capability remains below that of
Google.***

[3<] explained that data egress is the most pertinent obstacle to multi-cloud, considering
that data egress has influenced its architectural choice [3<]. It has moved its [3<] to align
with its choice of [3<], in part to avoid excessive egress fees.>'?

5.122 Even where customers are choosing to use multiple clouds, many are doing so by siloing
workloads on different clouds, rather than adopting more integrated forms of multi-cloud.>*
In some cases, this is motivated in part by a desire to avoid egress fees. For example, [$<]

08 They may need to pay internal data transfer fees if the transfer involves moving data between geographic
regions, but these are typically lower than egress fees.
%09 This includes broadcasters and telecoms operators such as ([3<], BT Group and Vodafone) and other
customers such as ([3<]). See BT Group response dated 27 January 2023 to the s.174 notice dated 1 December
2022, question 18, question 20; [3<] response dated [2<] to the 5.174 notice dated [3<], questions [3<]; [3<]
response dated [3<] to the s.174 notice dated [3<], question [3<]; [3<] response dated [3<] to the 5.174
notice dated [3<] question [3<]; [<] response dated [3<] to the 5.174 notice dated [3<], questions [3<];
Vodafone response to the CFI, page 3, questions 4.2 and 4.7; [3<] response dated [3<] to our customer
questionnaire, question [$<]; and [3<] response dated [3<] to our customer questionnaire, question [3<].
°10 3<] response dated [3<] to the s.174 notice dated [5<] question [¥<].
11 3<] response dated [3<] to the s.174 notice dated [5<], page [5<].
12 [3<] response dated [3<] to the 5.174 notice dated [5<], questions [3<], pages [$<].
°13 Our market research finds that the largest proportion (45%) of respondents who use more than one
laaS/PaaS used them for different workloads, and that a further 40% spread similar workloads across
laaS/PaaSs providers. See Context Consulting market research report, slide 76. We expect that all of the first
category, and some of the second category, are undertaking siloed multi-cloud. Further, while some
respondents used several cloud providers, very few told us that they were using integrated multi-cloud. We
discuss our interpretation of the evidence regarding the frequency of different types of multi-cloud
architecture in Annex 3, paragraph A3.17 — A3.29.

123



noted that individual workloads are located within a single cloud in part to avoid egress
fees.”!

Egress fees can create uncertainty for customers

5.123 Egress fees can create uncertainty and risk for customers. They can make it difficult to
compare the cost of using a single provider compared to the cost of hosting solutions across
multiple cloud providers. Even if the egress fees which apply to a particular data transfer are
clear and transparent, the overall egress fee payment also depends on the volume of data
the customer transfers out. Customers may not be able to perfectly predict how much data
they may ultimately need to transfer across different clouds.

5.124 This can affect customers of all sizes. This can be particularly acute for startups, as it is
difficult to predict their future business growth which is likely correlated to future data
traffic.>® Smaller customers with less resources may not have the depth of application
architecture and cloud infrastructure expertise to understand line-by-line charges.>*®
Unpredictability caused by egress fees can also be a concern for larger customers, due to the
volume of data flows.*” The uncertainty of both predicting and tracking the volume of data
egress would have a significantly lower financial impact if all services were purchased on the
same cloud.”*®

5.125 AWS and Microsoft have noted that they offer tools to assist customers in predicting their
costs.”* Microsoft said that its customers are typically sophisticated and will be able to
utilise the tools available to them (including the expertise of third-party consultants) and can
assess the cost of ownership across the lifetime of the cloud services (including data
egress).”” However, we note that [3<].°* We consider customer challenges to predicting
cloud spend more generally in paragraphs 5.260 — 5.276 below.

Some respondents, including hyperscalers, submitted that egress fees are not a
barrier to multi-cloud

5.126 Some respondents, including hyperscalers, did not agree with our assessment of the role of
egress fees as a barrier to adoption of multi-cloud. AWS told us that egress fees do not
restrict customers from accessing multi-cloud solutions as multi-clouding is prevalent, based
on its own data, research from Flexera and Gartner, and the findings of Ofcom’s market
research.>* AWS also stated that an efficient and well-designed multi-cloud strategy
minimises the volume of data transfer out (and thus the associated cost), reducing latency,
synchronisation problems, data errors and security vulnerabilities.>* Microsoft also stated

14 13<] response dated [$<] to our customer questionnaire, question [3<].

15 Ofcom / [3<] meeting, [<].

>16 Cloudflare response to interim report, page 2.

17 The Register, NASA to launch 247 petabytes of data into AWS — but forgot about eye-watering cloudy
egress costs before lift-off, accessed 17 August 2023, and BT Group response to interim report page 2 and
Ofcom / BT Group meeting, 5 June 2023.

>18 The customer may still face internal data transfer charges if using a single cloud for all its needs — but these
are typically lower than egress fees and are often related to data movement between geographies, rather than
between services within a geography.

19 Including ‘AWS Pricing Calculator’, ‘AWS Cost Explorer’, ‘Azure Cost Management + Billing’ and ‘Usage and
estimated costs’. See [3<] and [¥<].

520 Microsoft response to interim report, paragraph 235, page 57.

521 [5<].

22 AWS response to interim report, paragraph 10, page 5 and [3<].

523 [<].
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that customers were unlikely to design multi-cloud strategies requiring significant and
regular data transfers out for various reasons other than egress fees, such as reducing
latency, synchronisation problems, data errors and security vulnerability.>** A respondent
[3<] notes that while egress fees are a factor in ensuring effective competition, and
customer choice, focusing on them solely will not resolve the larger ‘data gravity’ challenge
where applications tend to cluster around where their data resides due to bandwidth and
latency.>* Another respondent [$<] argued that multi-cloud was not viable for all but the
largest customers due to the resources involved.>?®* AWS noted that around 90% of its
customers that transferred data out to the Internet pay no egress fees because of its free
tier.>*” Microsoft noted that its free tier encourages customers to build and run multi-cloud
scenarios involving some data ingress and egress without incurring bandwidth charges.>*® A
hyperscaler [3<] said that the evidence did not support a finding that egress fees are the
main barrier to multi-cloud adoption.>*

5.127 We address the evidence on the current prevalence of multi-cloud in Section 4, paragraphs
4.51 —4.57 and Annex 3. In summary, our analysis indicates that while many customers use
more than one laaS/PaaS provider, the use of integrated multi-cloud is uncommon. Where
customers have multi-cloud architectures, this is mainly where a secondary provider is used
for siloed use-cases and/or to back-up certain workloads. As discussed in Section 6, our
evidence suggests that only some workloads can be siloed and, consistent with this, we see
evidence of customers typically concentrating spend around a primary provider and only
taking a small number of niche services from a secondary provider.

5.128 While greater integration across clouds may not be needed or desired by every customer,
our evidence indicates that there is scope for greater uptake of more integrated multi-cloud
solutions by customers. In this regard, we note that customers transfer significant volumes
of data internally, implying that they have integrated cloud architectures with data being
transferred between different services within a single cloud. For example, the services which
currently incur the most data transfers by UK customers (3<) are (3<), and (3<).>°
Moreover, the qualitative part of our market research found that for most customers
integrated multi-cloud is the desired model, but the challenge of making multiple clouds
work in an integrated way is an obstacle.>** Similarly, as set out above, our quantitative
market research identified that moving data across clouds was the biggest single potential
challenge to multi-cloud (45% of respondents), and we have seen examples of customers
being deterred from taking services from multiple cloud providers in part due to concerns
about the magnitude of potential egress fees.

5.129 In terms of free tiers for egress, observing that many customers do not exceed their free tier
allowance does not imply that the free tier allowance is sufficient for them. For very small

24 Microsoft response to interim report, paragraph 239, page 58.
525 [3<] confidential response to interim report, question [<].
526 [3<] confidential response to interim report, page [<].
27 AWS response to interim report, paragraph 17, page 8.
28 Microsoft response to interim report, paragraph 238, page 57.
529 [}(]
30 Source: Ofcom analysis of s.174 notices. [3<] response dated [$<] to s.174 notice dated [$<] question [5<]
and [2<]response dated [3<] to s.174 notice dated [3<] questions [3<]; and [<] response dated [3<] to our
s.174 notice dated [3<], Part [3<], question [<]; [3<] response dated [<] to our s.174 notice dated [3<], Part
[3<] question [3<]; [3<] response dated [3<] to our s.174 notice dated [3<], Part [$<] question [3<]; and [<]
response dated [3<] to our s.174 notice dated [3<], Part [3<] question [<].
31 See Annex 3, paragraph A3.28.
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5.130

5.131

5.132

5.133

5.134

customers, this may be the case. But customers remaining within their free tier may be
indicative of the importance to customers of avoiding egress fee payments, and how
customers are altering their behaviour to ensure they minimise the egress fees which they
face. When considering where to place an additional workload, the relevant price for the
customers is the marginal price of egress associated with that workload. If customers are
already fully utilising their free tier, or fear that additional services spread across different
cloud providers would lead them to exceed the free tier for data transfer out, then they are
likely to be discouraged from increasing the extent of their multi-clouding where data
transfers would be involved.

Finally, respondents, including the hyperscalers, have pointed to a range of solutions which
could mitigate the impact of egress fees on the ability of customers to adopt multi-cloud

solutions.>3?

Hyperscalers pointed to additional services offered to facilitate data transfers out which they
said could offer cost savings:

a) [<] pointed to direct connectivity solutions®** such as [¥<], which do not use the public
internet but instead connect to a customer’s on-premises network via a dedicated
network connection;>**

b) [3<] pointed to solutions which rely on physical devices to move extensive volumes of
data in and out of the cloud without relying on any network (such as [3<]).%*°

and

Further, a hyperscaler [3<] pointed to a solution ([3<]) which it considers minimises the
need to continuously transfer data between two providers while still enabling customers to
adopt multi-cloud solutions.>3® A hyperscaler ([3<]) pointed to a solution ([$<]) which it
considers eradicates the need to perform wholesale migration or large-scale transfers of
data between two providers while still enabling customers to adopt multi-cloud solutions.*’
In addition, a hyperscaler ([3<]) anticipates that continued innovation in multi-cloud will

further reduce cross-cloud egress.>*®

We do not consider that these solutions are currently likely to be sufficient to remove the
barrier to multi-cloud caused by egress fees for most customers.

First, direct connectivity solutions from hyperscalers are only likely to be financially viable
for large customers, given the additional upfront cost. This is typically determined by the
bandwidth of the direct connection and the amount of time for which a port is provisioned
(which is charged irrespective of whether data is passing through the port or not).>** These

32 An individual respondent highlighted “zero-egress cloud object storage services” and managed service
providers creating solutions to minimise data transfer costs for their customers, which use a data abstraction
layer and caching to store frequently accessed data close to the user’s application and reduce roundtrips to
the cloud using low-cost direct connections or peered interconnects. Privank Chandra response to interim
report, Q5.1, page 4.

>33 Direct connectivity solutions from hyperscalers are designed to be more scalable and secure while also
offering higher bandwidth and better performance.

534 [}(]
535 [}(]
536 [}(]

537 [5<]. [<].

538 [}(]

539 Dedicated Network Connection - AWS Direct Connect Pricing - Amazon Web Services (accessed 22 August

2023); Pricing - ExpressRoute | Microsoft Azure (accessed 22 August 2023); Pricing|Cloud Interconnect|Google

Cloud (accessed 22 August 2023).
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5.135

costs are likely to be large for most customers.>*® We consider that the cost saving suggested
in relation to the use of products such as ([3<)]**
sufficient to address the main issue that these costs inhibit the adoption of integrated multi-
cloud solutions.

is relatively small, and so is unlikely to be

Second, innovations which remove the need to egress data between cloud providers (such
as [3<]), are currently only available for a limited number of use-cases and will not remove
barriers to multi-cloud in relation to using other services. Moreover, the example provided
relates to a [<], therefore suggesting that [3<]. Further, while such innovations may
become more prevalent in the future, this is uncertain, especially given the high technical
cost of enabling such solutions, and that the hyperscalers (in particular AWS and Microsoft)
might have a weaker incentive to introduce them.

The impact of egress fees as a barrier to adoption of multi-
cloud for different customer groups

5.136

5.137

The extent to which egress fees act as a barrier to multi-cloud is likely to depend on several
aspects of a customer’s individual circumstances. These may include how much a customer
could save by using a single provider (which will depend on the monthly cost of egress it
might face if taking services from multiple providers) and the ability of a rival cloud provider
to offset any material egress fees to make it viable for a customer to host integrated cloud
services across several clouds. The overall monthly cost of egress it could face will depend
on the relevant price it would pay for transferring data from one cloud to another (in
particular — the marginal price it would face for transferring more data) and its expectation
of the volumes of data it might need to transfer between those services.

The marginal price of transferring data out of cloud is not uniform. As set out in Figure 5.4,
the price of egress varies based on the volume of data being transferred out by a customer
in a given month. It also varies between customers based on whether they have been able to
negotiate a discount on egress prices, and the magnitude of any discount they have been
able to negotiate.

A small number of customers negotiate discounts on the price of egress, but this
is unlikely to be an option for most customers

5.138

We understand that some customers are able to negotiate private discounts for egress fees
from the hyperscalers.>* Evidence received from one hyperscaler suggests that the
magnitude of these discounts compared to the list price of egress is large on average for
[3<] customers ([3<]%) when excluding [$<], and is even larger on average ([3<]%) when

>40 |n addition, in a multi-cloud architecture, a customer may need to purchase direct connectivity from both
providers, increasing this cost.

541 [3<].

42 [3<], [¥<] response dated [5<] to 5.174 notice dated [5<], [3<] and [3<] response dated [5<] to our
customer questionnaire, question [3<].
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including [3<],°*® and can be as high as [3<]%.°* These discounts can reduce the marginal
price of egress to very low levels. Overall, in 2022, customers of the hyperscaler paying list
prices (excluding [3<)] paid an average of [3<] per GB when excluding [3<], ([3<] per GB
when including [3<]), whereas customers who had negotiated egress discounts paid a much
lower average price of [3<] per GB when excluding [3<] ([3<] per GB when including
[3<]).°* For such customers, the marginal price of additional egress will be very low.

5.139 In negotiating an egress discount, customers may take into account their expected egress —
including any expected data transfer out as part of a planned multi-cloud architecture.
Where they can achieve such a discount, egress fees are much less likely to prevent them
from being able to adopt their desired multi-cloud architecture. Therefore, discounted
egress fees are likely to be sufficiently low for them not to impact decisions about whether
to take services from multiple cloud providers, unless there are restrictions on when those
discounted prices apply.>*®

5.140 However, evidence from the hyperscaler suggests that only a very small number of
customers pay discounted prices for egress (less than [3<]%) of [3<]).>*” The remaining
[3<]% pay the list prices for egress or [3<].>*® We estimate that customers who do not
receive egress discounts are competitively important, accounting for over [3<]% of the
hyperscaler’s cloud revenue.>*

5.141 That evidence also suggests that, of those very small number of customers that are able to
negotiate egress fee discounts, the proportion of larger customers that receive an egress
discount is greater than the proportion of smaller customers that receive a discount. [3<]%
of the largest [3<] customer [3<]°°° pay discounted egress fees, compared to [$<]% of those
with a [3<] and compared to [3<]% of the smallest [3<] customers (those with a [3<]).>>*
This suggests that most customers (especially smaller customers) may lack the bargaining
power to be able to attain a discount on egress fees and may lack a clear understanding of
the amount of data they will transfer.

243 [3<]. Ofcom analysis of additional data supplied by a hyperscaler [5<]. [3<]. To calculate this, we consider
the average price paid by customers with negotiated discounts for egress in each customer group (where
customers are grouped based on their total monthly spend on [3<] services), and we calculate the difference
between this price and the average list price paid by customers in the same customer group. This does not
adjust for volume effects (the fact that customers receiving negotiated discounts for egress do not transfer the
same average data volumes as customers that pay list prices, which matters because the average list price paid
will be lower for higher data transfer volumes). However, even if we were to re-calculate the average discount
assuming that all customers were paying the minimum possible list price for egress, the estimated discounts
would still be large on average ([3<]%).
244 A large content provider [3<] has negotiated an [3<]% discount on outbound data transfer from [3<];
[<]% for data transfer out of [3<], [$<]% for [3<]; and a price of [3<] for [3<]. [$<] response dated [3<] to
s.174 notice dated [3<], question [<].
>4 Ofcom analysis of additional data supplied by a hyperscaler [3<]. [$<].
%46 [3<] told us that there are some restrictions on the cloud organisations that are covered by the contract.
See [3<] response dated [<] to s.174 notice dated [<], question [<].
47 Ofcom analysis of additional data provided by a hyperscaler [3<]. [¥<].
548 [}(]
>4 This estimate is based on mapping the proportion of [¥<] customers receiving an egress discount in each
customer spend band with the total revenue received from UK customers in each of those spend bands.
Ofcom analysis of [¢<] response dated [3<] to s.174 notice dated [$<] and [3<].
550 [3<].
51 Ofcom analysis of additional data supplied by a hyperscaler [3<]. [$<].
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5.142

5.143

5.144

In principle, any customer that plans to transfer large volumes of data out of the cloud on a
regular basis would have an incentive to negotiate a discount on egress fees. This will
include both customers seeking to deploy multi-cloud architectures with a degree of
integration across clouds and customers whose business model relies on transferring data to
end users. However, whether a customer has the ability to negotiate a discount on egress
fees is likely to depend on their bargaining power, which is a function of how important their
overall spend is to the cloud provider, their outside options, and the degree of certainty in
the volume of data they expect to egress (which itself requires an element of foresight).
Larger customers may be in a better position to negotiate discounts than smaller customers,
as they account for the most revenue and may find alternative data transfer methods (such
as those in paragraph 5.131 and 5.132) more viable.>>

The hyperscalers may also have stronger incentives to negotiate with customers if they are
able to identify that customers are likely to be using egress to transfer data to end users, and
if that is a key part of the customers’ business model. This could include content providers,
financial institutions and media businesses. Further, such customers are likely to have
greater certainty over their expected data transfer volumes than customers who are looking
to use more integrated forms of multi-cloud, and so may be more able to negotiate on
pricing and offer commitments related to data transfer. As noted above, egress fees apply
both when a customer is transferring data to an end user and when a customer is moving
data to a rival cloud provider. Hyperscalers have competitive incentives to make the former
easier (and cheaper), and the latter more difficult (and more expensive). However, [3<] told
us that they are unable to determine which traffic is for the purposes of switching and which
is for other purposes (such as sending data to end users).>>® Therefore, privately negotiated
prices for egress may be a way of price discriminating between those who are using data
egress to transfer data to end users and those who are using data egress to transfer data to
rival cloud providers.>*

We do not have enough evidence to fully characterise the customer base receiving
discounted egress prices. For the small number of individual customers where we have
information, many of the customers which pay low average prices for egress (which may be
indicative of receiving discounts) appear to be in industries which may involve high volumes
of data transfer to customers (such as broadcasting, entertainment and media and

52 [3<] states that “customers with high DTO volumes can and tend to enter into private pricing agreements
to obtain discounts on the publicly available DTO pricing.” [3<].

553 [}(]

>4 Similarly, we expect that a CDN is most likely to be used by customers looking to deliver content to end
users, rather than for transferring data as part of a multi-cloud architecture, especially for customers
streaming audio-visual content. Egress fees for transferring data out of CDNs to the public internet, such as
AWS CloudFront and Google Cloud CDN, are lower than list prices for egress via the public internet, and, in the
case of AWS CloudFront, the amount of data which can be transferred for free each month is ten times larger
(1TB per month). See Amazon CloudFront CDN - Plans & Pricing - Try For Free and Cloud CDN: content delivery
network|Google Cloud [accessed 30 August 2023].
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finance).”>> We are also aware that a large content provider ([$<]) has negotiated a very
large discount on egress fees with all hyperscalers.>*®

5.145 We understand that there have been significant reductions in the global per unit cost of
AWS providing data egress. It has been claimed that these cost savings have been passed on
to customers through lower data transfer out prices.>’ However, to the extent that these
cost reductions have been passed on, they appear to have largely been passed on through
mechanisms other than list price reductions.*>® Instead, to the extent these cost reductions
have been passed on, they appear to have largely been passed on through a combination of
the increase in its free tiers (which by definition only applies to a small volume of egress per
month) or [3<].

5.146 More generally, there does not appear to be a mechanism whereby those customers
negotiating discounts on egress are able to constrain list prices for egress, and so benefit all
customers in the market.

Egress fees from integrated multi-cloud could be material for all customer

groups

5.147 The main mechanism through which egress fees could impact competition is by making it
more costly to take services from multiple cloud providers. To illustrate the potential for
egress fees to disincentivise integrated multi-cloud, we use some stylised scenarios of how
much data customers might transfer between providers in a hypothetical multi-cloud
architecture. This is set out in Box 5.6 below.

Box 5.6 Egress fees for hypothetical multi-cloud scenarios

We have considered some illustrative scenarios of the data transfer flows customers might
have in a multi-cloud context to demonstrate the egress fees which customers could incur.

How much data customers would transfer in an integrated multi-cloud architecture is
uncertain. This will depend on many parameters, such as the type of workloads and
architecture the customer desires, whether they choose to duplicate data immediately when
created, or transfer data when needed, whether the flow is one-way or two-way, and the
growth and maturity of the customer.

55 For example, [3<], all paid less than [3<] per GB of data transferred in 2022, while [$<]. Ofcom analysis of
s.174 notices: [3<] response dated [3<] to 5.174 notice dated [$<], question [3<]; [3<] response dated [3<] to
s.174 notice dated [3<], question [3<]; and [3<] response dated [3<] to our s.174 notice dated [3<], question
[5<].
56 [3<] response dated [3<] to s.174 notice dated [3<], question [3<]. We also know that [3<], is one of [$<]
largest UK customers. See [3<] response dated [3<] to s.174 notice dated [3<], question [3<].
57 See Gans, Herve and Masri (2023), Economic analysis of proposed regulations of cloud services in Europe,
European Competition Journal, 19(3), Figure 7, page 548-549 and AWS response to interim report, paragraph
15, page 7.
58 For example, we note that the UK, EU and US list prices for egress above 100GB from AWS Regions to the
internet have not changed since 2014, and for data transfers above 50TB have remained unchanged since 1
July 2011, although AWS did increase the free tier from 1GB per month to 100GB per month in December
2021. AWS egress fees for volumes between 100GB and 50TB per month have remained unchanged since 1
December 2014. See AWS website, AWS Free Tier Data Transfer Expansion — 100 GB From Regions and 1 TB
From Amazon CloudFront Per Month | AWS News Blog, AWS Data Transfer Price Reduction | AWS News Blog
(amazon.com) and AWS Lowers its Pricing Again! — No Inbound Data Transfer Fees and Lower Outbound Data
Transfer for All Services including Amazon CloudFront | AWS News Blog. [accessed 29 September 2023].
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Our interim report considered three stylised scenarios based on different workloads to
illustrate this. Since our interim report, we have received more information on how much
data customers have stored in cloud, across six different levels of customer spending. This
allows us to illustrate how different types of customer might be affected by egress fees.

We consider that a plausible predictor of the amount of data which a customer would
transfer out in a multi-cloud architecture in a given year may be the volume of new data
generated by a customer in a year — as one form of multi-cloud architecture would be to
replicate any data onto both clouds when it is newly created. We note below (see
paragraphs 5.159-5.160) that the overall amount of data stored by UK customers in [3<]
clouds grew by around 60% in 2022, and that the overall amount of data stored in the cloud
is likely to continue to grow over time. We therefore consider three illustrative scenarios for
each customer group, considering scenarios where a customer’s data storage grows by 20%
(‘scenario 1’), 60% (‘scenario 2’) and 100% (‘scenario 3’).°*° Scenario 3 also gives a sense of
the one-off cost of switching — as it models a customer moving all of their data from one
provider to another in one year — which we discuss in more detail in paragraph 5.156
below.*°

We use list prices to calculate the egress fees which such data transfers would incur on an
annual basis, as shown in Table 5.7.°%* We then consider how these compare to an estimate
of the annual spend for each of the customer groups in each of these three scenarios.®* This
is shown in Figure 5.8 below.

Table 5.7 Annual egress fees incurred in illustrative data transfer scenarios by each customer
spend band (£)

Customer spend band ($)  Scenario 1 Scenario 2 Scenario 3
Less than 10k [<] (<] [<]
10k-1m [<] [3<] [X<]
1m-5m [<] (<] [X<]
5m-10m [<] [3<] [X<]
10m-20m [<] [<] [<]
More than $20m [<] [<] [<]

Notes: Data related to customer spend bands were provided in USD. However, egress fee figures reported in
the table have been converted to GBP. Figures have been rounded to the nearest thousand, unless the figure is
less than one thousand.

59 We calculate the data transfer volumes for these illustrative scenarios based on [3<]. In these illustrative
scenarios, we assume that a customer transfers data out in equal amounts in each month. This matters
because egress fees, and associated free tiers, are based on the volume of data a customer transfers out each
month.
%0 When switching, a customer may move its data across in a shorter time period than one year (although
switching may require several months of integrated multi-cloud). Moving the same volume of data across in a
shorter time period would lead to a different total egress fee payment.
61 Using [3<].
%62 Using [3<].
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Figure 5.8 Egress fees in illustrative data transfer scenarios as a percentage of annual spend for
each customer spend band
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These scenarios indicate that egress fees could significantly increase the cost to customers
of taking a service from a rival cloud provider. These costs could range from a few thousand
pounds for small customers, to over £1m for the largest customers. Figure 5.8 shows that
egress fees in these scenarios could be a material fraction of total cloud spend for all
customer groups.°®® Customers could face egress fees of between 5-10% of annual customer
spend in Scenario 2, and up to 15% of annual customer spend in Scenario 3.

Further, egress fees may significantly increase the cost of taking a particular service from a
different cloud provider, and in some cases could double the effective price paid by a
customer. For example, it would cost a customer around £400 per month to analyse a 9TB
data set stored in Google BigQuery.*** By comparison, a customer with data stored in AWS
or Microsoft clouds would need to pay around £600 per month to transfer 9TB of data to
Google Cloud (at list prices), in addition to the cost of analysing the data in BigQuery.>* To
analyse a 210TB data set stored in Google’s cloud in BigQuery would cost around £9,000 per
month, whereas egressing 210TB of data in a month from either AWS or Microsoft at list
prices would cost an additional ¢.£10,000 per month.>®® This suggests that egress costs may

563 Very small customers may find that the free tier is sufficient, even if they were to adopt an integrated multi-
cloud architecture.

64 The PAYG price of Google BigQuery consists of a storage price (which is no more than £0.04 per GB) and a
compute price (which is ¢.£0.006 per GB). See Pricing|BigQuery: Cloud Data Warehouse|Google Cloud
[accessed 21 September 2023], converted into GBP per GB.

565 |n this example, we abstract from any internal data transfer charges which a customer may face when
storing and analysing its data in the same cloud, but, in any case, these are typically lower than egress fees.

566 The volumes of data transfer used in these examples correspond to Scenario [3<] for customers in the
$[3<] and $[¥<] customer spend categories.
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be hard for rival cloud providers to compensate for through a discount, particularly if a
potential secondary provider is competing for only a few workloads.

5.150 These are purely intended to be illustrative scenarios. However, other indicators suggest
that they could provide a plausible estimate of the potential egress costs associated with
multi-cloud architectures. We note that Cloudflare has found that reducing or eliminating
egress fees has saved customers using the Bandwidth Alliance between 7.5% and 27% off
their monthly bill, the lower bound of which is similar in magnitude to our estimates of the
proportion of annual spend in Scenarios 2 and 3.°°” We also note that, for the four largest
customer groups, the data transfer volumes assumed in Scenario 2 are broadly equivalent to
[x].ssg

5.151 Our scenarios focus on customers paying the list prices for egress. For customers which have
negotiated discounted prices for egress, egress fees in these scenarios would be much less
material, both in absolute and relative terms. But as we set out above, only a very small
number of customers pay discounted prices for egress.

Egress fees can act as a barrier to switching

5.152 Many respondents to our interim report said that egress fees can act as barrier to
switching.>®®

5.153 Nearly a quarter of respondents to the market research said data charges are a challenge to
switching — although only 6% said it is the biggest switching challenge.>’° The proportion of
customers citing egress fees as a concern in our market research is higher for those who
have switched, or considered switching provider, than for those who have not.>”* We have
also heard that egress fees when switching could be particularly large in relation to the

transfer of data warehouses.>”

°57 See Cloudflare response to interim report, page 1 and Empowering customers with the Bandwidth Alliance
(cloudflare.com) [accessed 7 September 2023]. Cloudflare estimated the potential savings for a sample set of
its customers using a $0.08 per GB retail price compared to a discounted $0.04 per GB for large amounts of
data transferred, compared to the amount of money those customers spend on Cloudflare. It also noted that
customers could save more by using one of its partners with whom the cost is $0 per GB.
568 [3<].
%69 BT Group response to interim report, page 2; Cloudflare response to interim report, page 3; Federation of
Communication Services response to interim report, dated 17 May 2023, page 2 and page 4; Gener8 response
to interim report, pages 2 and 3, [3<] confidential response to interim report, question [3<]; [3<] confidential
response to interim report, pages [3<]; [3<] confidential response to interim report, page [3<] and Ofcom /
[3<] meeting, [3<]; Vodafone response to interim report, page 3; [3<] response to interim report, question
[5<], page [X<].
>0 This is the sixth largest switching barrier. Interoperability appears to be a greater concern for customers
seeking to switch cloud providers. However, the most mentioned main challenge of switching (20% of
respondents) was the time and cost of making the change — which may include data charges — and so this 6%
figure may understate the proportion of customers which considered data charges to be the main challenge.
Context Consulting research data tables, question 52 and 53. We also note a survey by Public First, which
found that 15% of “switchers” said that the majority or vast majority of costs when switching were external
(such as data transfer fees), and that 15% of laaS/Paa$S users said that the majority or vast majority of costs
when switching would be external. See questions 34 and 37 of the Public First’s survey (available at:
https://www.publicfirst.co.uk/files/CCIA Survey.xlsx [accessed 7 September 2023]). Also see paragraph A3.81
and A3.82.
57! Context Consulting research data tables, question 63; Context Consulting research report, slide 131.
572 [3<] response dated [3<] to the s.174 notice dated [3<], question [3<].
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5.154 Other respondents to our interim report, including the hyperscalers, said that the one-off
cost of egress associated with moving a customers’ data from one cloud provider to another
is relatively small compared to customer’s overall spend on cloud services, and that such a
low one-time cost is unlikely to deter customers from switching.>’® Google also said that
egress fees only account for a small proportion of an average customer’s total spend [$<]
and the proportion of the total relating to switching/exit is therefore even smaller.>’* Some
respondents more generally considered that egress fees were not a material barrier to
switching, especially in relation to other barriers such as technical barriers and the
complexity of switching.>”> Microsoft also referred to the results of our survey as indicating
that egress fees are not a significant barrier to switching because only a small proportion of
respondents said that egress fees constituted the largest challenge to switching between
cloud infrastructure providers.>’® [3<] has also referred to the results of a survey by Public
First which it claimed showed that customers did not see data transfer-out fees as inhibitive
to switching.>”’

5.155 The ‘one-off’ egress cost associated with transferring all of a cloud customer’s data from one
cloud provider to another is likely to be a relatively small proportion of the overall cost of
the switch. For some customers this cost could be a relatively significant portion of their
current annual spend — and potentially millions of pounds for the very largest customers.>’®
However, unlike when adopting an integrated multi-cloud architecture, this cost would only
be incurred once, rather on a repeated basis for a prolonged period.

5.156 We now understand that the one-off egress cost is likely to understate the total egress cost
associated with switching. This is because switching both incurs one-off costs of data
transfer to the gaining cloud provider and often necessitates a period of integrated multi-
cloud running during the switching process. As set out in Section 5, paragraph 5.25, a
customer seeking to switch all of its cloud services from one provider to another is likely to
do so in a number of stages — rather than switching all its services at once. During the switch,
to maintain continuity of service, the customer will have services hosted on multiple cloud
infrastructures and will require data to be transferred between them. The customer would
be incurring egress fees during this period, which could be many months.

5.157 The impact of egress fees for a switching customer is therefore not just the additional cost
caused by the one-off transfer of data from one cloud to another, but also the additional
cost (and uncertainty) of egress fees during the period of integrated multi-cloud

73 AWS response to interim report, paragraph 17, page 8; Google response to interim report paragraph 10,
page 2 and [3<]; Microsoft response to interim report, paragraph 237, page 60; [2<] confidential response to
interim report, pages 4, 6-7; and Priyank Chandra response to interim report, question 5.1, page 4.
74 Google response to interim report paragraph 10, page 2 and [5<].
75 [3<] response to interim report, page [3<]; [¥<] response to interim report, page [$<]. Also, [3<] noted
customers were more focused on technical switching barriers than egress fees. [3<] response to interim
report, page [3<].
576 Microsoft response to interim report, paragraph 236, page 57.
577 [}(]
>78 Qur illustrative Scenario 3 of Box 5.6 provides an estimate of the potential cost to a customer of switching
all of their data out — suggesting that the one-off costs could be between 8-15% of a customer’s annual cloud
spend. Other customers have told us that at present, the financial cost of egress fees were they switch cloud
providers could be at least £100,000 — although this may be a relatively small proportion of their current cloud
spending ([3<]1%). See [<] response dated [3<] to the 5.174 notice dated [3<], question [3<]; [3<] response
dated [3<] to the 5.174 notice dated [3<], question [$<]; and [3<] response dated [3<] to the s.174 notice
dated [3<], question [3<].
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necessitated by the switch. This increases the egress-related cost of switching, and could be
significant for some customers. However, this will remain a temporary effect. Further, it may
be more feasible for a customer to secure offsetting discounts on their service prices from
the gaining provider when switching, than when adopting a multi-cloud architecture. In
particular, where the cost may be a relatively small proportion of the total revenue the new
provider expects to receive over the lifetime of the switching customer’s contract.

5.158 Overall egress fees may act as a barrier to customers who would have to move a large
volume of data, and those that would need to run an integrated multi-cloud architecture for
the duration of their switch. But we also acknowledge that our market research found that
the proportion of respondents citing “data charges” as a barrier to switching was relatively
low. Therefore, while egress fees may act as a barrier to switching, we expect this to affect a
smaller fraction of customers compared to egress as a barrier to multi-cloud.

The impact of egress fees as a barrier to both multi-cloud and
as a barrier to switching may grow over time

5.159 The extent of the barrier to both multi-cloud and switching from egress fees reflects the
amount of data a customer has stored in the cloud, and the amount of data it seeks to
transfer between different services as part of its cloud usage.

5.160 We understand that the volume of data stored in the cloud is growing. In 2022, the amount
of data stored by UK customers in [3<] clouds grew by around 60%.°”° This is likely to
continue to grow over time, as more customers migrate to cloud, as existing customers
migrate more workloads to cloud, and as more data is generated by cloud services.*® As the
diversity and sophistication of a company’s IT stack grows, customers may need to move
more data between more of a customer’s applications.® This could lead to egress fees
increasing over time if a customer operates a multi-cloud architecture that requires data to
be exchanged between clouds.® This means that costs associated with transferring data are
likely to become an increasingly important part of customer decisions as to which cloud
services to purchase, and the extent to which these services are taken from single or
multiple providers.

Hyperscalers’ egress fees at their current levels are unlikely to
be necessary for cost recovery

5.161 Our interim report considered three indicators which suggested that hyperscalers were
setting egress fees above the incremental cost of providing data transfer:

579 Ofcom analysis of s.174 notice responses. [$<].

%80 For example, the market research found that 43% of current users of laaS/PaaS (or those considering using

laaS/PaaS) reported the intention to migrate more workloads to the cloud in the next 18 months. Context

Consulting research report, slide 43; Section 3, paragraph 3.35 and Figure 3.5. Also, IDC, 2021, Future Proofing

Storage, Modernising Infrastructure for Data Growth Across Hybrid, Edge and Cloud Ecosystems, future-

proofing-storage-wp.pdf (seagate.com), page 8 [accessed 13 September 2023], which finds that the installed

base in public cloud is expected to grow by 35.9% per year. Gener8 highlights that storage needs are likely to

increase exponentially in the years ahead. Gener8 response to the interim report, question 5.1.

%81 Cloudflare response to the interim report, page 1.

%82 [3<] told us that it expects to see its egress costs rise over time. Ofcom / [3<] meeting, [3<]. Cloudflare said

that egress fees almost always increase over time. Cloudflare response to the interim report dated, page 1.
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a) the difference in the prices charged by the hyperscalers and other providers such as
OVHcloud and Oracle;

b) that prices charged by the hyperscalers are much higher than the likely transit charges
they face, which we considered to be the key cost unique to data transfers out; and

c) other aspects of the structure of egress fees charged by the hyperscalers, including use
of free tiers.

5.162 Our view was supported by some smaller cloud providers in their response to our interim
statement. For example, Oracle noted that AWS’s egress fees were far higher than its own
egress fees, which it said were set equal to its cost of data transfer.>® It further stated that
the main costs of providing data transfer are generally all transit costs.*®* A cloud provider
[3<] stated that egress fees are not technically justified when it comes to transferring data
to another cloud service provider.>®® Cloudflare said that the marginal costs of data transfer
for the hyperscalers are often near-zero for large customers. It also said that while it
recognised fixed costs associated with build-out of networks need to be recouped, these

should not be recovered through egress fees.>%°

5.163 However, the hyperscalers stated that the costs of providing data transfer include a broader
set of costs than transit, including those relating to the network infrastructure over which
data is transferred.”®” AWS said that these costs are significant because of the enhanced
security and reliability features in its proprietary network.>® [3<] said that [3<].°®° As such,
[3<].5° [3<] said that its network presence was far larger than that of a smaller provider

([3<]).*

5.164 Egress fees charged by other providers may not be directly comparable with those charged
by the hyperscalers, as the scope of the service provided may be different. We also
acknowledge that the hyperscalers have invested, and continue to invest, in providing and
maintaining high quality, secure networks and that they use their networks to transfer data
out of their cloud. As such, it is likely that some of the costs associated with the investment
in that network infrastructure might be attributed to the cost of providing egress.

5.165 However, it does not follow that the hyperscalers need to maintain the current level of
egress fees to recover the cost of providing egress.

5.166 Google and Microsoft charge higher egress fees than those shown in Figure 5.4 where a
customer opts to route data over its private network.’?? As such, the difference between

%83 Oracle response to the MIR consultation, page 3.

84 More specifically, internet provider transit, costs for circuits to connect one DC to another DC, or costs to
connect metros. Oracle email to Ofcom dated 9 August 2023.

385 [3<] confidential response to the interim report, page [<].

%86 Cloudflare response to the interim report dated, page 2.

87 AWS response to interim report, paragraph 14, pages 6 and 7; Google response to the interim report,
paragraph 9, page 2; and Microsoft response to the interim report, paragraph 229, page 56.

88 AWS response to interim report, paragraph 14, pages 6 and 7 and [3<].

589 [<]

590 [}(]

591 [}(]

%2 Both Google and Microsoft offer two egress tiers — one where data is transferred through their own
network (Google Premium Tier and Routing via Microsoft global network), and one where data is routed via
transit (ISP) networks (Google Standard Tier and Microsoft Routing over public internet (ISP network)). See
Routing preference in Azure - Azure Virtual Network | Microsoft Learn and Network Service Tiers

overview | Google Cloud. We understand that the majority of AWS egress is routed through AWS’s own
network. [3<].
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their egress fees shown in Figure 5.4 and the fees charged by smaller cloud providers like
OVH Cloud and Oracle cannot be fully attributed to their investment in underlying network
infrastructure.

5.167 More generally, a provider would expect revenues from specific services to at least cover the
incremental costs incurred to provide those services. It would also expect to earn sufficient
aggregate revenues across all its services to cover all its costs (including common costs and
the costs of any capital invested). In this context, we understand that aspects of the network
used for cloud egress are shared with the hyperscalers other significant digital businesses —
meaning that there may be scope for common costs to be recovered to a wide range of
other services.”*® In practice, a provider will likely exercise some flexibility in how it sets the
price for each service, with market conditions more likely to influence pricing decisions than
the requirement for the price of each service to cover an arbitrary allocation of the common
costs.

5.168 A hyperscaler ([3<]) provided us with an estimate of egress costs for the period [3<], which
included network and data centre costs associated with providing egress (and other data
transfer services), plus a revenue-based attribution of costs which are common across many
services. Even after including this attribution of common costs, this data indicates that [3<],
it ([3<]) was earning a positive margin ([2<]%) on egress during this period, indicating that
[3<] net egress prices were more than sufficient to recover all the incremental costs of
providing egress, and contribute to the shared costs of providing [3<] services.>** In
addition, we note that the common costs are around [3<] of the total allocated egress cost,
and they have been allocated across services (including across different data transfer
services) based on relative revenue.>®® This suggests the allocation of common costs to
egress might be relatively high compared to other data transfer services, because prices for
those other services are typically lower than egress. We therefore maintain our view that
hyperscalers are currently setting egress fees (i.e. egress list prices) that are likely to be
higher than the incremental costs of providing the service.

5.169 This is consistent with our observations on the pricing of data transfer services where
market conditions may incentivise providers to set prices closer to incremental costs. For
example, hyperscalers do not charge for data ingress (i.e. the effective price is zero) and, as
set out above, some customers which transfer a high volume of data out have negotiated
large discounts on egress fees.>%

Conclusion on egress fees

5.170 We consider that egress fees are likely to act as a barrier to more integrated multi-cloud
architectures for most customers. This is due to the significant additional cost and
uncertainty they create for customers if they were to migrate data between two providers
on a regular basis. Egress fees can lead to a significant saving for hosting all services
associated with a use case on a single cloud, and can be significant for customers across
different spend levels. This has the potential to impact the choices of a material fraction of

393 For example, see Google website. The economic advantages of Google Cloud Networking | Google Cloud
Blog [accessed 19 September 2023].

594 [3<]; Ofcom analysis of [$<].

59 ([3<]) are allocated on the basis of revenue proportion. [3<] has stated that these costs are not directly

associated with data transfer. Ofcom analysis of [3<].
596 [3<].
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customers. We acknowledge that egress fees are unlikely to be a barrier to muti-cloud for
customers that have negotiated private discounts on egress. However, we estimate that
such discounts are limited to a small portion of the market in revenue and customer terms.

5.171 Egress fees may also act as a barrier to switching for customers who would have to transfer
large stores of data, and those that would need to run an integrated multi-cloud
architecture for the duration of their switch. For other customers, the barrier to switching
from egress fees is likely to be weaker than as a barrier to multi-cloud.

5.172 We also find evidence indicating that egress fees at their current level are unlikely to be
necessary for cost recovery, and that egress list prices are likely to be higher than the
incremental costs of providing the service.

5.173 In making these findings, we also note that other international regulators (such as the
Autorité de la concurrence, Authority for Consumers and Markets (ACM), and the European
Commission) have similarly found concerns in relation to the scope for egress fees to create
barriers to multi-cloud and switching.*’

Committed spend discounts

Introduction

5.174 Large customers often negotiate with hyperscalers for committed spend discounts, where
the customer commits to spend a minimum amount across the hyperscaler’s cloud services
over a period of years, and in return, receives an individually negotiated percentage discount
on list prices. AWS’s Enterprise Discount Program®®® and Microsoft’s Azure Consumption

Commitment>®® are examples of the discounts which this section discusses.

5.175 In ourinterim report, we raised concerns that the structure of these agreements and the
way hyperscalers use them could create an incentive for customers to buy all or most of
their cloud infrastructure needs from a single provider, creating a barrier to multi-cloud. This
barrier does not relate to the practice of discounting or of customers commitments in
general, which may be desirable features of a well-functioning market. The scope for
committed spend discounts to create a barrier to multi-cloud is instead prompted by their
structure and specific characteristics. Accordingly, we provisionally concluded that
competition for the incremental workloads of customers with existing commitments may be
dampened.

5.176 We have received responses to our interim report and have gathered further evidence
which has developed our understanding of these discounts and their potential effects in the
cloud infrastructure services market. In particular, we have improved our understanding of
the degree to which discounts are individualised to specific customers, and of the
hyperscalers’ practices where they have bargaining power over customers.

%7 Autorité de la concurrence, 2023. Press release. [accessed 25 August 2023], ACM, 2022. Market Study Cloud
services, page 5 [accessed 25 August 2023] and European Commission. Data Act: Commission proposes
measures for a fair and innovative data economy [accessed 11 September 2023].

%8 AWS website. Enterprise Customers [accessed 14 September 2023].

%9 Microsoft website. Track your Microsoft Azure Consumption Commitment (MACC) [accessed 14 September
2023].
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The nature of committed spend discounts

5.177 Committed spend discounts relating to specific products or families of products are offered
by many cloud providers, including the hyperscalers and non-hyperscalers. They are
generally available to all customers, including those who agree to the standard terms of
service on the cloud providers’ websites.®” In addition to these, all three hyperscalers offer
cross-service committed spend discounts, where spending across all (or almost all) of their
cloud products will draw down the commitment, but only as part of privately negotiated
agreements with large customers.®®* Our assessment has focused on these cross-service,
individually negotiated committed spend discounts and their use by hyperscalers.

5.178 In our interim report, we set out our understanding of how these discounts function, gave
some descriptive statistics on their characteristics, and how they are negotiated.® In this
section, we present our current understanding of these factors.

Mechanisms of committed spend discounts

5.179 This subsection gives our understanding of how these agreements generally function based
on the information we have gathered, although we acknowledge that some terms may be
tailored for individual customers in some cases.®”

5.180 We understand that the discount a customer receives from a spending commitment is set as
a simple percentage, and is cross-service, meaning it applies to almost all of the cloud
services offered by the cloud provider and that spending on all of these products is eligible
to draw down the customer’s commitment. Services which are excluded from the spending
commitment (meaning that they do not benefit from the discount and that they do not draw
down the commitment) are often people-based.®® The percentage discount will apply to all
eligible spending, including that above the customer’s commitment.®® Spending on
hyperscalers’ marketplaces (including on listed third-party services) is generally eligible to

draw down customers commitments, within some limits.®%

5.181 Such commitments function as minimum spends, where a customer that does not spend up
to their commitment for a given period is obliged to pay the difference between their actual

600 See, for example, Google’s documentation of its resource-based committed use discounts. Google website.
Resource-based committed use discounts [accessed 7 February 2023].

601 [3<] response dated [3<] to the s.174 notice dated [3<], [3<] question [$<]; [3<] response to the 5.174
notice dated [3<], Part [3<] question [3<]; and [3<] response dated [<] to the s5.174 notice dated [$<], [3<]
question [3<].

€02 Ofcom, 2023. Interim report, paragraph 5.127 to 5.134.

603 Some cloud providers have also changed their policies and practices over time. An example of a customer’s
committed spend discount agreement with AWS is available online. SEC website. AWS Enterprise Discount
Program Addendum [accessed 13 September 2023].

604 For example, see AWS'’s list of “ineligible services”. AWS website. Ineligible Services [accessed 13
September 2023].

605 Ofcom, 2023. Interim report, paragraph 5.128.

%06 Two hyperscalers told us that they typically cap the amount of a customer’s commitment which may be
drawn down through spending on their marketplaces. One of the hyperscalers, which now uses a cap, told us
that they previously allowed marketplace spending to draw down commitments at [3<] the rate of spending
on their first-party products. Another hyperscaler told us marketplace spending on third-party services draws
down customers’ commitments if they are substantially platformed on the hyperscaler’s own infrastructure.
[3<] response dated [3<] to our follow-up email dated [3<] concerning the s.174 notice dated [3<], question
[3<]; [3<] response dated [3<] to our follow-up email dated [3<] concerning the s.174 notice dated [$<],
question [$<]; and [3<] response dated [$<] to our follow-up email dated [3<] concerning the s.174 notice
dated [3<], question [3<].
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and committed spend as a lump sum.®”” Some cloud providers stated that they would
attempt to address any issues with customers which are not on track to meet their
commitments in advance, for example by negotiating an extension of the customer’s
contract.®%®

Characteristics of committed spend discounts

5.182 Many of the discounts offered by hyperscalers are widely available to customers, including
some that involve customers pre-paying or committing to spend on specific cloud services
(e.g. Reserved Instances and Savings Plans). The individually negotiated cross-service
committed spend discounts, which are the focus of this section, are generally only available
to larger customers — i.e. those who have some degree of experience in using cloud

services,®®” and those spending more than $[3<] per year with a provider.®*

5.183 Data submitted by two hyperscalers indicates that past this $[3<] per year threshold
customers become more likely to have negotiated a committed spend discount the more
they spend with them. For customers with more than $[3<] of spend a year, negotiated
committed spend discounts are widespread, and they cover the vast majority of their
customers with an annual spend above $[3<]°!* As such, committed spend discounts affect a
large proportion of the cloud infrastructure services market. Hyperscalers have told us that
customers with privately negotiated committed spend discounts accounted for [3<]% of
their UK cloud customers by count, but for [3<]% [(3<)] a high proportion of their UK cloud

revenues.®'?

5.184 The discounts that customers receive across their cloud spending with a hyperscaler in
exchange for a commitment can vary widely, including for customers making commitments
of similar sizes for similar durations, though they are most commonly between [3<]%.** For
a small proportion of customers, discounts can exceed [3<]%.%** One hyperscaler submitted
that its average cross-service discount provided to customers in exchange for a given
spending commitment had [<].6*

607 One hyperscaler told us that contractual damages may apply in some cases. [3<] response dated [$<] to the
s.174 notice dated [3<], [3<], question [3<]; [3<] response to the s5.174 notice dated [3<], [3<] question [3<];
and [3<] response dated [3<] to the 5.174 notice dated [3<], [3<] question [<].
608 [3<] response dated [3<] to our follow-up email dated [¥<] concerning the s.174 notice dated [3<],
question [3<]; and [3<] response dated [3<] to the 5.174 notice dated [3<], [3<] question [<].
609 Ofcom / [<] meeting, [¥<], subsequently confirmed by [$<] by email on [3<] and email from [3<], dated
[$<].
610 Ofcom / [<] meeting, [$<], subsequently confirmed by [$<] by email on [$<]; [¥<] confidential response to
the interim report, paragraph [3<]; and [3<] response dated [<] to the s.174 notice dated [3<], [3<] question
[<].
611 [3<] response dated [3<] to the 5.174 notice dated [5<], question [3<]. [3<] response dated [¥<] to the
s.174 notice dated [3<], question [<].
612 [3<] response dated [3<] to our follow-up email dated [¥<] concerning the s.174 notice dated [3<],
question [3<]; [3<] response dated [3<] to our follow-up email dated [3<] concerning the s.174 notice dated
[3<], question [3<]; and [3<] response dated [<] to our follow-up email dated [$<] concerning the s.174
notice dated [3<], question [3<].
613 [3<]. [¥<] response dated [3<] to our follow-up email dated [¥<] concerning the 5.174 notice dated [5<],
question [3<].
614 [3<] response dated [3<] to our follow-up email dated [¥<] concerning the s.174 notice dated [3<],
question [3<]; and [3<] response dated [3<] to our follow-up email dated [3<] concerning the s.174 notice
dated [3<], question [<].
615 [3<].
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5.185

We have seen examples of committed spend agreements with durations between one and
seven years.®'® The hyperscalers told us that in 2022 [3<]% of their total UK cloud services
revenues were accounted for by customers with spending commitments and agreements
lasting at least one year, [3<]% of revenues were accounted for by customers with spending
commitments and agreements lasting at least 3 years, and [3<]% of revenues were
accounted for by customers with spending commitments and agreements lasting at least 5
years. The hyperscalers vary in their use of agreements longer than 5 years, from [3<]% of
revenues to [$<]% of revenues.®’

Negotiation of discounts

5.186

5.187

5.188

Committed spend discounts represent the primary way that large customers are able to
negotiate with hyperscalers on price. One hyperscaler submitted figures on the relative sizes
of different discount programmes they offer customers, in terms of the percentage impact
they have on its total cloud revenue compared to if it sold the same quantity of services at
list prices. They show that committed spend discounts are approximately [3<] three times
larger than Reserved Instances and Savings Plans, and approximately [3<] 10-15 times larger
than cloud credits.®'® On this basis, their submission states that committed spend discounts

are “by far the most important category and their share has been significantly increasing.”

A spending commitment may be renegotiated during its contract duration, by the mutual
agreement of the customer and cloud provider. We understand that the most common
reason for doing so is if a customer expects to exceed their existing commitment and wishes
to make a higher commitment in exchange for a higher discount.®° Otherwise, we
understand that customers and hyperscalers will generally renegotiate in the final months of
the customer’s existing agreement, for an agreement which commences following the end
of an existing contract’s duration.

Other contractual terms are often negotiated alongside committed spend discounts. This
includes other forms of discount, such as cloud credits and migration-based discounts. One
hyperscaler told us that typically only its largest customers, roughly those spending above
S[¥<] per year, would negotiate single-service discounts which sit alongside their cross-
service discount.®?!

Individualisation of discounts

5.189

An individual customer who is negotiating an agreement that includes a committed spend
discount will normally be able to obtain a higher percentage discount by increasing the size
of their commitment and the duration of their commitment.®?> However, we noted in our
interim report that committed spend agreements are privately and individually negotiated,

616 An example of a seven-year commitment to a hyperscaler was included in [5<] response dated [$<] to our
customer questionnaire.

617 One hyperscaler was only able to provide this information for 2021 rather than 2022. [3<] response dated
[3<] to our follow-up email dated [3<] concerning the s.174 notice dated [3<], question [3<]; [3<] response
dated [3<] to our follow-up email dated [3<] concerning the s.174 notice dated [3<], question [3<]; and [<]
response dated [3<] to our follow-up email dated [3<] concerning the s.174 notice dated [3<], question [3<].

618 [}(]
619 [}(]
620 [}(]

621 Ofcom / [<] meeting, [¥<], subsequently confirmed by [3<] by email on [<].
622 [3<]; and Microsoft response to the interim report, paragraph 158.
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meaning there is scope for the discounts customers receive in return for a given

commitment to vary.®*

5.190 One hyperscaler submitted that committed spend discounts are “heavily negotiated” and
that [3<]% of their committed spend discount deals provided to customers are not
accounted for by [3<].%%* We have also heard a stakeholder account of customers receiving
very different discounts from the same hyperscaler for commitments of a similar size,
duration and terms.®*

5.191 Two hyperscalers [3<] submitted data on the committed spend discounts they have agreed
with their customers.®® We have analysed the distribution of discounts which their
customers are receiving, compared to the size and durations of their commitments.®?’ This
analysis is described in greater detail in Annex 5. This data shows that for each of these
hyperscalers, there is a wide distribution of percentage discounts being given for similar
levels of commitment. For example, one hyperscaler’s, ([3<]), data suggests that customers
with a commitment spend of [3<] million and a contract duration of around [$<] months can
receive discounts ranging from around [3<]%, while [3<] data suggests that customers with
a commitment spend of [3<] million and a contract duration of around [3<] months can
receive discounts ranging from around [$<]%.528 Further, the [3<] R-squared statistics in the
regression analysis which hyperscalers have submitted shows that, even when controlling
for a range of parameters related to customers’ commitments, there remains a lot of

unexplained variation in the levels of discount received by customers.®%

5.192 The evidence we have seen indicates that the individualisation of discounts by these
hyperscalers is widespread.

How committed spend discounts may affect customers’
decisions

5.193 In our interim report, we explained that the structure of committed spend discounts has the
potential to create an incentive for customers to concentrate all or most of their cloud use
with a primary cloud provider.%*° We also identified a further concern that competition for
the incremental workloads of customers with existing committed spend discounts may be
affected.®®*' We have gathered further evidence from stakeholders, including customers,
hyperscalers, and smaller cloud providers on the way committed spend discounts may affect
customer choices, and address each of these in turn.

623 Ofcom, 2023. Interim report, paragraph 5.132.
624 This is how the hyperscaler terms their baseline schedule of commitments and corresponding discounts
which they state they use. [<].
625 Ofcom / [<] meeting, [¥<], subsequently confirmed by [3<] by email on [<].
626 |n the case of one of these hyperscalers, [5<], the data submitted included various limitations which may
make analysis based on it less robust. These limitations are discussed in Annex 5.
627 As discussed earlier, there other parameters of contracts which are negotiated alongside committed spend
discounts, including referenceability and various other forms of discount.
628 See Annex 5, paragraph 5.31.
629 See Annex 5, paragraph 5.26.
630 Ofcom, 2023. Interim report, paragraph 5.162.
831 Ofcom, 2023. Interim report, paragraph 5.163.
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Incentive to concentrate spend with a primary cloud provider

5.194

5.195

5.196

5.197

5.198

A customer’s discount across its entire spend will increase as they increase their monetary
commitment to a provider during a negotiation or renegotiation. A customer will therefore
maximise the size of the percentage discount they receive by placing as much of their cloud
spending as possible with a single provider. One hyperscaler told us that its customers
typically want their spending commitments to be as close as possible to their anticipated
spend with them to earn the maximum available discount.®*? This demonstrates how
customers have an incentive to maximise the size of the commitment they make to a single
provider to maximise their discount.

Widespread individualisation of agreements and discounts may further contribute to a
customer concentrating their spending with a primary provider. By tailoring the schedule of
discounts to customers’ product needs and total spending, the hyperscalers may be able to
structure discounts to encourage single sourcing.®*® For both of the hyperscalers which
submitted data on the discounts they negotiated with customers, we can observe a
relationship between commitment size and discount, but we also observe wide variation in
the discounts received by committed spend discount customers making similar

commitments.®*

In our interim report, we provided evidence showing that the decisions of some customers
were being affected by their spending commitments. This included accounts from customers
that their committed spend discounts had induced them to purchase incremental cloud
needs from within the ecosystem of the same cloud provider they were already using. Other
customers told us that their commitments to hyperscalers do not represent a barrier to
them choosing the most appropriate providers for their cloud needs.®* This evidence is
consistent with committed spend discounts affecting competition for individual workloads,
though the extent of this may depend on individual customers’ circumstances.®*® In this
subsection we provider further accounts on how discounts impact on the purchasing
decisions of customers.

Microsoft submitted that customers’ commitments are generally planned by customers
based on specific workloads within Azure only, and so do not resemble discounts which
would generally raise competition concerns.®®’ In our view, the fact that committed spend
discounts are cross-service in nature and apply to a customers’ entire spend means that they
do not simply apply to individual workloads. Moreover, the individualisation of discounts
and commitments means that providers may have the ability to structure these discounts to
encourage customer to concentrate their spend with a single cloud provider.

Overall, we are concerned that committed spend discounts create an incentive for
customers to source all or most of their needs from their primary cloud provider, which
could pose a barrier to multi-cloud. This includes when customers first move into the cloud
as well as when they renegotiate their agreements with their primary cloud provider. In the
remainder of this section, we first consider the submissions hyperscalers have made on this

%32 The hyperscaler submitted that it is not in their interest to have customers making spending commitments
that they cannot meet. [3<].

633 Ofcom, 2023. Interim report, paragraph 5.136(c).

634 See Annex 5, paragraphs A5.31 to A5.33.

835 Ofcom, 2023. Interim report, paragraph 5.140.

636 Ofcom, 2023. Interim report, paragraph 5.138.

837 Microsoft response to the interim report, paragraph 163.
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topic, then we discuss the evidence we have gathered from our engagement with customers
and other stakeholders.

Hyperscalers’ evidence of multi-cloud does not address our concern that customers are encouraged
to concentrate all or most of their spend with their primary provider

5.199 Hyperscalers submitted that many of their customers with spending commitments are
observed to purchase from multiple cloud providers, and that this shows committed spend
discounts do not represent an incentive to single source.%®

5.200 One hyperscaler, [$<], submitted analysis of its internal data on opportunities won and lost
among its customers which have spending commitments, submitting that this shows that
[3<1% of the customers represented in this dataset awarded an opportunity to another
cloud provider before or during the period they had a commitment to [3<]. This analysis is
discussed in more detail in Annex 3.5 Another cloud provider similarly submitted that many
of their customers with committed spend discounts use other cloud providers.®%°

5.201 Two hyperscalers submitted that the market research by Context Consulting commissioned
by Ofcom®*! finds high levels of multi-clouding and switching, and low levels of concern
around commercial practices and contractual issues.®? [3<] submitted findings from a

survey by Public First that cloud customers view committed spend discounts positively.®*

5.202 In our view, these submissions cannot prove that committed spend discounts do not act as a
barrier to multi-cloud. While many large customers do use multiple cloud providers for
various reasons, this does not prove that there is no incentive to concentrated spend with a
primary provider. The hyperscalers’ analyses assume that any use of another cloud provider
by their customers represents substantial multi-clouding. However, our evidence suggests
that where customers do multi-cloud, their spend is generally concentrated around a
primary provider and that customers usually procure only a small number of niche services
from secondary providers (See Section 6). Moreover, we note that smaller cloud providers,
such as Oracle and IBM, account for less than 5% of cloud infrastructure services sales in the
UK — further suggesting that there is no material multi-clouding occurring between the
hyperscalers and smaller cloud providers.

5.203 In addition, we do not consider that the survey evidence is relevant to our assessment of any
impacts of cross-service committed spend discounts on multi-clouding. We note that these
surveys were performed using broad samples of cloud customers in the UK, meaning they
are unlikely to reflect the views of the small group of large and experienced cloud customers

638 Hyperscalers also point to the findings of the survey of customers by Context, and the levels of customer
multi-clouding among its respondents. The sample of customers used in this survey, being mid-sized enterprise
customers, is likely to include few customers with individually negotiated committed spend discounts. [3<];
and Microsoft response to interim report, paragraph 162.

839 The hyperscaler, [$<], also submitted estimates of the market shares of hyperscalers within the cloud
market, estimating the three hyperscalers to have a combined share of roughly [3<]%. These estimates of the
hyperscalers market shares and of the growth rates of other cloud providers differ substantially from our own,
primarily due to [3<] inclusion of SaaS revenues in its figures. As discussed in Section 4, paragraphs 4.111 to
4.112, SaaS revenues are significantly more fragmented than those of 1aaS or PaaS. [3<].

640 This submission is based on the hyperscaler’s analysis of publicly available information. [3<] confidential
response to the interim report, [3<].

%41 This market research and what it can tell us about multi-clouding and switching is discussed in more detail
in Annex 3.

642 Microsoft response to the interim report, paragraph 168; and [<].
643 [}(]
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which are eligible for individually negotiated committed spend discounts. Moreover, the
survey did not ask customers about cross-service committed spend discounts specifically,
and rather asked about committed spend discounts more generally. We do not find it
surprising that customers reported that discounts are important for them in response to
these questions, particularly given the depth that some of these discounts can take. As such,
we do not consider that these surveys are necessarily informative about the individually
negotiated committed spend discounts this section focuses on.

Several customers told us that committed spend discounts represent an incentive to concentrate their
spending with their primary provider

5.204 We have gathered evidence which indicates that committed spend discounts have a material
effect on large customers’ decision making and contribute to a tendency among these
customers to concentrate all or most of their spend with a primary provider.

5.205 In response to our interim report, we heard from several more customers whose decision
making has been affected in various ways by their committed spend discounts. Some
customers submitted that committed spend discounts create an incentive for them to
procure multiple services from the same provider, rather than allocating incremental
workloads to other providers.®* Another customer told us that if its existing workloads with
a provider it was committed to were not producing sufficient organic growth to gain an
increased discount, broadening its usage clearly represented another way to achieve this.®*

5.206 Some stakeholders who responded to our interim report said that the hyperscalers’
committed spend discounts directly represented a means of locking in customers in a way
which is difficult and expensive for them to break away from, and that they represent a way
to disincentivise multi-clouding by customers and prevent smaller providers from growing
their market share.®*® One stakeholder specifically identified the public sector as being
affected by this, viewing the UK government’s commitments to hyperscalers representing a
commercial barrier to public sector customers using multiple cloud providers.®*’ Decisions to
concentrate demand with a single provider are also impacted by the targeting of specific
workloads by hyperscalers, which has been mentioned by some customers.®*® For example,
one customer told us that negotiations over spending commitments with cloud providers
sometimes involve reference to specific workstreams and rival providers, and the promise of
an increased discount on existing workloads if an additional workload is incorporated into
the commitment. This customer told us that spending commitments to providers would
represent an issue if it decided to move a workload to an alternative provider during the
commitment period.®*

5.207 From the evidence we have seen from customers during the market study, our assessment is
that committed spend discounts are having a substantial effect on the decisions of many

644 For example, [3<] confidential response to the interim report, page [3<] and Ofcom / [3<] meeting, [¥<],
subsequently confirmed by [3<] by email on [3<].
64> Ofcom / [<] meeting, [¥<], subsequently confirmed by [$<] by email on [$<].
646 [3<] confidential response to the interim report question [$<] and Priyank Chandra response to the interim
report, question 8.3.
647 [3<] confidential response to the interim report question [3<].
648 Ofcom / [<] meeting, [¥<], subsequently confirmed by [3<] by email on [<] and Ofcom / [3<] meeting,
[3<], subsequently confirmed by [3<] by email on [$<].
649 Ofcom / [<] meeting, [¥<], subsequently confirmed by [3<] by email on [<].
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large customers, by encouraging them to concentrate all or most of their cloud spending
with a primary cloud provider.

Impact on competition for incremental workloads

5.208

5.209

5.210

5.211

For customers who already have some of their workloads in the cloud, committed spend
discount have the potential to affect their choice of provider for incremental workloads,
including workloads which they are bringing to the cloud for the first time and entirely new
workloads. A provider may offer a customer which places an additional workload with them
an increased discount on all of their spend, including existing workloads that a customer has
with them.®*° This will be considered by the customer alongside the quality of providers’
offering for the workload itself. The possibility of a deeper discount on the existing
workloads with the hyperscaler can be a material incentive for the customer to place new
workloads with the provider.5>!

We think this is a particular concern where customers face barriers to switching their
existing cloud use. Under these circumstances, the customer is in a weaker bargaining
position, as it faces a cloud provider who has a degree of market power over that customers’
existing cloud usage. When this customer renegotiates its contract, the cloud provider may
require the customer to increase the amount of spend they commit not to lose (some of)
their current discount across their entire spending with them. Should the customer face a
substantial cost to switching some or all their existing cloud use with the provider, the
prospect of losing a discount can create a strong incentive to purchase incremental
workloads from their existing provider, even where these workloads would otherwise be
contestable.

In our interim report we described the experiences of several customers who told us that
they had faced pressure during renegotiation with a hyperscaler ([3<]) to increase the size of
their spending commitments. These customers told us that they had faced some degree of
lock-in to the hyperscaler’s products at the time of renegotiation, meaning it would be
difficult and expensive to switch some of the workloads they had with the hyperscaler to an
alternative provider, even another hyperscaler.®? A customer we spoke to at the time of the
interim report told us that the need to meet its high commitment, which it had been
pressured into accepting during renegotiation, had caused it to shift specific workloads away
from other providers to the hyperscaler.%>3

In this subsection we focus on the impact of the structure of the discounts on competition
for individual workloads. First we consider the submissions hyperscalers have made on this
topic, then we discuss the evidence we have gathered from our engagement with customers
and other stakeholders.

Hyperscalers’ accounts of how commitments are agreed do not address our concern that customers
are incentivised to concentrate their spend

850 |n the interim report, we discussed the effects of customers being close to “thresholds” in hyperscalers’
discounting schedules, where a customer may access a higher discount by increasing their spending a small
amount. Given our understanding of the process of negotiation between customers and hyperscalers, where
hyperscalers are able to make customers individualised offers of commitments and discounts, this framework
is unnecessary to consider the effects of the discounts’ structures on customers’ incentives.

51 Note that the concern does not require that the hyperscaler pressure the customer to purchase a greater
volume or value of cloud services in total than the customer would require.

652 Ofcom, 2023. Interim report, paragraph 5.155 to 5.159.

653 Ofcom, 2023. Interim report, paragraph 5.157.
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5.212 Inresponse to our interim report, hyperscalers said that customers are free to choose the
level of spend they wish to commit to and do not face pressure to increase their
commitments at the point of renegotiation. Hyperscalers reiterated that customers choose
their levels of commitment during renegotiations, and receive an offer of a discount based
on the level of that commitment.®** One hyperscaler told us that customers’ use of cloud
services tends to grow over time, and that customers generally seek a better discount upon
renegotiation. This means that they generally want to commit their actual usage and
forecasted growth to gain the biggest discount.®>

5.213 In our view, these submissions by the hyperscalers are not consistent with the evidence we
have received from customers, which indicates that there is considerable negotiation over
the size of the commitment when customer renew their contract. Additionally, two
hyperscalers acknowledged that they each work with customers to create a demand plan
based on estimates of the projected usage of existing workloads and planned projects, and
that these form the basis for the commitments customers are willing to make.®*® Even the
few customers we spoke with which successfully resisted pressure to grow their
commitments (at least to some extent) needed to push back and make counteroffers on the
sizes of their commitments to the hyperscalers that they were negotiating with.®’

5.214 A hyperscaler submitted that relatively few customers spend beneath their commitments,
and that this indicates that their policies are not causing customers to set commitments
which are too high relative to their actual spending.®*® In our view, this does not prove that
commitments are not being set at a level which is affecting the purchasing decisions of
customers. Since commitments function as minimum spends, customers which are not on
course to reach their commitments have a strong incentive to take what steps they can to
reach the commitment.®* In any case, our concern is not that the structure of committed
spend discounts will increase the total amount of cloud services consumed by customers,
but that they will induce customers to purchase their cloud needs from a primary
hyperscaler provider rather than using alternatives where appropriate.

5.215 Inits response to the interim report, one hyperscaler [3<] submitted that customers with
commitments generally spend more than their commitment with the provider they are
committed to. It submitted that this provides customers with full flexibility to move any
given workload they wish to an alternative provider during the duration of an agreement,
because the commitment relates to overall spend rather than any specific workloads.®°

5.216 We note that customers have the incentive to make their spending commitment as close to
their anticipated spend as possible in order to secure the maximum available overall

654 [3<] and Microsoft response to the interim report, paragraph 156.

855 Ofcom / [<] meeting, [$<], subsequently confirmed by [$<] by email on [$<].

856 Ofcom / [<] meeting, [$<], subsequently confirmed by [3<] by email on [<] and Microsoft response to
the interim report, paragraph 159(ii).

57 Ofcom / [<] meeting, [$<], subsequently confirmed by [3<] by email on [$<]. Ofcom / [3<] meeting, [5<],
subsequently confirmed by [3<] by email on [3<].

%58 The hyperscaler submitted that customers may fail to reach their commitments for reasons such as lower-
than-expected demand, and that in such cases they would seek to work with the customer and understand the
underlying reason. [3<].

859 A customer told us that they took steps such as shifting spending from one time period to another in order
to reach commitments which they were not on course to reach organically within the available time. [3<]
Ofcom / [3<] meeting, [2<], subsequently confirmed by [<] by email on [<].

660 [3<].
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discount, as acknowledged by this hyperscaler in its submission,®®* and that this includes
renegotiating in-progress agreements in order to include any uncommitted spend in their
commitment.®®? In our view, this means that the option of committing an incremental
workload and receiving a higher discount is always available to customers which have an
active committed spend discount, and as such will be a factor in their decision on which
provider to use.

Hyperscalers’ analysis did not contradict the accounts we had from customers in relation to the

pressures they face to increase commitments upon renegotiation

5.217

5.218

5.219

One hyperscaler submitted that customers are not required to increase their commitments
to receive the same level of discount, °°3 suggesting that it does not pressure renewing
customers into increasing their commitment. In support of this, this hyperscaler submitted
an analysis showing that renegotiating customers who change their commitments by only
small amounts see an insignificant change in the size of their discount.®®* In our view, this
finding of statistical insignificance is in large part due to the small number of observations of
customers who are defined as making small changes in their commitment size and it would
be inappropriate to draw strong inferences from it. While the numbers of customers may be
too small to draw robust statistical inferences, we note that [$<]% of [3<] customers which
saw their discounts fall or remain stable following renegotiation actually increased the size

of their commitment.®®

Moreover, this analysis does not disprove the accounts of customers that they were
pressured into increasing the size of their commitments during renegotiation. In fact, the
hyperscaler’'s own data shows that most of its customers increase their commitments when
they renegotiate their contract. In any case, we do not need to observe an increase in
spending commitments when customers renegotiate for there to be a concern. As we
explained above, the concern is that the structure of the discounts will incentivise customers
to concentrate their demand around a primary provider. In other words, renegotiating
customers who did not increase their commitment may simply have had no incremental
workloads to bring to the cloud, while the committed spend discounts may still have
discouraged them from moving some of their existing workloads to a rival cloud. As the
committed spend discounts included in the hyperscaler’s dataset only capture the outcomes
of the negotiation process, it cannot reveal the process of negotiation. In particular, the
hyperscaler’s analysis does not capture the set of options available to customers during the
negotiation process, which led them to choose these outcomes. The evidence gathered from
customers on their experiences of negotiating with hyperscalers is a better source for
understanding that process of negotiation.

A hyperscaler, [3<], submitted analysis of the levels of actual spend and committed spend
immediately before and after the renegotiation of committed spend discounts. It submitted
that customers’ level of commitment typically increases at the point of renegotiation,
whereas customers’ actual spend does not immediately increase as a result. It submitted

661 [}(]
662 [}(]
663 [}(]
664 [}(]

665 Of the [3<] customers who saw discounts fall following renegotiation, [3<] increased their commitments.
Among the [3<] customers with the same discount following renegotiation, [3<] increased their commitments.
Ofcom analysis based on [<].
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5.220

that this indicates that customers are choosing higher commitments upon renegotiation
because their actual spend exceeded their previous commitment, rather than increasing
their commitment because they have an incentive to do so, and that the lack of a sudden
increase in spend following renegotiation indicates that customers are not increasing spend

to match their commitments.®%°

In our view, the fact that customers typically increase their commitments to encompass a
large portion of their previous uncommitted spend is consistent with the structure of the
discounts encouraging them to maximise the size of their commitment. Indeed, the
hyperscaler submitted that “there is a near one-to-one relationship between the average
monthly actual spend prior to renegotiation and the average monthly committed spend in
the re-negotiated contract.” °” As for the lack of sudden increases immediately following
renegotiation, this is not something which we would expect to see if the commitment
structure represented an incentive for customers to favour a primary cloud provider. The
movement of workloads into the cloud and between cloud providers is unlikely to be
instantaneous, and customers who increase their commitment on contract renewal are
likely to increase their actual spend gradually over time. In this case, we would expect
customers to meet their commitments towards the end of the commitment period rather
than immediately after contract renewal.

Several customers told us that they face pressure to increase commitments during renegotiation

5.221

5.222

5.223

The customer accounts we detailed in the interim report described various methods that
hyperscalers have used to pressure them to increase their commitments. Customers told us
of: an expectation of a baseline level of growth at the point of renegotiation; the use of
growth forecasts produced by hyperscalers based on past spend; the leveraging of wider
support and benefits in negotiation over commitments, and; the use of information on
customers’ businesses such as pipeline projects and their reliance on provider-specific
products.®® Following our interim report, we engaged with additional customers and have
learned more details about the mechanics of negotiation between customers and
hyperscalers.

A number of customers told us that [3<] had proposed very large increases in the size of
their commitment during renegotiation.®®

Several customers told us that that while negotiating over the size of their commitments,
they were told that they were expected to grow their spending.®’”® One customer told us that
this growth expectation was set at 20% per year.®”* Another customer told us that whilst
there were options to save money by committing to a certain level of usage of specific
services (using Reserved Instances or similar schemes) it was generally necessary to commit

666 [<].
667 [}(]

668 Ofcom, 2023. Interim report, paragraph 5.155 to 5.159.

669 Ofcom / [¥<] meeting, [$<], subsequently confirmed by [$<] by email on [$<]; Ofcom / [3<] meeting, [$<],
subsequently confirmed by [3<] by email on [3<]; Ofcom / [3<] meeting, [3<], subsequently confirmed by [3<]
by email on [<]; and Ofcom / [3<] meeting, [2<], subsequently confirmed by [<] by email on [3<].

670 Including Ofcom / [$<] meeting, [3<], subsequently confirmed by [3<] by email on [¥<] and Ofcom / [¥<]
meeting, [<], subsequently confirmed by [3<] by email on [<].

71 Ofcom / [<] meeting, [¥<], subsequently confirmed by [3<] by email on [<].
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to growing their usage on an annualised basis in order to access the more comprehensive
cross-service discount programmes. °7?

5.224 A number of customers told us that they understood that if they failed to grow their
commitment at a sufficiently fast rate during renegotiation, they would face penalties to
their discount level.®”®> A customer even described being told directly during negotiations
that it cannot expect to maintain its existing level of discount without a material level of
growth in their spend.®”* Another customer told us that the possibility of failing to reach a
new agreement and so reverting to paying list prices is a concern for it.®”®

5.225 Some customers described a process where [3<] would bring in people to audit their usage,
and then present the customer with a commitment offer which offers the greatest discount
to the customer for committing all of the possible spend they have identified.®’® 7 One
customer said that its hyperscaler provider may hear about possible future projects it is
planning, and incorporate them into its forecast and therefore commitment, despite these
projects possibly not coming to fruition.®”®

5.226 Customers have described a high degree of inflexibility in the position of hyperscalers while
negotiating committed spend discounts. One customer told us that despite spending
considerable time and effort on negotiations, it was only able to slightly bring down the
commitment demanded by its provider in its renegotiated agreement.®”® Another customer
said that it spends significant resources on creating forecasts internally to prove or disprove
the growth forecasts of its hyperscaler provider, and that only small changes in the size of
the discounts it receives are possible in any case.®®

5.227 The need to maintain consistent growth may be particularly pressing for customers who
have reached a degree of maturity in their businesses and use of cloud. Such customers may
be more likely to find their decisions on which providers to use for their cloud usage to be
restricted by the need to reach their commitment, as they cannot rely on the organic growth
of their business or the moving of new workloads to the cloud to grow their spending with
their primary cloud provider.®®* However one customer, which was concerned about the
situation that mature customers would find themselves in with respect to their
commitments, told us that it believed that as the number of mature customers in the cloud
market increases, it will become necessary for providers to begin to accommodate them.®®?

5.228 More generally, customers spoke of a lack of transparency during the negotiating process,
with it being unclear how a change in the size or duration of their commitment would affect

672 This customer also told us that the expectation for growth was relatively standard. Ofcom / [$<] meeting,
[<].
673 For example, Ofcom / [$<] meeting, [5<], subsequently confirmed by [$<] by email on [3<].
674 Ofcom / [3<] meeting, [$<], subsequently confirmed by [$<] by email on [$<].
675 Ofcom / [<] meeting, [¥<], subsequently confirmed by [3<] by email on [<].
676 For example, Ofcom / [3<] meeting, [3<], subsequently confirmed by [3<] by email on [3<].
677 We are aware that [3<] estimates a metric of [3<] for some customers, to identify the portion of a
company’s IT budget that is, or could be, allocated specifically to cloud-based services. The hyperscaler
submitted that they estimate this figure using [3<]. [3<] response dated [3<] to the 5.174 notice dated [3<],
question [3<].
678 Ofcom / [3<] meeting, [$<], subsequently confirmed by [$<] by email on [$<].
679 Ofcom / [<] meeting, [¥<], subsequently confirmed by [3<] by email on [<].
680 Ofcom / [<] meeting, [¥<], subsequently confirmed by [3<] by email on [<].
81 Ofcom / [¥<] meeting, [¥<], subsequently confirmed by [3<] by email on [<].
82 Ofcom / [¥<] meeting, [¥<], subsequently confirmed by [3<] by email on [<].
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5.230

the size of their discount. Customers also told us that the negotiation process of discussing
terms with [3<], and of waiting for them to make updated offers in response to changes in
desired commitment or duration, can be very time-consuming. They have found themselves
in the position of facing the expiration of their agreement and discounts, despite beginning
the negotiations for their following agreement in good time.®®

Some customers we spoke with have successfully pushed back on pressure to grow their
commitments, including by threatening to switch to an alternative provider. Two customers
told us that they had experienced pressure to grow their commitment on renegotiation but
had managed to overcome this, to some extent, during their negotiations. Gaining this
bargaining power is not necessarily easy or accessible to all customers. One of these
customers re-architected its product at a significant cost to make it cloud agnostic, with the
primary aim of gaining bargaining power over its provider.®®* The other customer recognised
that a customer that lacked its size may have more difficulty in pursuing a “conservative
approach” in negotiations.®®

In summary, the customer evidence we have gathered over the course of the market study
shows a consistent pattern of [3<] using commercial pressure to influence its customers to
increase their commitments over subsequent renegotiations. For some customers, the level
of growth in commitment is not problematic as they are growing their cloud usage fast, or
because they have bargaining power, they can use to mitigate the pressure. However, for
other customers, the expectation of growth in commitments may create strong pressure to
move workloads to [3<] and represents a major barrier to them using other cloud providers.
Our view remains that this conduct can be a barrier to multi-cloud and has the potential to
impact competition for customers’ incremental workloads. ®%°

Potential impact on competition

Impact on smaller cloud providers

5.231

5.232

Customers with committed spend discounts are relatively large and generally have multiple
cloud workloads and require a large number of distinct cloud products.®®” Hyperscalers, with
their broad product ranges across the cloud stack, will generally be able to offer such
customers a solution for all or most of their cloud needs. Smaller providers, however, have
narrower product ranges and so may only be able to compete for some workloads of a
customer’s overall cloud needs.

If a customer chooses to purchase one or a few workloads from a smaller provider, the
customer may be forgoing an increase in their discount on the workloads that customer
must purchase from a hyperscaler. In that case, the smaller provider must be able to
compensate the customer for this loss in discount to win the individual workload. We are
concerned that this reduces the opportunity for smaller cloud providers to compete for
components of the demand of these large customers.

683 Ofcom / [¥<] meeting, [$<], subsequently confirmed by [$<] by email on [<] and Ofcom/ [3<] meeting,
[3<], subsequently confirmed by [3<] by email on [3<].

684 This customer noted that bargaining power can also be used to gain benefits besides an increased
percentage discount during negotiations, such as cloud credits. Ofcom / [3<] meeting, [3<], subsequently
confirmed by [3<] by email on [¥<].

%85 Ofcom / [<] meeting, [¥<], subsequently confirmed by [3<] by email on [<].

686 Ofcom, 2023. Interim report, paragraph 5.160.

%87 See Section 5 “Technical barriers” for further details.
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5.233

5.234

5.235

5.236

5.237

While customers with spending commitments to a hyperscaler are only a small proportion of
the customers of cloud services by count, they account for a large proportion, [3<]%, of
hyperscalers’ total cloud revenues.®®® Given the prevalence and strength of economies of
scale in cloud infrastructure services, barriers to smaller providers winning some of the
demand of large customers has the potential to inhibit their ability to gain scale — raising
barriers to entry and expansion. This concern is particularly relevant to the market leaders as
they have the largest established customer base.

The multi-year durations of the agreements which include spending commitments may
compound their impact on the wider market. The prevalence of agreements with long
durations means the amount of cloud spending at any given time that rival providers are
able to compete for and win is restricted.®®® Additionally, one consultant to cloud customers
expressed a view that cloud providers prefer to get customers locked in to longer-duration
contracts and that this is inadvisable for customers unless they have a robust negotiating
team in place allowing for appropriate contract amendments to be made.®%°

In our interim report, we gave the views of some smaller cloud providers on the effects that
the hyperscalers’ committed spend discounts have on competition in the cloud market.%*
One provider told us that the structure of the discounts induces customers to move as many
workloads to the hyperscaler as possible and causes customers to sometimes choose sub-
par solutions to meet commitments. This provider also said that the mechanisms of the
hyperscalers’ discounts which lead to this are not necessary to achieve the legitimate goals
of customer spending commitments.®

Smaller cloud providers we spoke with after the publication of our interim report told us
that committed spend discounts can have positive effects for customers and the functioning
of the cloud market, but have the potential to be used in anticompetitive ways. This includes
by limiting customers’ ability to switch, by worsening lock in, and by creating an incentive to
single source.®®® One smaller provider told us that committed spend discounts represented
one barrier among several that the hyperscalers have created to them winning the business
of larger customers, and that due to the size and importance of this customer group within
the cloud market, this represents a major barrier to their growth generally.®*

Similarly, an intermediary told us that the hyperscalers’ use of committed spend discounts
creates a price barrier for other providers, meaning that customers would face increased
prices from using a competitor even on a trial basis, and ultimately preventing entrant
providers from reaching a viable scale.®®®

638 [3<] response dated [3<] to follow-up questions dated [3<], concerning s.174 notice [3<], question [3<];
[3<] response dated [3<] to follow-up questions dated [3<] concerning s.174 notice [3<], question [<]; and
[3<] response dated [3<] to follow-up questions dated [$<] concerning s.174 notice [3<] question [$<].

689 Ofcom, 2023. Interim report, paragraph 5.136(d).

690 Ofcom / [<] meeting, [¥<], subsequently confirmed by [$<] by email on [$<].

91 Ofcom, 2023. Interim report, paragraph 5.147.

692 [3<] response dated [3<] to the 5.174 notice dated [3<], question [3<].

693 Ofcom / [<] meeting, [¥<], subsequently confirmed by [$<] by email on [$<] and Ofcom / [3<] meeting,

[3<].

694 Ofcom / [<] meeting, [¥<], subsequently confirmed by [3<] by email on [<].
89 Ofcom / [<] meeting, [¥<].
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Impact on ISVs

5.238

5.239

5.240

5.241

In our interim report we noted that the effects of committed spend discounts on ISVs will be
different to other smaller cloud providers, as spending on hyperscalers’ marketplaces will
draw down customers’ commitments.®®® ISVs told us that committed spend discounts still
have the potential to affect them in the same ways as other smaller cloud providers,
including due to the hyperscalers’ policies which do not treat marketplace spend with parity
to spending on hyperscalers’ own products.®®” Our view from the evidence was that the
ability to draw down their commitments with marketplace spending represents a major

reason for customers to use hyperscalers’ marketplaces.®%

One hyperscaler, in its response to our interim report, said that the eligibility of marketplace
spending to draw down customers’ commitments means that ISVs whose products are
available on its marketplace are not in the position of needing to use their own committed

spend discounts to win the business of customers who have spending commitments.%%

Another hyperscaler submitted that its policy allowing marketplace spend to draw down
customers’ commitments was positive for ISVs at it promotes their offerings.”® A smaller
cloud provider who responded to our interim report submitted that it views the eligibility of
marketplace spending to draw down commitments as a powerful generator of network
effects for the hyperscalers, and a way for hyperscalers to incentivise customers’ reliance on
a single cloud provider.”®

The effects committed spend discounts have on ISVs appear mixed. Overall, the evidence
continues to support the view that committed spend discounts are an important driver of
customers’ use of hyperscalers’ marketplaces. Ultimately, the consequences of this for ISVs
and the cloud market will depend on the policies of hyperscalers’ marketplaces and the
degree to which they are managed in a way which is fair to ISVs and their products,
especially in the longer term.

Impact on competition between hyperscalers

5.242

5.243

In our interim report, we reported that each of the hyperscalers emphasised its view that
they compete to win customers’ commitments as a normal part of competition within the
market.”®? There are circumstances where this is likely to be true. The hyperscalers, with
their wide ranges of products across the cloud stack, are likely to be able to compete on an
equal footing for a customer’s spend commitments when they first migrate to the cloud, or
where customers can easily switch their existing workloads between cloud providers when
renegotiating contracts.

However, we also noted that sometimes a cloud provider may have a certain degree of
market power over workloads for which a customer is less able to choose an alternative
provider. In such cases, hyperscalers may find themselves in a similar position to smaller
providers, attempting to win a subset of a rival customer’s workloads instead of being able
to compete for all or most of that customer’s needs. For example, where a customer has

6% |n some cases, a cap applies to the proportion of a customer’s total commitment which may be drawn
down through marketplace spending. Ofcom, 2023. Interim report, paragraph 5.149.

697 Ofcom, 2023. Interim report, paragraph 5.151.

698 Ofcom, 2023. Interim report, paragraph 5.150.

699 Microsoft response to the interim report, paragraph 159(v).

700 [3<].
[3<] confidential response to the interim report, page [<].

701

702 0fcom, 2023. Interim report, paragraph 5.143.
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specific needs which are only met by a given hyperscaler, rival hyperscalers may not be able
to offer the full range of products that match the customer’s needs. Existing customers may
also face high switching costs for their existing workloads with their current cloud provider,
meaning that a rival hyperscaler can only compete for incremental (and sufficiently siloed)
workloads of that customer.

5.244 In these cases, a hyperscaler may be able to use the workloads over which it has a degree of
market power to incentivise its customer to concentrate all of its needs with that
hyperscaler. For example, where a customer faces a substantial cost to switching some or all
their existing cloud use, the threat of losing a discount on these existing workloads could
create a strong incentive to purchase its incremental requirements from the ecosystem of
their existing provider. This may make it harder for rivals to compete for incremental
workloads which would otherwise be contestable, including other hyperscalers that offer a
broad range of cloud services.

Hyperscalers’ rationales for their use of committed spend
discounts

Each of the hyperscalers submitted that discounts are a pro-competitive feature
of the cloud market

5.245 In our interim report we noted that discounts can provide lower prices to the customers
receiving them and be a basis for competition between providers.”” In response, each of the
hyperscalers submitted that discounts are a positive feature of markets, allowing large
customers to exercise their bargaining power, indicating strong competition between
providers and directly providing customers with lower prices.” In our view, there are many
forms that discounts can take, and cloud providers do offer a wide range of different
discount types with different structures. Our concern does not relate to the practice of price
discounting generally, but to the specific structure of the committed spend discounts used
by hyperscalers.”®

5.246 One hyperscaler submitted that committed spend discounts cannot encourage customers to
purchase a “packaged business application” of cloud services from a single hyperscaler’s
ecosystem because the cross-service nature of the commitment and the discount means
that customers are free to draw down their commitment using any mix of services, including
a single service if they choose, meaning no “package” is necessary.’®® In our view, the
agnostic nature of the discount to the exact services purchased does not undermine the
ability for committed spend discounts to encourage customers to purchase all or most of
their needs from a single cloud provider. This is because allocating any workloads to a

703 0fcom, 2023. Interim report, paragraph 8.46.
704 Hyperscalers also submitted that committed spend discounts allow efficiencies in investment due to
improved predictability in customer spending, which are passed on to customers in the form of lower prices.
These submissions are considered later in this section. [3<]; [3<]. [<]. [<] confidential response to the
interim report, paragraph [3<].
795 One hyperscaler submitted that committed spend discounts allows cloud providers to compensate
customers for the cost of switching and migration and so promotes competition between hyperscalers. In our
view, it is not clear how this function of discounting requires the specific structure and features of the
hyperscalers’ cross-service committed spend discounts, outside of the narrow case of competing with a
directly equivalent committed spend discount. [3<].
706[3<].
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secondary provider risks them losing out on a deeper discount across their entire usage with
their primary provider.

Hyperscalers state that commitments encourage investment

5.247 Inour interim report we highlighted a rationale hyperscalers have stated for their use of
committed spend discounts. They said that customer commitments allow cloud providers to
forecast the future demand for their services more accurately and with more certainty,
meaning providers are able to invest more confidently.””” One hyperscaler submitted that
the benefits from these improved forecasts are passed on to customers through the
discounts they receive from making commitments.”® In response to our interim report,
hyperscalers reiterated this view. They submitted that cost savings as a result of increased
efficiency are passed on to the customers who are making commitments.’®

5.248 One hyperscaler said that committed spend discounts enable the launch of new services,
ensure that they have the appropriate capacity for existing services, and allow providers to
allocate their resources across the range of services they offer.”'? In our view, these reasons
do not seem to apply clearly to the cross-service nature of the discounts. Customers may
choose to use any of the hyperscalers’ wide range of products to draw down its
commitment, meaning they do not give providers certainty about the usage of specific
products.”!

5.249 While it may be the case that greater certainty of future revenues aids investment, this does
not justify many of the particular characteristics of the committed spend discounts used by
the hyperscalers. In particular, the degree of individualisation in the size of discount received
by different customers for similar commitments does not appear to support the
hyperscalers’ suggestion that these discounts reflect the pass-through of cost savings.
Additionally, the long durations of the commitments means that customers use of cloud
services could follow any pattern during the contract period, including large peaks in usage,
meaning they do not give certainty to providers of the overall capacity needed to
accommodate that customer.

5.250 Other ways of structuring commitments and discounts are available to hyperscalers which
can provide this certainty without leading to the concerns we have identified. For example,
spending commitments relating to individual services only.”*?

Hyperscalers submitted that commitments provide customers with greater
certainty

5.251 Hyperscalers submitted that making a spending commitment allows customers to overcome
difficulties in predicting their cloud spending and give greater price transparency, because of

%7 |n response to our interim report, one hyperscaler submitted that the certainty created by spending
commitments also allows for greater customer-specific investments. Our assessment of these submissions is
also applicable to this. Microsoft response to the interim report, paragraph 165.
708 Ofcom, 2023. Interim report, paragraph 5.144.
79 [3<]; [3<]; and [<].
710 The hyperscaler also submitted references to several academic papers on firms’ incentives to invest under
uncertainty and on patents, which show a mixture of findings. [3<].
"1 The hyperscaler submitted that the same rationale does apply to cross-service commitments, but did not
articulate this view further. [3<].
712 A cloud provider told us that they are able to gain sufficient certainty of use to support their investment
through their committed spend discounts, which are of a shorter duration and which are workload-specific.
[3<] response dated [3<] to the 5.174 notice dated [3<], question [3<].
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the tools they provide on ongoing usage and spending.”*® In our assessment, the availability
of such monitoring tools is not dependent on committed spend discounts. Committed spend
discounts also do not prevent customers from unexpectedly spending above their
commitments, only from unexpectedly spending below them.

Smaller providers’ use of committed spend discounts do not cause the same
concern

5.252

5.253

5.254

5.255

Various types of discounts which involve customer commitments are used by smaller
providers. Some of these discounts are individually negotiated with customers and so
resemble the committed spend discounts of the hyperscalers in structure.

One cloud provider submitted that when smaller cloud providers compete with
hyperscalers, using committed spend discounts allows them to compete more effectively
and win business.”** A hyperscaler submitted that smaller providers can use committed
spend discounts to reduce the uncertainty around future demand associated with entry, and
support their investment.’®

One cloud provider told us that the structure of its committed spend discounts differs from
those of the hyperscalers. This provider explained that its contracts are shorter in duration
than those of the hyperscalers and that they apply only to specific workloads, both in terms
of the eligibility of spending to draw down the commitment and the application of the
percentage discount.”*® Another smaller cloud provider submitted that it offered discounts
for commitments, though primarily for specific laaS products rather than across its product
range.’’

Given the narrower product ranges of smaller providers, in principle, their use of such
discount structures is less likely to limit the ability of rivals to compete for some of their
customers’ demand. Our concern is with the structure and use of committed spend
discounts by the hyperscalers, not with those of smaller providers that have a narrower
range.

Conclusion on committed spend discounts

5.256

5.257

We remain of the view that price discounting can be a means of competition between cloud
providers and so has the potential to benefit customers and lead to lower prices. We also
accept that it can provide greater certainty to providers and customers, encouraging
investment in product innovation.

However, we are concerned that the structure of the hyperscalers’ committed spend
discounts has the potential to encourage large customers to use a single hyperscaler for all
or most of their cloud needs. In particular, customers can receive a larger discount on their
entire spend with a provider by maximising the workloads that they place with a single
provider. The individualised and private nature of these discounts means that hyperscalers
can tailor these discounts in a way that encourages customers to place most of their
workloads with their primary provider. Overall, we therefore consider that committed spend
discounts can pose a barrier to multi-cloud.

713 Microsoft response to the interim report, paragraph 161. [$<].

714 [<].
715 [<].

716 [3<] response dated [3<] to the s.174 notice dated [3<], question [3<].
717 [3<] response dated [3<] to the s.174 notice dated [3<], question [3<].
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5.258

5.259

For smaller cloud providers that do not offer the full range of products, the use of
committed spend discounts by the hyperscalers may further raise barriers to entry and
expansion. Due to their narrower set of products, they may find it difficult to compete for a
customer’s full commitment spend as they may be unable to match the hyperscalers’
discounts across a wide set of a customer’s product needs. They are more likely to rely on
being the secondary provider of a customer and the use of committed spend discounts by
hyperscalers may limit their ability to compete for a subset of customers’ workloads that
otherwise may have been contestable.

In principle, the hyperscalers have sufficiently wide product portfolios to compete for the
full commitment of most large customers when they first move into the cloud. This could
encourage competition between the hyperscalers by strengthening the bargaining position
of these customers. However, where customers have a limited ability to choose an
alternative cloud provider for some of their needs, even hyperscalers will only be able to
compete for some workloads of these large customers. In these cases, committed spend
discounts could make it more difficult for larger rivals to challenge for this subset of
workloads.

Challenges predicting cloud spend

5.260

5.261

This subsection sets out our assessment of whether difficulties forecasting usage,
interpreting prices and, consequently, predicting cloud spend may create additional barriers
for customers wishing to switch and/or multi-cloud.

Predicting future cloud spend is a function of forecasting future usage, and knowing what
price services will be charged at. Below we set out the evidence on each of these elements
in order: forecasting usage, interpreting prices, and predicting cloud spend. The subsection
concludes with an assessment of whether this creates additional barriers to switching and
multi-cloud.

Forecasting usage

5.262

5.263

The cloud services market is complex and dynamic, and the purchasing of cloud solutions
involves many parameters. The complexity and pace of marker developments can make it
difficult for customers to forecast their future needs. For example, Microsoft Azure launched
with a handful of services and now has over 200, similarly AWS started with three services in
2006 and has over 240 services today.”*®

A cloud provider, [3<], noted that when customers begin their migration to the cloud, they
sometimes find it difficult to anticipate their future demand, but recognised that this can be
because customers find it difficult to anticipate how their cloud needs will evolve.”*® We also
heard that many customers lack the required skills and knowledge to understand the long-
term implications of their choices.”?° We have heard that customers tend to forecast on a
year-on-year basis and are unlikely to be able to forecast accurately much beyond this.”?

718 [}(]
719 [}(]

720 Ofcom / [<] meeting, [¥<], subsequently confirmed by [3<] by email on [<].
21 Ofcom / [¥<] meeting, [$<], subsequently confirmed by [3<] by email on [$<]; Ofcom / [3<] meeting, [3<];
and Ofcom / [3<] meeting, [3<].
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5.264 Given the length of time that it may take enterprises to migrate workloads to the cloud, and
the potential for customer needs to change as new use-cases arise, their businesses evolve,
and new products become available, it is impossible for customers to accurately plan future
demand at the initial migration point.

Interpreting prices

5.265 In our market research, 52% of customers said they were concerned or very concerned
about the lack of pricing transparency.’?> Customers in the qualitative part of the market
research told us that ‘bills can be confusing’’?® and they find that cloud providers are often

‘trying to muddy the waters in terms of costing’.”*

5.266 Other customers had a similar experience. BT Group’s CFl response highlighted the concern
that a lack of transparency of egress fees can adversely affect market dynamics both now
725 [3<] also told us that they find it very difficult to forecast cloud spend in
part due to a lack of price transparency beyond trial periods and over potential cost
savings.’?® Some customers [3<] also told us that hyperscaler pricing can be difficult to
understand.’”?” One cloud provider [3<] also told us that “this difficulty in reading
hyperscalers prices has a pernicious effect on customers” as they are not “guaranteed the
best price/performance ratio when they sign up to a cloud provider and often face ‘hidden

costs’ due to the complexity”.”?®

and in the future.

5.267 For some customers this lack of pricing transparency when they first move into the cloud can
make it difficult for them to understand the reality of their contracts. In some cases, we have
heard examples of customers experiencing 'bill shock’ which can be due to a lack of clarity
and transparency, and challenges understanding what they are paying for, how much they
are paying and why.”?

5.268 [3<] told us that its challenges with forecasting cloud spend are not based around
transparency of pricing, which it thinks is high. Instead, it said that different pricing models
can make it difficult to understand what costs will look like in the future.”° This point was
echoed in responses to our interim report, where some stakeholders called for simplification
of pricing models to help resolve issues around pricing transparency.”>!

Predicting cloud spend

5.269 Predicting what a customer’s future cloud spend would be is a function of their future
needs, and the prices providers charge for those services. Findings from our market research
show that in one in three cases, laaS/PaaS customers find it difficult to accurately predict the

722 Context Consulting research report, slide 131.
723 Context Consulting research report, slide 33.
724 Context Consulting research report, slide 58.
725 BT Group response to the CFl, page 25.
726 [3<] response dated [3<] to the 5.174 notice dated [3<], question [3<].
727 0fcom / [<] meeting, [$<] subsequently confirmed by [$<] by email on [$<], Ofcom / [¥<] meeting, [¥<].
728 [3<] confidential response to the interim report, page [<].
729 Ofcom / [<] meeting, [$<]; Privank Chadra response to the interim report, page 11; and TechUK response
to the interim report, page 2.
730 [3<] response dated [3<] to the s.174 notice dated [3<], question [3<].
31 [3<] confidential response to the interim report, page [3<]; Federation of Communication Services
response to the interim report, page 6; Name withheld 1 response to the interim report, page 7.
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future costs of their cloud computing.”? This is echoed by some of the evidence outlined
above on forecasting usage, and interpreting prices.

5.270 However, these are not issues that every customer faces. We heard from [3<] and [3<] that
they find forecasting cloud infrastructure spending relatively issue-free,”** and they do not

encounter ‘high volatility of prices or find pricing particularly opaque’.”®*

5.271 We noted in our interim report that we have seen some evidence of cloud providers
awareness of the issues with transparency of billing. [3<] documents showed that customers
have told it that it is becoming increasingly complex to compare the true cost of [3<] with
competitors. It noted that this complexity comes from different discount plans and pricing
structures.’”*

5.272 In response to our interim report, hyperscalers stated that prices are listed publicly on their
website, which are available for all customers to use.”?® For some customers hyperscalers
also pointed to committed spend discounts as a way for customers to gain predictability in
their cloud spend.”®” However, we note that committed spend discounts only offer
customers certainty on their minimum spend and do not prevent customers from
unexpectedly spending above their commitments.’2®

5.273 Our interim report also explored cost monitoring services that are available from
hyperscalers.”*® We have heard some positive commentary on the services available from
hyperscalers,’*® including customers in the qualitative part of the market research who told
us how they had seen improvements in cost monitoring services available from cloud
providers.”* Other customers have pointed out their limitations, including a lack of accuracy
when forecasting.”*> Our market research showed a consensus among customers that
vendors could do more to help manage their cloud spend.”*

5.274 We have also heard evidence from some smaller cloud providers about the challenges
customers face when trying to forecast spend.’*

a) Hyve Managed Hosting told us that:’#

i) Customers often do not know the real cost of the cloud services they plan to
consume until they have started using them and receive their bills. When describing

732 Context Consulting research report, slide 95.
733 [3<] response dated [3<] to the s.174 noticed dated [$<], question [3<]; and [3<] response dated [5<] to
the s.174 notice dated [3<], question [3<].
734 [3<] response dated [3<] to the s.174 notice dated [3<], question [3<].
735 [3<] response dated [3<] to the s.174 notice dated [3<], [5<].
736 AWS response to the interim report, page 13, paragraph 29; Microsoft response to the interim report, page
31, paragraph 116; and [3<].
737 Microsoft response to the interim report, page 9, paragraph 28 and Google response to the interim report,
page 3, paragraph 14.
38 For example, we find that around [3<]% of [$<] first deal customers with completed contracts had an actual
spend that was twice the amount of their commitment. Ofcom analysis based on [3<]. [3<] response dated
[3<] to the s.174 notice dated [3<], question [<].
739 AWS Cost Explorer, Azure Cost Management and GCP Billing.
740 Ofcom / [<] meeting, [$<], Ofcom / [3<] meeting, [$<].
741 Context Consulting research report, slide 80.
742 0fcom / [<] meeting, [$<], subsequently confirmed by [$<] by email on [$<] and Ofcom / [3<] meeting,
[3<] subsequently confirmed by [<] by email on [<].
743 Context Consulting research report, slide 98.
744 [3<] confidential response to the interim report, page [<].
745 Ofcom / CISPE / Hyve Managed Hosting meeting, 2 February 2023.
159


https://www.ofcom.org.uk/__data/assets/pdf_file/0024/263823/aws.pdf
https://www.ofcom.org.uk/__data/assets/pdf_file/0022/263830/microsoft.pdf
https://www.ofcom.org.uk/__data/assets/pdf_file/0022/263830/microsoft.pdf
https://www.ofcom.org.uk/__data/assets/pdf_file/0029/263828/google.pdf

the problem, it highlighted the complexity of the issue and noted a series of
examples.

ii) Hyve Managed Hosting also explained how some cloud providers bundle their
products, making it difficult for customers to compare costs between providers as
everything is integrated into one price. This can be particularly prevalent when
looking at certain software licensing. In other instances, it can be the complexity
associated with individual components that make it difficult for customers to
understand what they are paying for and predict future usage. For example, when
building a quote for public cloud vendors, in order to gain an accurate cost a
customer may need to understand highly complex requirements such as how many
requests per second their load-balancer would be receiving, or how many disk reads
they would be carrying out per second. These challenges also make it difficult for
customers to compare prices between providers, especially when different providers
measure different metrics.

b) [2<] also told us that the hyperscalers introduce unexpected additional charges as
companies begin to scale their cloud usage, making it difficult for customers to forecast
spend.’#®

Conclusion on predicting cloud spend

5.275 Overall, the evidence indicates that some customers may find it difficult to accurately
predict the future costs of their cloud computing. These challenges may stem from the
inherent complexity or undefined nature of a customer’s needs which makes it difficult to
forecast future usage of cloud services. It may also be exacerbated by difficulty interpreting
and comparing pricing across providers or a lack of clarity on the exact value of prices and
fees.

5.276 Whilst we acknowledge that some customers have told us they do not face the challenges
we have identified, where customers do find it difficult to predict and compare future spend
when choosing a provider, this may prevent them from exercising effective choice in
selecting the cloud architecture that is most appropriate for their needs. This may reduce
the effectiveness of competition based on quality and price, which in turn compounds the
barriers to entry and expansion for smaller cloud providers for whom price is a key lever to
attract new customers. Difficulties predicting usage can also lead to “bill shock” for some
customers, and make it hard for customers to protect themselves from potential future
harm when they first migrate to the cloud (we detail this further in Section 8).

Conclusion on barriers to multi-cloud and switching

5.277 We conclude that the barriers we identify in this section combine to substantially limit the
ability of some customers to multi-cloud and to switch and so limit competition in cloud
infrastructure services.

a) Technical barriers increase the costs to customers of adopting multi-cloud architectures
and switching. This is particularly the case where more integrated forms of multi-cloud
and switching between clouds involve a significant number of applications which are

746 Ofcom / [<] meeting, [¥<].
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5.278

5.279

5.280

5.281

tightly integrated with proprietary services of the cloud provider. Technical barriers are
also likely to pose material limitations on some multi-vendor deployments.

b) Egress fees hinder the adoption of multi-cloud architectures which require substantial
movement of data between workloads hosted on different clouds. They can also
increase the costs of switching between cloud providers for those customers who would
have to transfer large amounts of data and more generally as switching will typically
involve more integrated forms of multi-cloud as an intermediate step.

¢) Committed spend discounts encourage large customers to purchase all or most of their
cloud needs from their primary cloud provider, reducing their incentives to multi-cloud.

Some customers will be less affected by these barriers. This may be true for customers who
host limited amounts of data in the cloud and have relatively simple requirements which can
be easily integrated and moved between cloud providers. However, our evidence suggests
that a significant number of users have had to settle for a sub-optimal approach to multi-
cloud and are concerned about their lack of ability to switch.

The barriers we have identified appear particularly material for customers with large and
complex cloud architectures, customers who need to adhere to specific regulatory
requirements and/or customers who are less technically sophisticated. These customers are
likely to account for a substantial fraction of demand for cloud infrastructure services in the
UK, at least in revenue terms. We also believe they encompass many critical sectors, such as
government, financial services, healthcare, social media, as well as our core sectors of
broadcasting and telecoms.

Because of these barriers to multi-cloud and switching, a customer’s initial choice of cloud
provider is important. Once a customer chooses a cloud provider, these barriers make it
more likely that they will concentrate their usage within that cloud providers’ ecosystem.
They are also more likely to increase their usage from the chosen cloud provider’s
ecosystem as they migrate more workloads into the cloud and their needs evolve. This is
particularly the case for those customers who face material barriers to multi-cloud and
switching.

As a result of these dynamics, much of competition in cloud infrastructure is currently
centred around attracting customers when they first migrate into the cloud. This is evident
in cloud providers' strategies, with widespread practices of cloud providers offering new
customers a range of incentives (such as free trials) to win their business. However, barriers
to multi-cloud and switching have the potential to lessen effective competition in cloud
infrastructure services:

a) Cloud providers, particularly AWS and Microsoft, face a weaker threat from some
customers adopting a multi-cloud architecture or switching to make savings or purchase
a rivals’ best-in-breed solutions. These barriers also reduce the potential for workload
competition to put pressure on these customers’ primary cloud provider. This is
particularly the case where a customer purchases a range of tightly integrated services
from a cloud provider’s broad ecosystem, and this can impact a customer’s existing and
incremental workloads.

b) Where smaller cloud providers are unable to compete for a customer’s entire cloud
needs, barriers to multi-cloud and switching can further raise barriers to entry and
expansion which we discuss in Section 6. They make it more difficult for those providers
to challenge for one or several of a customers’ workloads, which could inhibit their
ability to grow their customer base and gain scale.
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5.282 Challenges predicting cloud spend can further limit competition by preventing customers
from exercising effective choice in selecting the cloud architecture that is most appropriate
for their needs. This can reduce competition between cloud providers based on quality and

price.
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6.Barriers to entry and expansion

6.1 In this section we identify market features which are important for competing in cloud
infrastructure services and consider the extent to which these create barriers to entry and
expansion.

6.2 Competing as a vertically integrated cloud provider requires significant and on-going

investment in several different areas:

a) physical infrastructure, including data centres, servers and network equipment;
b) a broad product portfolio (including solutions for specific industries); and
c) customer acquisition strategies.

6.3 The investments made in all three of these areas have the potential to raise barriers to entry
and expansion. There are also other potential barriers to entry and expansion, including the
need to attract highly specialised teams of engineers and product developers.

6.4 ISVs may face lower barriers to entry and expansion to supply Paas, as they typically use the
infrastructure (laa$S services) of other cloud providers to provide their services rather than
using their own infrastructure. However, the potential reliance of ISVs on the hyperscalers
may raise other issues, which we discuss in Section 7.

Investment in physical infrastructure

6.5 In this subsection, we consider the extent to which investments in the physical infrastructure
required to provide cloud services may act as a barrier to entry or expansion.’"’

6.6 This subsection is structured as follows:

a) Investment in data centres;

b) Economies of scale in data centres;

c) Innovation in underlying hardware; and

d) Benefits from sharing cloud infrastructure with non-cloud businesses.

Investment in data centres

6.7 The hyperscalers have hundreds of data centres located around the world — for example,
Microsoft Azure operates [3<] [between 200-350], with plans to build more in the
foreseeable future.’*® 7* In comparison, smaller providers operate fewer data centres — for
example, IBM operates [3<] [between 50-100] and OVHcloud operates 37 data centres.”°

747 1SVs also rely on physical infrastructure to provide Paa$S (and SaaS) services, but they typically use the

infrastructure (laa$S services) of other cloud providers, to provide their services rather than using their own
infrastructure.
748 Microsoft response dated 9 December 2023 to the 5.174 notice dated 21 October 2022, Part B question 26a
(Confidential Annex B26).
749 Microsoft News, 2021. Microsoft’s virtual datacenter grounds ‘the cloud’ in reality [accessed 15 September
2023].
750 |BM response dated 23 December 2023 to the s.174 notice dated 25 October 2022, Part B question 24a;
OVHcloud response dated 12 December 2022 to the s.174 notice dated 27 October 2022, Part B question 17a.
OVHcloud website. Datacentres [accessed 15 September 2023].
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Table 6.1: Data centre figures’>*

Global data centre count Average global data centre
(owned and leased / co- capacity (MW per data centre,
located, 2021) 2021)

AWS [<] [X<]

Google <] <]

Microsoft Azure <] <]

IBM [X<] [<]

Oracle [<] (<]

OVHcloud (<] [3<]

Source: Ofcom analysis based on responses to s.174 notices, and data from provider websites where available.

6.8 Costs of data centres are very high and can require significant capital expenditure on fixed
assets such as data centre premises, servers and network equipment. Operating costs of
data centres can also be high and include costs of labour, support services, and networks
(e.g. energy, internet, etc.).”>? For example:

a) A co-authored 2016 study by Emerson Network Power and Ponemon Institute estimated
that the average cost of a data centre is more than £3.6 million per year, and can
amount to around £6 million per year for some data centres.”>

b) A 2022 report by Dgtl Infra states that it could cost between $7-12 million per megawatt
of commissioned IT load to build a data centre.”>* This means that build costs per data
centre alone could be significant, in the tens to hundreds of millions.

6.9 As such, the need to invest in a network of data centres could act as a significant barrier to
entry and expansion for cloud providers.

6.10  Barriers to entry may be reduced by leasing the property and/or co-locating in existing data
centres, as this reduces the high capital costs associated with construction and other
barriers such as the lead time of building data centres. There is evidence that small-scale

51 providers may be using some of their data centre capacity for purposes other than providing cloud services.
752 Based on analysis of responses to our statutory information requests.

753 The study was sponsored by Emerson Network Power and conducted by Ponemon Institute, which is a
research centre focused on privacy, data protection and information security policy. Estimated costs in the
study are based on data from 41 data centres, representing 31 companies, who reported their costs in the
following cost categories: physical plant (amortized), IT assets (amortized), operating costs (including labour
costs), and energy costs. Converted from 4.93 million USD and 8.10 million USD using the average exchange
rate in 2016 of 1 USD to 0.74 GBP. Emerson & Ponemon Institute, 2016. Cost to Support Compute Capacity.
Retrieved from Wayback Machine [accessed 29 September 2023].

754 These estimates include the following cost categories: land and building shell, electrical systems, HVAC /
mechanical/ cooling systems, building fit-out area. Dgtl Infra, 2022. How much does it cost to build a data
centre? [accessed 19 September 2023].
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public cloud providers have entered the market in recent years by buying co-location space
from providers of data centres, e.g. Civo’>® and OVHcloud.”® [3<].7°7 [3<].7°®

6.11  Capital costs can still be substantial where providers lease or co-locate data centres due to
investments in IT equipment (such as servers). For example, information provided by [3<]
suggests that the majority of its data centre capital expenditure (capex), relates to
investment in IT equipment (such as server components, server production and network
switches), with construction costs being a significantly smaller share of its total capex.”®

6.12  Regardless of whether a cloud provider is constructing or leasing, there can be capacity
challenges that make it more difficult for cloud providers to acquire additional data centre
space. While this can impact all cloud providers, this may particularly affect potential
entrants who may find it difficult to replicate the offering of providers who have already
secured some resources:

a) Capacity shortages in key locations — [3<] told us that some cloud customers (e.g. e-
commerce, banking, or gaming companies) require the latency period for their
information systems to be as low as possible, which implies that data centres need to be
located in closer geographical proximity to companies’ premises. In densely populated
regions such as in Greater London, the available real estate to build new data centres is
limited. As a result, [3<] suggested that limited access to real estate is an important
barrier to entry and expansion.”®® Similarly, [3<] also said that capacity can vary by
location. For example, it said there is currently available capacity in the UK generally, but
capacity has become more constrained in west London, due to a lack of power capacity
in certain key substations which has delayed deployment of new capacity. [3<] also
highlighted challenges regarding scarcity of available development land suitable for data
centres — but noted that these capacity issues apply to building as much as leasing/co-
location.’®*

b) Availability challenges in co-location data centres — if there are shortages in co-location
space in existing data centres in popular regions, smaller providers may find it more
difficult to compete with the hyperscalers for co-location space. [3<] said that if there is

755 Civo launched its cloud platform in October 2021. It rents colocation space from data centre owners and
deploys its own servers. Civo has servers in the UK, Frankfurt, New York and Phoenix, and plan to launch
further locations in India, Singapore, the US and the UK. Ofcom / Civo meeting, 18 October 2022.
756 OVHcloud rented its first data centre in 2001, followed by a fully owned data centre two years later and
today has 37 data centres in 8 countries around the globe. OVHcloud website, Datacentres [accessed 15
September 2023].
757 [3<] response dated [3<] to the s.174 notice dated [5<], Part B question [$<]; [3<] response dated [3<] to
the s.174 notice dated [3<], Part B question [<]; [3<] response dated [3<] to the 5.174 notice dated [3<], Part
B question [<]; and [3<] response dated [3<] to our follow-up email dated [3<] concerning the s.174 notice
dated [3<], Part B question [3<].
758 [3<] response dated [3<] to the 5.174 notice dated [3<], Part B question [$<]; [3<] response dated [5<] to
our follow-up email dated [3<] concerning the s.174 notice dated [$<], Part B question [3<]; [$<] response
dated [3<] to our follow-up email dated [2<] concerning the s.174 notice dated [3<], Part B question [<];
[3<] response dated [3<] to our s.174 notice dated [$<]; [3<] response dated [3<] to our follow-up email
dated [3<] concerning the s.174 notice dated [3<], Part B question [3<]; [3<] response dated [3<] to our
follow-up email dated [3<] concerning the s.174 notice dated [3<], Part B question [3<]; and [<] response
dated [3<] to the 5.174 notice dated [3<], Part B question [3<].
759 [3<] response dated [3<] to the 5.174 notice dated [3<], Part B question [<].
760 [3<] response dated [3<] to our follow-up email dated [$<] concerning the s.174 notice dated [$<], Part B
question [¥<].
761 [3<] response dated [3<] to our follow-up email dated [¥<] concerning the s.174 notice dated [$<], Part B
question [¥<].
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available capacity, it is relatively easy to rent additional co-location space, but things
become more challenging if there are limitations in available space or power.’®?
Similarly, [3<] noted that co-location data centre supply can fluctuate — capacity
availability depends on when co-location providers expect to have capacity becoming
available. Global supply chain issues have extended timelines too for co-location
providers to build capacity, exacerbating availability challenges.”®

6.13  In response to our interim report, one cloud provider [3<] stated that it is not necessary to
build a large-scale operation on initial entry and therefore does not consider investment in
physical infrastructure to be a significant barrier to entry. Instead, it [3<] suggested that
small and mid-scale providers can enter the market by using a variety of capital efficient
strategies (including leasing and co-location) and grow their capacity and geographic reach
as their business expands. 7** We recognise that it is possible to start providing laaS services
with a single data centre and add data centres incrementally, as illustrated by the entry of
both small and mid-scale cloud providers. We observe that small scale cloud providers have
much fewer data centres and are located in fewer geographic regions.”®> Of the mid-scale
cloud providers, Oracle has been able to make the most progress in this area. Oracle entered
the market in 2016 with one public cloud data centre and has since added data centres at a
fast rate (it now operates [3<] [between 150-200] data centres globally).”®® Oracle has also
launched public cloud data centres in several geographic regions to rival AWS, Microsoft and
Google.”®’

6.14  However, some customers value having access to a large network of data centres and may
consider that only the hyperscalers’ offerings fit these requirements.”®® It is important to
offer cloud services in multiple geographic regions outside of the UK to compete for some
customers, especially in Europe and North America, but increasingly other regions too. For
example, UK companies with global offices and customers may want to locate some
applications in data centres outside of the UK (particularly, the US and EU) to be close to the
customer for latency reasons. Geographic reach may be particularly important for ISVs
looking to host their services on the infrastructure of cloud providers as they will want to
appeal to a broad range of global customers and, for some applications, latency
requirements may necessitate locating in regions close to customers. For example, [3<]
submitted that it would be difficult to self-supply cloud infrastructure on all of the
hyperscalers’ geographical regions and it would be difficult to deliver its service from outside

762 [3<] response dated [3<] to our follow-up email dated [$<] concerning the s.174 notice dated [$<], Part B
question [3<].
763 [3<] response dated [3<] to our follow-up email dated [$<] concerning the 5.174 notice dated [$<], Part B
question [3<].
764 [}(]
765 For example, OVHcloud has 37 data centres in 4 continents, Scaleway operates data centres in one region
(Paris), and Civo operates data centres in 3 regions. OVHcloud website, OVHcloud datacentres [accessed 19
September 2023]; Scaleway website, Scaleway Datacenter homepage [accessed 19 September 2023]; Civo
website, Frankfurt region now live [accessed 19 September 2023].
766 Oracle response dated 9 December 2023 to the s.174 notice dated 31 October 2022, Part B question 22a.
767 Analysis of provider websites suggests that AWS, Microsoft, Google and Oracle all offer public cloud
services to customers from over 30 geographic regions located around the world. Also, in 2021, IBM and
Oracle both operated data centres in 19 countries, AWS in 19 countries, Microsoft in 24 countries, and Google
in 21 countries. Synergy Research Group, 2022. 1Q 2022 Hyperscale Market Tracker.
758 For example, in our qualitative research, one respondent considered that only Google, AWS and Microsoft
have the reach to meet the needs of their global business. Context Consulting research report, slide 64.

166



https://www.ovhcloud.com/en-gb/datacenters-ovhcloud/
https://datacenter.scaleway.com/#:%7E:text=Scaleway%20Datacenter%20operates%20retail%20and,859%2B%20networks%20around%20the%20world.
https://www.civo.com/blog/new-region-frankfurt

the hyperscaler regions due to potential latency issues which would be critical for use-cases
requiring a [3<].7° [3<].77°

6.15  Overall, the hyperscalers are still ahead of Oracle in terms of the total number of data
centres available for providing public cloud services, which means that they may be able to
offer more availability within geographic regions (e.g. multiple availability zones within
regions).”’* Furthermore, the hyperscalers are at an advantage as they have already
achieved expansive global networks of larger data centres and have already made the capital
investments. They may also be better able to spread the fixed costs of capital investments
for further expansion due to the significant scale of their existing cloud customer base.

Economies of scale in data centres

6.16  In addition to high capital costs, economies of scale can further exacerbate barriers to entry
and expansion. The hyperscalers may be able to benefit from economies of scale given the
size and global reach of their data centres and larger global customer base.

6.17  Evidence from existing reports suggests that there are significant economies of scale
associated with the size of data centres, with costs per kilowatt (kW) of compute capacity
decreasing with increases in data centre size — this is the case for all cost categories,
especially for energy and operating costs, which together account for 80% or more of annual
data centre costs.”’? Additionally, a Microsoft study states that investments in security and
reliability also benefit from economies of scale, as these are largely fixed costs.””® There is
also evidence that data centres with higher average rack density experience lower unit costs
than data centres with lower rack density.””

6.18 On average, the hyperscalers have larger data centres (measured on a MW basis) globally
than the small-scale and mid-scale cloud providers, therefore we would expect that they
would benefit from economies of scale associated with the size of data centres (see Table
6.1).””> For example, Microsoft’s data centres have an average capacity of [3<] [10-20] MW

769 [3<] response dated [3<] to the s.174 dated [$<], Part A question [¥<].

770 [3<] response dated [3<] to the s.174 notice dated [$<], Part B, question [3<]; [3<] response dated [<] to
our follow-up email dated [3<] concerning the s.174 notice dated [3<], Part B question [<]. [3<] response
dated [3<] to the 5.174 notice dated [3<], Part B question [3<]. [3<] response dated [3<] to the 5.174 notice
dated [3<], Part B question [<].

7 For example, AWS offers Availability Zones (AZs) which are one or more discrete data centres with
redundant power, networking, and connectivity in an AWS Region. AWS explains that “AZs give customers the
ability to operate production applications and databases that are more highly available, fault tolerant, and
scalable than would be possible from a single data center” AWS website. Regions AZ [accessed 19 September
2023].

772 Energy costs experienced the largest decrease, with a 180 percent difference between energy costs/kW for
data centres in the smallest size range compared to the largest. Operating costs showed a 129 percent
difference per kW in the largest data centres compared to those in the 500 to 5,000 square foot range. The
other cost categories are the physical building and the physical infrastructure. Emerson & Ponemon Institute,
2016, Cost to Support Compute Capacity; results reported in Data Center Dynamics, 2016, Research: Larger
data centres make considerable savings on operating costs [accessed 19 September 2023].

773 Microsoft, 2010, The Economics of the Cloud [accessed 19 September 2023].

7% | bid.

7> The hyperscalers may also experience benefits in terms of customer demand. In the broadcasting space,
one ISV [<] told us that it chooses to run their services on the hyperscalers as it has concerns that smaller
cloud providers are unable to meet peaks of processing demand. It noted that smaller providers are good for
dedicated workloads but said that it does not want to separate out its product into separate workloads to
avoid latency issues. Ofcom / [3<] meeting, [3<].
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per data centre globally compared to Oracle’s data centres which have an average capacity
of [3<] [less than 5] MW.”’®* When we compare infrastructure costs to revenue based on
information provided by the hyperscalers, [3<].””” [3<], this trend is consistent with
economies of scale, particularly in relation to data centre usage costs.

6.19 A Microsoft study states that economies of scale can also be achieved with data centres in
terms of buying power. Operators of larger data centres can get discounts on hardware
purchases of up to 30% over smaller buyers.””® Whilst [3<] told us that it expects the gap in
server costs to be between 10-30% when compared to a hyperscaler, [3<] explained that it
believes there is enough competition in the server space (Intel, AMD, Nvidia, etc.) to ensure
that smaller providers can access components at relatively competitive prices.”’”° However,
this may not be true during periods of shortages.”®® [3<] told us that in a context of
electronic components shortage, suppliers favour clients with larger purchasing volumes (i.e.
hyperscalers) [5<].78!

6.20  As Microsoft acknowledged in response to our interim report, there are also economies of
scale associated with pooling of demand to reduce variance and improve the utilisation rate
of servers and data centres.”®?> There are various sources of demand variability which can
lead to under-utilisation — including random variability, time-of-day patterns, industry-
specific variability, and variability from different workloads.”®* The larger the pool of
customers (both in quantity and variety), the smoother the demand profile which leads to
higher utilisation of servers leading to cost efficiencies.”®* Cloud providers with a global
network of data centres and a large established customer base may be better able to reduce
variability in time-of-day patterns by, e.g. running the same workload for multiple time
zones on the same servers. Indeed, on a global scale IBM explained that the need to have a
large global infrastructure footprint combined with sufficient scale (in terms of customer
base) are the two most important factors influencing utilisation in data centres and
profitability.”®

6.21  Our evidence on differences between the hyperscalers and smaller cloud providers in terms
of data centre/server utilisation rates is mixed. [5<]7%®

776 Calculated using data on global data centre count and global data centre capacity. Microsoft response
dated 9 December 2023 to the s.174 notice dated 21 October 2022, Part B question 26a (Confidential Annex
B26); Oracle response dated 9 December 2023 to the 5.174 notice dated 31 October 2022, Part B question 22a.
777 13<] response dated [3<] to our follow-up email dated [$<] concerning the s.174 notice dated [$<], Part B
question [3<]; [3<] response dated [3<] to the s.174 notice dated [3<], Part B question [$<]; [3<] response
dated [3<] to our follow-up email dated [3<] concerning the s.174 notice dated [3<], Part B question [3<].

78 Microsoft, 2010. The Economics of the Cloud [accessed 19 September 2023].

779 Ofcom / [<] meeting, [$<].

780 |t has been reported that the development of the Al industry could lead to a period of chip shortage. See for
example CNN Business, 2023. The big bottleneck for Al: a shortage of powerful chips [accessed 14 August
2023].

781 [3<] response dated [3<] to the s.174 notice dated [5<], Part A question [<].

782 Microsoft response to the interim report, paragraph 66.

783 Microsoft, 2010. The Economics of the Cloud, pages 5-6 [accessed 19 September 2023].

784 Higher utilisation of servers would lead to cost efficiencies as cloud providers would require fewer servers
for the same demand and less power. Microsoft, 2010, The Economics of the Cloud, page 7 [accessed 19
September 2023].

785 |BM response dated 22 March 2023 to our proposed use of information dated 14 March 2023.

786 [3<] response dated [3<] to our follow-up email dated [$<] concerning the s.174 notice dated [$<], Part B
question [¥<].
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6.22

6.23

6.24

6.25

Both AWS and Microsoft have made public statements highlighting the economies of scale
that their cloud businesses enjoy:

a) AWS stated: “...our leadership position helps: scale economies can provide us a relative
advantage on capital efficiency.”’®’

b) Microsoft stated: “Our cloud business benefits from three economies of scale:
datacenters that deploy computational resources at significantly lower cost per unit
than smaller ones; datacenters that coordinate and aggregate diverse customer,
geographic, and application demand patterns, improving the utilization of computing,
storage, and network resources; and multi-tenancy locations that lower application

maintenance labor costs.” 7%

Responding to our interim report Microsoft agreed that the upfront investment required to
provide laaS and the substantial economies of scale and scope tend to favour the large-scale
players but stated that it would not expect an efficient market structure for laaS to be
fragmented across large numbers of competitors.’®® We acknowledge that scale economies
may imply the scope for competition in laaS is limited to a small number of players.

Microsoft also noted that, in recent years, cloud adoption has expanded to more specialised
business requirements and suggested that this has opened opportunities for existing and
new cloud providers to differentiate themselves in different industry and workload verticals,
without the need for hyperscaler scale.”?® We recognise that there can be some workload
competition (particularly at the PaaS layer) and that market players such as ISVs can start
providing cloud services by using the infrastructure of the hyperscalers. However, as
discussed later in this section, our evidence indicates that the extent to which this can put
competitive pressure on the market leaders may be limited.

Another hyperscaler respondent [3<] recognised that certain features of its offering
involved significant investment, but stated that competitors do not need to replicate its full
offering or have the capacity to supply 100% of every customer’s requirements in order to
compete because many customers multi-cloud.”?* While it may be true that customers use
multi-cloud solutions for a limited number of siloed use cases, our evidence suggests that
usage of integrated multi-cloud is low and unlikely to increase due to the barriers we have
identified in Section 5. Therefore, we disagree that multi-cloud is sufficiently widespread to
materially lower barriers to entry and expansion by allowing small providers to compete for
a fraction of customer demand and gradually build out. Moreover, as discussed above, some
customers want access to a large network of data centres which puts the hyperscalers at an
advantage as they have already achieved expansive global networks of larger data centres.

Innovation in underlying hardware

6.26

Innovation in underlying hardware, such as custom processors and custom hardware
accelerators, can drive significant improvements in performance of hardware (e.g. compute,
memory and storage) which translates into lower energy use. These efficiencies lead to
lower unit costs for cloud providers; as explained above, energy costs account for a
significant share of annual data centre costs. For example, AWS's latest generation of Arm-

87 Amazon, 2014. Letter from CEO to shareholders, page 5 [accessed 28 September 2023].
788 Microsoft, 2022. Microsoft Annual Report 2022 [accessed 19 September 2023].

789 Microsoft response to the interim report, paragraph 64.

790 Microsoft response to the interim report, paragraph 71.

791 [}(]
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based processors (Graviton3) provides up to 25% better compute performance and up to
60% less energy usage.’?” Other examples, of hyperscalers customising hardware are
provided in Box 6.2 below.

6.27  These efficiencies can be passed onto customers in terms of lower unit prices and increased
performance.’® This in turn improves the price-performance ratio of the cloud services
running on top of it.”?* In other words, innovation in underlying hardware translates into
better quality services and value for money for consumers across the entire cloud stack. The
market research shows that quality of service and value for money are the two most
important factors when choosing a provider.”® This is also supported by the responses we
have received from large enterprises: [<], [3<], [<], [3<] and [¥<] all considered service
quality to be an important factor when choosing cloud provider, with [3<] and [3<] ranking
it as their most important consideration.”?® [3<] also considered service quality to be an
important factor when choosing cloud provider, alongside price, and said that it focuses on
“functionality and performance such as cloud host CPU performance, disc performance,
network stability, etc.””%’

6.28 Investments in research and development (R&D) to develop custom hardware involve high
fixed and sunk costs and technical expertise, which may act as a barrier to entry and
expansion for smaller cloud providers. The more customers a company has, the more it can
spread these fixed costs. Furthermore, the hyperscalers use these innovations internally and
often first customise hardware for their non-cloud businesses.”® For example, Google’s TPU
chips were initially used exclusively for its non-cloud services, e.g. Google Search.

6.29  Access to similar innovations from third-party suppliers could reduce barriers to competing
with cloud providers who have invested in optimising their underlying hardware. For
example, we see evidence of Microsoft and Oracle accessing innovations from chip makers

792 Compute performance is measured based on a comparison to AWS Graviton2 processors and energy
savings are based on “Graviton-based instances using up to 60% less energy for the same performance than
comparable EC2 instances”. We understand “comparable EC2 instances” to mean EC2 instances run using
other processors that also available on EC2. AWS website, AWS Graviton Processor [accessed 19 September
2023].
793 For example, according to AWS’s website AWS Graviton based instances deliver up to 40% better price
performance over comparable current generation x86-based instances for a broad spectrum of workload. Price
performance is calculated based on: “20% lower cost and up to 40% higher performance for M6g, C6g, and Rég
instances over M5, C5, and R5 instances respectively, based on internal testing of workloads with varying
characteristics of compute and memory requirements.” Our understanding is that costs are estimated using
price per hour for Graviton versus current generation x86-based instances. AWS website, AWS Graviton
Processor [accessed 19 September 2023].
794 This process may be delayed for third-party services as an ISV or third-party cloud provider may not be able
to fully test and update their applications until sometime after a new API release from the underlying
infrastructure provider. We discuss this in more detail in Section 7.
795 The market research found that customers care most about quality of service (most popular reason) and
value for money (second most popular reason). Context Consulting research report, slide 68.
796 [3<] response dated [3<] to our customer questionnaire; [3<] response dated [3<] to the s.174 notice
dated [3<], question [3<]; [2<] response dated [3<] to the 5.174 notice dated [3<], question [3<]; [3<]
response dated [3<] to our customer questionnaire; [3<] response dated [3<] to the s.174 notice dated [3<],
question [3<].
797 [3<] response dated [3<] to our customer questionnaire.
798 For example, Google explains that “the state-of-the-art capabilities you see in our products such as Search
and YouTube are made possible by Tensor Processing Units (TPUs), our custom machine learning (ML)
accelerators.” Google Cloud blog, 2022, Google Cloud unveils world’s largest publicly available ML hub with
Cloud TPU v4, 90% carbon-free energy [accessed 19 September 2023].
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such as Nvidia and Ampere to compete directly with other providers, including the
hyperscalers:

a) In 2022, Azure launched a preview of virtual machines on its cloud service powered by
Arm-based server CPUs from startup Ampere which “compete directly with [AWS’s]
Graviton”.”®?

b) Oracle has also been using Ampere CPUs and powerful graphics processors and GPUs
from chipmaker Nvidia.?® There are examples of Oracle using Ampere chips to improve

its services and offer competitive prices.?%

6.30  Overall, the ability for cloud providers to externally source innovative hardware may lower
the barriers to entry and expansion from the need to invest in solutions that can increase
the efficiency of the infrastructure required to provide cloud infrastructure services.?%
However, providers who are unable to invest in such innovations may still experience some
cost disadvantages due to the need to purchase such solutions from external providers.

Box 6.2: Examples of the hyperscalers customising hardware for data centres

AWS has customised hardware for its data centres, including i) Arm-based
processors (Graviton CPUs),® ii) Nitro smart NICs/data processing units,*** and iii)
Inferentia®® and Trainium®® ML accelerators. [3<].5” AWS launched its first Arm-
based processor (Graviton CPU) in November 20182% and has since launched
Graviton 2 and Graviton 3.5 AWS’s development of Graviton CPUs alone has
resulted in substantial price performance benefits for its customers relative to x86-
based processors (provided by Intel and AMD).2%°

799 Electronic Design, 2022, Microsoft Taps Ampere’s Arm CPUs for New Cloud Service [accessed 19 September
2023].
800 “Oracle Cloud Infrastructure (OCI) will expand its offering of online accessible computers running NVIDIA's
powerful A100 graphics processors, connected by fast networking and aimed at industries including banking,
healthcare, and manufacturing. Oracle also plans to offer the chipmaker’s upcoming H100 “Hopper” GPUs,
which can shrink Al model training time from 7 days to 20 hours for some workloads.” Oracle Connect, 2022,
Oracle Cloud adds NVIDIA chips, software to speed enterprise Al uptake [accessed 19 September 2023].
Furthermore, Oracle has made significant investments in Ampere. Protocol, 2022, Oracle has pumped more
than $400 million into chip startup Ampere [accessed 19 September 2023].
801 Oracle website, Oracle Unlocks Power of Arm-based Processors at One Cent per Core Hour, Expanding
Ecosystem, and Speeding App Development [accessed 19 September 2023].
802 A hyperscaler [3<] agreed with this finding. [$<].
803 AWS website, AWS Graviton Processor [accessed 19 September 2023].
804 AWS website, AWS Nitro System [accessed 19 September 2023].
805 AWS website, AWS Inferentia [accessed 19 September 2023].
8056 AWS website, AWS Trainium [accessed 19 September 2023].
807 13<] response dated [$<] to the s.174 notice dated [3<], Part B question [<].
808 Graviton CPUs are built around ARM cores and making extensive use of customised silicon. AWS News Blog,
2018, New — EC2 Instances (A1) Powered by Arm-Based AWS Graviton Processors [accessed 19 September
2023]
809 AWS website, AWS Graviton Processor [accessed 19 September 2023].
810 |n 2020 AWS released Graviton2 which generates 20% lower cost and up to 40% higher performance over
comparable current generation x86-based instances for a broad spectrum of workloads. In 2021, AWS
announced Graviton3 which offers even better performance than Graviton2 for additional computing
workloads, including three times better performance compared to AWS Graviton2 processors for machine
learning. AWS website, AWS Graviton Processor [accessed 19 September 2023]; also see AnandTech, 2020,
Amazon makes Graviton2 AWS instances available [accessed 19 September 2023].

171



https://www.electronicdesign.com/technologies/embedded-revolution/article/21238060/electronic-design-microsoft-taps-amperes-armbased-chips-for-new-cloud-service
https://blogs.oracle.com/connect/post/oracle-cloud-adds-nvidia-chips-software-to-speed-enterprise-ai-uptake
https://www.protocol.com/bulletins/oracle-ampere-investment
https://www.protocol.com/bulletins/oracle-ampere-investment
https://www.oracle.com/uk/news/announcement/oracle-unlocks-power-of-arm-processors-at-one-cent-per-core-hour-2021-05-25/
https://www.oracle.com/uk/news/announcement/oracle-unlocks-power-of-arm-processors-at-one-cent-per-core-hour-2021-05-25/
https://aws.amazon.com/ec2/graviton/
https://aws.amazon.com/ec2/nitro/
https://aws.amazon.com/machine-learning/inferentia
https://aws.amazon.com/machine-learning/trainium/
https://aws.amazon.com/blogs/aws/new-ec2-instances-a1-powered-by-arm-based-aws-graviton-processors/
https://aws.amazon.com/ec2/graviton/
https://aws.amazon.com/ec2/graviton/
https://www.anandtech.com/show/15788/amazon-makes-graviton2-aws-instances-available

It has been reported that Microsoft and Google will similarly customise their own
Arm-based processors for their respective cloud services.®'* [3<].52 [3<].%%3

Google has already customised hardware accelerators, Tensor Processing Units,
(TPU) which are designed to speed up ML and has made these available to
customers on Google Cloud since 2018 (Cloud TPU).2'* Google initially developed its
TPU for its data centres hosting Google Search, Street View, Google Photos and
Google Translate and has been using them internally since 2015.%" Its first TPU
delivered 15-30 times higher performance and 30-80 times higher performance-
per-watt than contemporary CPUs and GPUs. Google explained that these
advantages helped many of Google’s (non-cloud) services run state-of-the-art
neural networks at scale and at an affordable cost.®'® Google explains that its cloud
customers “can tap into the same custom-designed machine learning ASICs
(application-specific integrated circuits) that power Google’s Search, YouTube, and
LaMDA Al model” to speed up their own machine learning models.®*’

Benefits from sharing cloud infrastructure with non-cloud
businesses

6.31 AWS, Microsoft and Google’s cloud infrastructure businesses are likely to benefit from being
part of large tech conglomerates with significant digital non-cloud businesses.

6.32  They can use their own public cloud services internally in other parts of their non-cloud
businesses. In doing so, the non-cloud businesses can act as large ‘anchor tenants’, which
can guarantee a minimum level of demand for their cloud services. This could make it easier
to realise economies of scale, and increase the expected return on investments. Examples of
the hyperscalers supplying cloud to their non-cloud businesses include:

a) Amazon’s Consumer Business (including Amazon Prime, Amazon Prime video etc.)
migrated 75 petabytes of internal data stored in nearly 7,500 Oracle databases to
multiple AWS database services in 2019.58

b) Microsoft uses Azure to power its Bing search engine, Xbox Live services and has
migrated most of its Office365 services to Azure.®"®

811 Bloomberg, 2020, Microsoft Designing Its Own Chips for Servers, Surface PCs [accessed 19 September
2023]; and The Register, 2023, Taking notes from AWS, Google prepares custom Arm server chips of its own
[accessed 19 September 2023].

812 13<] response dated [$<] to the s.174 notice dated [3<], Part B question [<].

813 13<] response dated [$<] to the s.174 notice dated [3<], Part A question [3<].

814 Google Cloud website, Cloud TPU [accessed 7 March 2023].

815 Google Cloud blog, 2017, An in-depth look at Google’s first Tensor Processing Unit (TPU) [accessed 19
September 2023].

816 1bid.

817 1bid.

818 The migration involved 100 teams in Amazon’s consumer facing business including Amazon Prime, Amazon
Prime Video etc. as well as internal teams. Oracle databases were replaced with several AWS databases
including Amazon DynamoDB, Amazon Aurora, Amazon Relational Database Service (RDS), and Amazon
Redshift. Amazon blog, 2019, Migration Complete — Amazon’s Consumer Business Just Turned off its Final
Oracle Database [accessed 19 September 2023].

819 ZDNET, 2021, Microsoft moves closer to running all of its own services on Azure [accessed 19 September
2023].
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6.33

¢) Google announced plans to move parts of YouTube to its Google Cloud platform in
2021.8%°

Whilst some of the hyperscalers’ major non-cloud services (e.g. Google Search) may
currently be hosted separately to its public cloud services, it can still use these services to
realise economies of scale in the underlying infrastructure (e.g. data centres, hardware and
networks can be shared across their cloud and non-cloud businesses). This means that the
hyperscalers can invest in larger data centres and realise economies of scale. Furthermore,
investments in innovation in both the underlying infrastructure and cloud services benefit
both cloud and non-cloud businesses. This can create economies of scope as skilled technical
resources, and the fixed costs of R&D are spread across a range of cloud and non-cloud
products and services. For example, Google’s TPU chips were initially used exclusively for its
non-cloud services including Google Search which it later made available to customers on its
public cloud.®!

Conclusion

6.34

6.35

6.36

6.37

In our interim report we said that the need to invest in physical infrastructure is likely to
create significant barriers to entry and expansion for cloud providers. There is some scope to
phase investments and lease data centres, for example by entering with a single leased data
centre in one region and gradually increasing data centres in number, size and geographical
reach. We observe that some small-scale cloud providers have entered the market and are
increasing their physical infrastructure. However, they have significantly fewer data centres
and in fewer regions. Our views in this respect therefore remain unchanged.

We still consider that a global network of data centres is required to compete effectively for
some customers, which takes time and significant capital expenditure to achieve. As such,
the hyperscalers are ahead of other cloud providers having already made the capital
investments and established expansive global networks of large data centres. Of the mid-
scale cloud providers, Oracle has been able to make the most progress in this area. Oracle
has been able to establish a larger network of data centres having only entered in 2016,
although it remains significantly behind the hyperscalers in terms of the size and density (i.e.
number) of data centres.

Furthermore, the hyperscalers are likely to have an advantage due to the significant scale of
their existing cloud customer base (including an anchor tenant associated with their non-
cloud business). Relative to other cloud providers, they are likely to benefit from economies
of scale given the size of their data centres and the ability to achieve higher utilisation rates
in their data centres.??? The hyperscalers may also be better able to spread the fixed costs of
their capital investments for further expansion.

Investment in physical infrastructure is not a barrier to entry and expansion for the supply of
Paas$, as ISVs can typically use the infrastructure (laaS services) of other cloud providers to
offer their services rather than using their own infrastructure.

820 pCD, 2021, Google to migrate parts of YouTube to Google Cloud [accessed 19 September 2023].
821 Google Cloud blog, 2022. Google Cloud unveils world’s largest publicly available ML hub with Cloud TPU v4,
90% carbon-free energy [accessed 29 September 2023].

822 We do not have precise estimates of the global customer base for hyperscalers and other cloud providers,
but in Annex 2 we discuss the annual global revenue of major cloud providers and show that the hyperscalers
generate higher public cloud revenue than other cloud providers. This indicates that hyperscalers’ global public
cloud customer base is very likely to be larger than that of other cloud providers.
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Investment in product portfolios

6.38 In this subsection, we examine the extent to which the need to invest in a wide breadth of
products may act as a barrier to entry and expansion. The subsection is structured as
follows:

a) First, we discuss the importance of breadth and quality of offering and summarise the
offerings of the main cloud providers.

b) Second, we examine whether small-scale and mid-scale cloud providers can match the
rate of innovation and range of products and features of the hyperscalers.

¢) Third, we examine whether network effects may act as a further barrier to entry and
expansion.

The breadth and quality of providers’ product ranges is an
important parameter of competition

6.39  As detailed in Section 4, being able to offer a broad range of high-quality services is
important for cloud providers to be able to attract customers and differentiate themselves.

6.40 Breadth of product range and the quality of those services is important for many customers
because within their organisations they are likely to have a variety of use-cases that require
different types of products. This is consistent with the market research, which found that the
top five reasons selected by customers for choosing a particular provider included service
quality (top reason) and number of features (ranked fifth).8?* The market research found
that “service quality” and “number of features” were cited as important factors when
choosing a provider in 39% and 31% of cases respectively.®** Furthermore, 84% of users have
four use cases or more.®?® In line with this, many of the customers responding to our
customer questionnaire (e.g. [¥<]) noted they value range of services when picking a cloud
provider.®2° This is further reflected in customer purchase data, with the average hyperscaler
customer purchasing multiple services.®?’

6.41  Product range is also important because a cloud provider with a broader product range will
be able to attract a broader range of customers, and therefore ultimately attract a greater
number of customers. Certain customers have specialist (e.g. industry-specific) use-cases
where they may benefit from providers having a wide range of products that can be
combined into tailored solutions, or cloud products that are specialised for their needs. For
example, a customer ([3<]), told us that it currently procures cloud services from AWS and
that the top three most important factors it considers when procuring cloud services is

823 Context Consulting research report, slide 69; and Context Consulting research data tables, Q25.
824 Context Consulting research report, slide 69; and Context Consulting research data tables, Q25.
825 Context Consulting research report, slide 35.
826 [3<] response dated [$<] to our customer questionnaire. Ofcom / [¥<] meeting, [$<]. [3<] response dated
[<] to our customer questionnaire. [3<] response dated [3<] to our customer questionnaire. [3<] response
dated [3<] to our customer questionnaire.
827 13<] response dated [¥<] to the s.174 notice dated [3<], Part B question [3<]; [¥<] response dated [3<] to
the s.174 notice dated [3<], Part B question [3<)]; [3<] response dated [3<] to the s.174 notice dated [3<],
Part B question [2<]; [3<] response dated [3<] to the 5.174 notice dated [<], Part B question [3<].
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service quality, reputation (including broad capabilities of AWS) and access to software only
available on a specific cloud provider’s platform.®?®

6.42  Customers also value their providers offering them access to the latest innovations — for
example, the hyperscalers have told us that ‘rate of innovation’ is an important capability
customers consider when choosing cloud providers.??° This is also consistent with the
market research which found that service quality and number of features are important
factors for consumer choice of cloud provider.®° It is therefore necessary for cloud providers
to maintain a high rate of innovation to develop the range and quality of their products.

6.43  This explains why the hyperscalers have developed ecosystems of large product portfolios
that span the full cloud stack, which allows customers to source products from one place
and to easily combine them to build their IT solutions.

6.44  Inthis regard, AWS markets itself as “the most comprehensive” cloud platform, by offering
“over 200 fully featured services” which it states is “more services, and more features within
those services, than any other cloud provider”.®3! Data we have gathered from providers
(shown in Table 6.3 below) indicates that AWS does indeed offer the most services, closely
followed by Microsoft and Google. Oracle and IBM also appear to offer a considerable
number of products, although their product-counts are lower than the hyperscalers. In
terms of breadth of offering, Figure 6.4 below indicates that AWS, Microsoft and Google are
offering products across similar numbers of product categories.

Table 6.3: Number of cloud infrastructure products by provider — hyperscalers and mid-scale

providers

Number of products
AWS 220+
Microsoft 200+
Google 190+
Oracle 110+
IBM 90+

Source: Ofcom analysis of laaS and Paa$ products listed on provider websites (September 2023).

828 [3<] response dated [¥<] to our customer questionnaire. [3<] outlined that it considers technical
capabilities, which include the range of services offered and their functionality (including the geographical
availability of such services). [3<] response dated [3<] to the s.174 notice dated [3<], question [$<].

829 13<] response dated [$<] to the s.174 notice dated [3<], question [$<].

830 Context Consulting research report, slide 69; and Context Consulting research data tables, Q25. The list of
potential response options didn’t include “innovativeness” as a response option. Therefore, we would not
expect “innovativeness” to have been specifically mentioned, but instead is likely to feature in consumers
perceptions of factors listed such as quality of service and number of features. The top five reasons (in order)
all arguably include elements of innovation: service quality; best value for money; supplier reputation;
proposed level of security; and number of features.

831 AWS website, What is AWS [accessed 19 September 2023].
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Figure 6.4: Number of product categories served, based on provider websites®*?

Analytics 15 19 16 6 6
Compute 19 15 13 11 7
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Storage ) 13 10 5 6

Cther BEIERRE:INE

B AWS MAzure M Google BIBM B Oracle

Source: Ofcom analysis of provider websites and mapping of providers’ services to laaS and Paa$ categories
(September 2023). Note: IBM does not have a dedicated hybrid/multi-cloud category. Instead, related services
are captured in the Integration, Networking and Containers categories.

6.45 One respondent to our interim report ([3<]) stated that providers can and do start with a
narrower range and expand as their business grows, pointing to the mid-scale providers
Oracle and IBM as having achieved relatively broad product ranges this way.?** Indeed,
Oracle’s efforts to broaden its range of cloud services and features have been acknowledged
by industry experts ([3<]) as bringing it closer to the market leaders in terms of hyperscale
cloud capabilities.®** However, as observed in our interim report and as illustrated by Figure
6.4 above, Oracle still offers a slightly narrower range and fewer products within most
categories.®*® For example, Oracle does not have Paa$S products in the media category. Also,
although Oracle has a presence in the machine learning and Al (“ML") category, its services
within this category are more general purpose (e.g. Oracle offers a generic data anomaly
detection service similar to AWS, but AWS also has bespoke services for specific industries,
e.g. healthcare and industrial applications).?*® On the other hand, we see that Oracle offers
more products in the databases and hybrid and multi-cloud categories, which likely reflects
its areas of strength from its offering in on-premises business software.

832 AWS website, AWS; Microsoft website, Microsoft; Google website, Google; Oracle website, Oracle; IBM
website, IBM.

833 [}(]

834 [}(]

835 These are based on how many categories of products each of these providers claims to offer on their
websites. Whilst these numbers will depend on how each provider categorise their products, we found that
product categories are broadly consistent across provider, and therefore consider that combined with product
count, they provide an indication of breadth of product range.

836 Oracle website, Al services [accessed 19 September 2023]; and AWS website, Al services [accessed 19
September 2023].
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6.46  IBM offers a narrower range of services across laaS and PaaS and fewer products than the
hyperscalers in most categories. It told us that its current cloud strategy is to offer a hybrid
cloud platform which allows their clients to span workloads across many cloud services
providers, including all of the hyperscalers, and focus on complex mid- and back-office
workloads where it brings differentiated value.®’

6.47 In contrast, we observe that small-scale cloud providers do not have the same breadth of
product range, as indicated by the lower numbers of products offered by the providers we
have looked at in Table 6.5 below. In addition, it is our understanding that the product
ranges of these small-scale cloud providers are focussed on laaS services which are generally
more commoditised.

Table 6.5: Number of cloud infrastructure products by provider — selected small-scale providers

Number of products

OVHcloud 17
Digital Ocean 23
Scaleway 25

Ofcom analysis of laaS and Paa$ products listed on provider websites

6.48 We observe that the hyperscalers and Oracle®® are consistently adding new products and
features across the entire cloud stack to expand their broad portfolios of services. This
requires continuous investment and innovation:

a) Our analysis of data collected from the hyperscalers in response to our statutory
information requests indicates that they each added [3<] new services per annum in net
terms to their product portfolios (i.e. factoring in service discontinuations) between
2020 and 2022.%° For example, AWS released between [3<] new services in each year
between 2020-22.8%° As well as new services, the hyperscalers also appear to be
releasing many new features within services on a regular basis. For example, “The Stack
counted over 119 new AWS services and features landing during the cloud hyperscaler’s
re:Invent 2022 conference.”®*

b) [5<] told us that the hyperscalers maintain a “very high rate of innovation”, providing an
example of when a customer using AWS laaS decided to use CloudFoundry (an open-

837 |BM response dated 22 March 2023 to our proposed use of information dated 14 March 2023.
838 [3<] explains that Oracle continues an impressive year-over-year pace of feature velocity that brings it
closer to the market leaders in terms of hyperscale cloud capabilities. [3<] explains that if the pace continues,
Oracle will meet or exceed some of the providers in the Leaders quadrant in terms of capabilities within the
foreseeable future. [3<].
839 The equivalent figures in gross terms, i.e. excluding service discontinuations, are slightly higher. In any given
year, the hyperscalers’ new public cloud services typically represent [3<]% of their total service count, but this
proportion can sometimes be higher. Ofcom analysis of data collected from the hyperscalers in response to
s.174 notices.
840 Count of new public cloud services (laaS and PaaS) only by year (net). Ofcom analysis of data collected from
the hyperscalers in response to s.174 notices.
84 The Stack, 2022. 119 new AWS services and features in 30 words each [accessed 19 September 2023].
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6.49

6.50

6.51

source PaaS) to develop new features initially not available from AWS, but were made
available by the time the customer developed the features.®*

Based on the evidence above, we consider the need for providers to maintain and invest in
the breadth and quality of their product portfolios to be a barrier to entry and expansion.
While we recognise that it is possible for providers to build product range gradually, the
product ranges of small-scale and mid-scale cloud providers remain narrower than those of
the hyperscalers — even for Oracle, who is continuously investing to add new products and
features. Given that many customers value access to broad product portfolios, they are
more likely to choose a hyperscaler than any of the smaller cloud providers. Although in
principle it is possible for a customer to access range by combining the offerings of different
providers, this is limited due to the barriers to multi-cloud identified in Section 5.2** As such,
barriers to multi-cloud can increase barriers to entry and expansion, as smaller cloud
providers are less able to grow scale by competing for certain components of customer
demand — and this is reflected in market shares.

Additionally, as well as investing in building a product range, it may be necessary for
providers to invest in increasing or maintaining awareness among customers of their
capabilities. The evidence we gathered indicates that some customers view cloud providers
other than AWS and Microsoft as offering less comprehensive offerings. For example:

a) Google: Our qualitative research indicated that some customers did not consider
choosing Google as their cloud provider because they view Google as serving more niche
use-cases or customer types. One respondent said: “With Google, we rightly or wrongly
have a view of it mainly being for Big Data and for maybe co-development related to
having all your data in one place and being smart about different tools that can analyse
different parts of that”.%*

b) Oracle: ([3<]) has noted that there is still a perception amongst customers that Oracle is
not a general-purpose cloud provider and is not positioned for adoption by midmarket
enterprises and small and medium-sized businesses, suggesting that it may take some
time and effort for Oracle to reposition itself.®*

As outlined above, in response to our interim report one hyperscaler ([$<]) noted that for
PaaS and similar cloud services, scale is less relevant because competition centres on
catering to more specialised business needs. As such, it suggested that smaller players can
compete on an equal footing with larger players.®* In the interim report we acknowledged
that, in contrast to cloud providers, many ISVs have entered the market by offering Paa$S
services only and with products that focus on a single PaaS product category. While there
are many more ISVs than cloud providers, our analysis suggests no single ISV has a share in
PaaS greater than 5%.5%7 ISVs tend to specialise in providing one type of Paa$S category (e.g.
data management services). For example, in 2022, most ISVs tracked by IDC were only active

842 Ofcom / [3<] meeting, [<].

843 One hyperscaler ([3<]) said it believes that increasing multi-cloud and ensuring interoperability would
mitigate against the perceived need for each cloud provider to maintain a broad range of products. It suggests
that product range and innovation do not amount to material barriers to entry and expansion, as long as the
industry is willing to commit to open standards and a high degree of interoperability. [3<].

844 Context Consulting research report, slides 62-63.

845 [5<].

846 [3<] confidential response to the interim report, paragraph [$<].
847 Ofcom analysis of data provided in response to our information requests and data from Synergy and IDC.
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in one or two of IDC’s seven Paa$ product categories.?*® This contrasts with the hyperscalers,
which in 2022 were present across all seven of IDC’s PaaS categories.

6.52  While this supports the view that it is possible to provide PaaS products without having a
broad portfolio of products, this does not mean that ISVs are able to compete on an equal
footing with cloud providers. Individual ISVs cannot compete with cloud providers for
solutions that combine products across several PaaS and/or laaS categories. There are also
some technical and commercial factors that may disadvantage ISVs when competing with
first-party products (discussed in Sections 5 and 7). As a result, many customers favour
taking-up first-party products from their primary cloud provider, and ISVs cannot constrain
the laaS elements within customers’ workloads.

Providers broaden their range of products and features through
R&D and acquisitions

6.53  Cloud providers can develop their product range and maintain a high rate of innovation
through internal R&D and acquisitions. This raises barriers to entry and expansion in several
ways:

a) There are high fixed and sunk costs and economies of scope associated with internal
R&D.

b) Larger cloud providers may have an advantage due to the skills and experience acquired
by their staff (experience curve effect) and find it easier to attract scarce technical skills.

c) Larger cloud providers may have greater financial capabilities to acquire firms and/or
make significant equity investments in firms that are innovating and/or have access to
specific data and expertise.

Investment in R&D

6.54 Innovating and developing new products and features internally requires significant
investments in R&D involving high fixed and sunk costs. Our financial evidence on R&D
spend suggests that the investment required to compete at scale and pace with the
hyperscalers may be out of reach for smaller cloud providers. [$<].5%

6.55  Furthermore, the development of innovative software services (e.g. in PaaS) has high fixed
R&D costs but low marginal costs. The more customers a company has the more it can
spread these fixed costs.?°% 81

848 By PaaS product category here we are referring to IDC’s seven ‘secondary markets’ for PaaS which are
analytics and business intelligence, Al platforms, data management, integration and orchestration, application
development, software quality and life cycle, and application platforms. IDC, Public Cloud Services Tracker
2022 H2 (published April 2023).
849 Based on analysis of data collected via responses to s.174 notices.
850 Traditional endogenous growth models argue that due to the nonrival yet partially excludable nature of
ideas or designs, R&D efforts are subject to economies of scale — once the initial innovation investment is
made, the resulting new design or idea can be used as often and as widely as desired. See Romer, M.,
‘Endogenous Technological Change’, Journal of Political Economy, 1990, pages 74-78
851 Barwise and Watkins (2018) argue that the same premise can be applied to software and digital content,
which have high fixed development costs and low-to-zero copying and distribution costs. Barwise, P. &
Watkins, L. ‘The evolution of digital dominance: how and why we got to GAFA. In: Digital Dominance: The
Power of Google, Amazon, Facebook, and Apple.” Oxford University Press, New York, 2018, pages 21-49.
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The hyperscalers also benefit from economies of scale and scope associated with being part
of a large tech conglomerate, where the fixed costs of R&D can be spread across a range of
cloud and non-cloud products and services (as explained earlier in this section).

One hyperscaler ([3<]) said it recognises that internal R&D entails a degree of fixed and sunk
costs, but this is a common feature across many “innovation driven industries”, including the
wider tech sector, which it said has one of the most dynamic financing incubation
infrastructures. It [$<] said that smaller cloud providers have access to significant amounts
of financing and tech expertise.®>> However, in relation to investment more broadly, another
respondent [3<] argued that it is difficult to attract investors if a provider is perceived to be
competing against AWS and Microsoft.®>

Access to skilled labour

6.58

6.59

6.60

Developing new products and features internally requires access to teams of technical staff
with the appropriate knowledge and highly specialised expertise. As a result, cloud providers
that have entered the market earlier may have a competitive advantage due to the
experience curve effect (i.e. its staff have already developed the internal know-how and
technological expertise). This may allow them to be more efficient by developing services
faster and across a wider range of products and services. Our evidence [3<].

The hyperscalers may have a further advantage due to their major non-cloud digital
businesses, which may contribute to their access to highly skilled technical teams and
engineers which they may be able to utilise across cloud and non-cloud businesses or re-
purpose to cloud. They may also be better able to attract highly technical staff given their
brand reputation in non-cloud markets. Microsoft, Oracle and IBM’s existing on-premises
software businesses may also mean that they have easier access to skilled technical staff for
the creation of software services for the cloud.

In the interim report we noted that smaller providers and entrants may find it difficult to
attract highly specialised technical staff when trying to build their technical expertise, which
we said was a scarce resource. One cloud provider ([3<]) disagreed with our characterisation
of technical skills and experience as scarce and stated that the tech industry enjoys one of
the largest pools of highly skilled talent. It also pointed to layoffs in the tech industry at the
back end of 2022 and throughout 2023 as evidence that access to skilled labour is not a
significant barrier to entry and expansion.®>* We recognise layoffs in the tech sector could
have created some slack in the labour market, though there is evidence to suggest the
impact on cloud was minimal.®>> Regardless of labour market conditions, the hyperscalers
may be more able to attract highly specialised technical profiles, given their financial
capabilities to offer competitive salaries and established reputations as leaders in their field.
Indeed, a smaller cloud provider ([3<]) explained that a new entrant might find it difficult to
attract highly specialised technical staff where there are staff shortages in the cloud market,
and given that the hyperscalers offer extremely comfortable hiring conditions that new
entrants might not be able to provide.®*®

852 [}(]

853 13<] ‘Name Withheld 1’ response to the interim report, Q5.2.

854 [}(]

855 See, for example CRN, April 2023, AWS Confirms Layoffs Impacting ‘Single Digit Percentage’ Of Employees
[accessed 13 September 2023]
856 [3<] response dated [$<] to the s.174 notice dated [3<], question [¥<].
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6.61  We note that is possible for cloud providers to secure talent by acquiring other
companies.®*’ This may lower the barriers faced by smaller providers to attract highly skilled
specialised staff, though this approach may be inaccessible for the smallest providers if they
lack the financial capabilities to do so.

Acquisitions

6.62 Investments in innovative services can either be developed internally or achieved through
acquisitions of external companies that have successfully innovated. The data we have
collected suggests that acquisitions are an important source to build product range in cloud

services and therefore an important source of growth for cloud providers in the cloud
infrastructure services.®*®

6.63  We collated cloud-related acquisition data from five of the largest cloud providers (AWS,
Microsoft, Google, IBM, and Oracle) for the period 2018 — 2021. The number of acquisitions
made in this period ranges from 11 ([<]) to 23 ([2<]). [3<] and [3<] have made fewer
acquisitions than [3<] but more than [3<] and [3<]. [3<]. As mentioned in Sections 3 and 4,
AWS has also made important acquisitions in the past, such as its acquisition of Elemental
Technologies in 2015, which increased its media capabilities.

6.64  We note that despite their much lower revenue shares in cloud, IBM and Oracle are large,
well-resourced technology companies. The spend of these companies and the hyperscalers
over this period on individual acquisitions ranges from a few tens of millions to tens of
billions of pounds, and small-scale companies that compete in cloud may not be able to
match this level of investment.

6.65 We also examined some recent case studies which illustrated how these providers make use
of acquisitions to innovate and release new products:

a) Google is investing heavily in cybersecurity and has acquired a number of companies in
this area, most notably Mandiant for $5.4bn in 2022,%° which has enabled it to expand
its Chronicle Security Operations software suite.®®° [3<].% This is reflected in its $2.6bn
acquisition of data analytics start-up Looker in 2020.5%2

b) Oracle recently acquired the US electronic health records company Cerner in 2022 for
$28bn and has integrated it into its new healthcare business unit with plans to continue
modernising solutions in the healthcare space.®

¢) Microsoft acquired Nuance, a provider of speech recognition and Al solutions, in 2022
for $20bn.%% In a press release, Microsoft said that the acquisition represented the

857 For example, in 2015 Amazon acquired chip designer Annapurna Labs for an estimated $350-400m. The
“Annapurna Labs team” is responsible for building innovation in silicon and software for AWS customers. See
DataCenter Knowledge, January 2015, Amazon Buys Stealthy Israeli Chip Startup Annapurna Labs; and Amazon
website, Annapurna Labs [accessed 19 September 2023].

858 Based on analysis of data collected via responses to s.174 notices.

859 TechCrunch, 2022, Google closes $5.4B Mandiant acquisition [accessed 19 September 2023].

880 TechCrunch, 2022, Google looks to boost its security cred in the cloud [accessed 19 September 2023].

861 13<] response dated [$<] to the s.174 notice dated [3<], question [$<].

862 TechCrunch, 2020, Google closes $2.6B Looker acquisition [accessed 19 September 2023].

863 Financier Worldwide, 2022, Oracle agrees to acquire Cerner for $28bn [accessed 19 September 2023].

864 TechCrunch, 2022, After clearing all regulatory hurdles, Microsoft closes $20B Nuance deal [accessed 19
September 2023].
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latest step in its industry-specific cloud strategy, and that it plans to augment its own
healthcare offering (Microsoft Cloud for Healthcare) with Nuance solutions.®®

d) Microsoft notes that as the mobile network industry moves to 5G operators are
increasing their uptake of cloud and has made strategic acquisitions (Affirmed Networks
and Metaswitch Networks) in this area.®¢®

e) IBM’s acquisition of open-source software company Red Hat in 2019 for $34bn has
enabled it to establish a strong presence in the hybrid multi-cloud space.®’ [5<].86®

6.66 These examples illustrate how the hyperscalers and mid-scale providers (i.e. Oracle and IBM)
have been able to use acquisitions to expand the range of services they can offer and
broaden the industries they can appeal to.

Benefits from access to large volumes of data in non-cloud businesses

6.67 AWS, Microsoft and Google may also have some benefits from being part of large tech
conglomerates with significant digital non-cloud businesses. They may be able to use data
gathered from other segments of their business (including customer data), to increase the
quality and range of their cloud services and potentially better target their cloud services to
customers.

6.68 For example, Google uses data from Google Maps, to provide its cloud based ‘Google Maps
platform’ which is now tightly integrated with Google Cloud services and tools.®° [3<].87°
[3<] suggest that the “hyperscalers are able to leverage their position from the B2C segment
into B2B, as they have access to a significant volumes of data (including consumer data)
which may often give them a competitive advantage in the provision of B2B cloud

solutions”.®”!

Network effects

6.69  Cloud providers can add breadth and variety to their product range by attracting ISVs to
offer services on top of their cloud infrastructure. This benefits customers by allowing them
to select ISVs’ services and combine them with the cloud providers’ first-party services when
building their cloud solutions.

6.70 Indirect network effects may exist for ISVs’ services as the benefit to customers of using a
certain cloud provider may increase with the volume and quality of ISV services they can
access on that cloud. Similarly, the benefit to ISVs of making their services compatible with

865 Microsoft press release, 2021, Microsoft accelerates industry cloud strategy for healthcare with the
acquisition of Nuance [accessed 19 September 2023].
866 Microsoft website, 2020, Microsoft announces definitive agreement to acquire Metaswitch Networks,
expanding approach to empower operators and partner with network equipment providers to deliver on
promise of 5G [accessed 19 September 2023]; Microsoft website, 2020, Microsoft announces agreement to
acquire Affirmed Networks to deliver new opportunities for a global 5G ecosystem [accessed 19 September
2023].
867 Red Hat website, 2019, IBM closes landmark acquisition of Red Hat for $34 billion; defines open, hybrid
cloud future [accessed 19 September 2023]; Softchoice, 2019, 4 takeaways from IBM’s Red Hat Acquisition
[accessed 19 September 2023].
868 [3<] response dated [$<] to the s.174 notice dated [3<], question [3<].
869 Google website, Google Maps Platform now integrated with the GCP Console [accessed 19 September
2023].
870 [3<] response dated [$<] to the s.174 notice dated [3<], question [3<].
871 [3<] response dated [$<] to the s.174 notice dated [3<], page [¥<].
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the cloud of a particular provider may increase with the number of users they can access
with that provider.

The presence of indirect network effects can act as a barrier to entry and expansion for
smaller cloud providers. This is because it is costly to develop PaaS solutions for different
clouds, such that smaller cloud providers may find it more difficult to attract ISVs onto their
clouds due to their small user base. This in turn may make it more difficult for them to
attract customers, creating a vicious cycle.

In addition to this, the existence of indirect network effects may act as a mechanism which
favours hyperscalers with a first mover advantage in some or all segments of cloud
infrastructure. This is because it takes time to enable PaaS software on different clouds due
to their technical differentiation. As a result, ISVs may design their services to be compatible
with one hyperscaler at a time based on their popularity, which may reinforce the market
position of hyperscalers that are more popular in some or all segments of the market.

In its response to our CFl, Microsoft noted that, unlike other IT settings,®’? indirect network
effects are largely absent in cloud as customers can pick and choose solutions across clouds
to build compelling applications which means they do not necessarily care about range of
services offered within a specific cloud.®”®> However, based on the evidence we have
received for our interim report and for this report, we consider that network effects are in
fact an important feature of the cloud market. In particular:

a) As noted above, the breadth of product range and the quality of those services is
important for many customers, because within their organisations they are likely to have
a variety of use-cases that require different types of products.?’*

b) Evidence from the hyperscalers and smaller cloud providers indicates that cloud
providers compete to attract ISVs to their clouds to meet users’ demand for range of
services. For example, Microsoft submitted that cloud providers compete by making
available the broadest and most powerful set of functionality possible for developers to
create their own applications and services for both internal and external use.®”
Similarly, OVHcloud said that it is in its commercial interest to support the development
of these services that are interoperable with its own since such complementarity is
highly valued by its customers.?’® Consistent with this, as discussed in Section 4, the
hyperscalers offer commercial mechanisms (co-selling) to aid visibility and distribution of
ISV services.

¢) The evidence from ISVs indicates that they take into account the size of customer base
when choosing a provider. For example, three popular ISVs ([3<]) said that expected

872 For a PC or mobile operating system, end users must ensure there are a sufficient number of applications
written and available for those operating systems such that they meet all their needs. An operating system
without the requisite applications cannot be competitive because users are unlikely to purchase an additional
device to get access to a missing application.

873 Microsoft response to the CFI, page 12.

874 This is consistent with evidence from [$<], who submitted that, while less of a barrier compared to cloud
credits and egress fees, the larger range of services offered by the hyperscalers demonstrates their commercial
advantage compared to smaller cloud providers. Ofcom / [3<] meeting, [3<].

875 Microsoft response dated 18 November 2022 to the 5.174 dated 21 October 2022, Part A question 31.

876 OVHcloud response dated 17 November 2022 to s.174 notice of 27 October 2022, Part A question 31b, page

32.
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customer demand was one of their key considerations when deciding which cloud
provider to deploy their services on.®”’

6.74 In addition, the evidence received from cloud providers and ISVs for our interim report
indicates that indirect network effects may favour more popular cloud providers, and so act
as a barrier to entry and expansion. In particular:

a) Popular ISVs ([$<]) we have engaged with have only integrated their services with AWS,
Microsoft or Google.?”2 Some of these ISVs ([$<]) noted that they deployed their
services on AWS first and expanded to Google and Microsoft one to four years later and
mentioned that integrating with additional cloud providers requires material costs and
time. For example, [3<] launched on AWS first, Azure two years later and on Google four
years later. Similarly, [3<] launched on AWS first and on Azure and Google one year
later.8”® Moreover, [3<] stated that achieving interoperability with an additional cloud
infrastructure would involve significant costs.®°

b) We understand that ISVs may also initiate open-source projects to develop tools that
facilitate use of their proprietary services in the clouds where they are deployed (e.g.
containers management). These tools will often be released on more popular clouds first
(i.e. where the ISV service is available) and may not be fully functional on smaller cloud
providers. For example, popular open-source services such as Terraform and Rancher
offered support for AWS first and then expanded their products to Microsoft, Google
and others. Moreover, we understand that Terraform may not offer the full set of
functionalities on smaller clouds.

c) Inline with the above, [3<] submitted that most challenges in cloud relate to the need
to compete for developer attention to make the technology/solutions available on any
cloud infrastructure. For example, for a period of time, VMware provided its market
leading virtualisation technology solutions only on AWS. %!

d) Our analysis of marketplaces broadly supports the above conclusion and suggests that
the number of third-party services listed on the marketplaces of smaller cloud providers
is likely to be significantly lower than the number of third-party services listed on the
hyperscalers marketplaces.®®? For example, ([3<]) are only available on the marketplaces
of the hyperscalers.®®

877 13<] response dated [$<] to the s.174 dated [3<], Part A question [5<]. [¥<] response dated [3<] to the
s.174 dated [3<], Part A question [3<]. Ofcom / [3<] meeting, [3<].
878 [3<] response dated [¥<] to the s.174 dated [3<], Part A question [5<]. [¥<] response dated [3<] to the
s.174 dated [3<], Part A question [3<]. Ofcom / [3<] meeting, [3<]. [3<].
879 13<] response dated [$<] to the s.174 dated [5<], Part A question [5<]. [¥<] response dated [$<] to the
s.174 dated [3<], Part A question [3<].
880 [3<] response dated [$<] to the s.174 notice dated [3<], Part A question [3<]. [5<] response dated [¥<] to
the s.174 notice dated [<], Part A question [$<].
881 [3<] response dated [$<] to the s.174 notice dated [3<], question [¥<].
882 This is based on Ofcom analysis of responses to our statutory information requests to hyperscalers and of
publicly available data on marketplaces. We recognise that third-party listed on marketplaces may include
companies that are not ISVs (e.g. intermediaries, cloud consultants etc.). For this reason, we do not place
much weight on the exact numbers of third-party services listed on specific marketplaces. However, we
consider that the gap in third-party listings between hyperscalers and smaller providers’ marketplaces may still
provide a good qualitative indication that ISVs are generally more likely to list their services on hyperscalers’
marketplaces.
883 [3<] response dated [¥<] to the s.174 notice dated [3<], question [$<]. [3<] response dated [<] to the
s.174 notice dated [3<], Part A question [3<]. Ofcom / [3<] meeting, [3<].
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In our interim report we noted that this type of indirect network effects may be mitigated by
customers’ ability to mix-and-match services on different clouds. If customers could mix-
and-match services hosted on different clouds, they could easily access a range of services
without having to purchase from a single cloud provider. This would make it easier for new
or smaller cloud providers to attract customers and gain market traction. A hyperscaler [3<]
said in response to our interim report that there is a high prevalence of multi-cloud usage,
and as such, indirect network effects are weak.®** Another hyperscaler respondent [<] said
that there is no evidence of network effects foreclosing competition, and even if such effects
were presents, they would be mitigated by high prevalence of multi-cloud usage in the IT
industry.®> As set out in Section 4, whilst the use of multiple providers is relatively common,
customers tend to use a secondary provider for use-cases that are more siloed and/or to
back-up certain workloads. As we discuss below, customers may only procure a small
number of services from a secondary provider and the majority of customer spend remains
with their primary provider. The adoption of these multi-cloud architectures is therefore
unlikely to mitigate network effects since ISVs would still have a greater incentive to deploy
their services on clouds where the majority of workloads are being run (i.e. hyperscalers).8%
Therefore, we consider that indirect network effects are likely to persist unless customers
are able to mix and match services on different clouds for more of their workloads as part of
more integrated multi-cloud architectures.

In addition to this type of indirect network effects, cloud may exhibit two additional
categories of network effects which may add to the barriers to entry and expansion for cloud
providers. First, as set out earlier in this section, we consider that cloud exhibits a high
degree of skills specialisation (i.e. the skills of cloud developers / engineers differ across
clouds).®” This may create some additional indirect network effects as the larger the pool of
workforce proficient on a given cloud, the more likely a company will be to use that cloud
(e.g. because it would be easier to find skilled operational engineers familiar with that
provider). In turn, the larger the pool of customers using a cloud, the more people will
choose to train to become proficient on that cloud.

Second, some customers have told us that in industries where cloud infrastructure services
of separate users need to interact, customers may prefer to use cloud providers that are
more popular amongst other users in their stakeholder group or supply chain. For example,
[3<] told us that, amongst other considerations, their primary provider is AWS because most
of their suppliers and customers were using it, which meant they would not be paying egress
fees when exchanging data/content with them.® We also understand that choosing cloud
providers that are popular within an industry may be a particular concern for start-ups who
may wish to be acquired in the future. All things being equal, potential purchasers may look
at start-ups who are using the same cloud provider more favourably, in order to minimise
the necessary integration effort post-acquisition.

One hyperscaler, responding to our interim report [3<], said that there is no evidence that
network effects in cloud give rise to competition concerns. It said that the entry or
expansion of cloud providers is not hindered by scale advantages, whether due to network

884 13<] confidential response to the interim report, paragraph [$<].

885 [}(]

885 As demonstrated by shares of supply, where the portion of workloads that are run on smaller cloud
providers is low compared to hyperscalers.

887 See discussion in paragraphs 6.58-6.61 above for more detail.

888 Ofcom / [3<] meeting, [<].
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effects or scale economies, and states that hundreds of new competitors have entered the
UK cloud sector in recent years. It also said that in markets with significant network effects
one would expect to see a correlation between the size of a competitor and their growth
rate. They pointed to evidence that this has not been the case in the UK, stating that there
has been high growth across all firm sizes.®° However, we disagree with this assessment and
consider that growth rates on their own are not informative about the presence of network
effects. While the evidence presented by [3<] shows that a smaller provider [3<]
experienced a similar growth rate to a hyperscaler [3<] between 2017 to 2022, [3<)]. As
noted in Section 4, the joint share of hyperscalers continues to grow with the share of
smaller providers getting smaller.

Conclusion

6.79

6.80

In summary, we find that the need to build a broad product range raises barriers to entry
and expansion for cloud providers. Our evidence suggests that the hyperscalers have
developed their ecosystems to include the widest range of first- and third-party products
with broad appeal. They also maintain a high rate of expansion of their product range
through internal R&D and acquisitions. The hyperscalers benefit from significant economies
of scale and scope, strong financial capabilities and access to technical expertise.

The evidence suggests there is scope to start with a narrower product range and expand
more gradually. However, only Oracle and IBM have achieved a relatively wide product
range, possibly due to benefits associated with having a wider software business (including
access to technical skills and existing customer relationships). While they are closer to the
hyperscalers, customer perception has not caught up, and they benefit less from network
effects to attract ISVs and customers. Moreover, barriers to multi-cloud limit the ability for
smaller cloud providers to gain material scale by competing for components of customer
demand. As a result, smaller cloud providers have been unable to grow their market share
materially, even in the case of Oracle whose product range is closest to that of the
hyperscalers.

Customer acquisition strategies

6.81

In this subsection we consider the importance of historical choice of cloud provider in
determining customers’ current choices and explore whether this creates barriers to entry
and expansion for smaller providers. In terms of wider acquisition strategies, existing
customer relationships in adjacent software markets and credit discounts appear to be
important ways in which cloud providers attract new customers. We explore whether
smaller cloud providers are able to leverage these strategies to the same extent as the
largest providers.

Importance of historical choices of cloud provider

6.82

Customers’ historical choices and existing relationships with providers can significantly
influence their future decisions on choice of provider. For example, one cloud provider
([3<]) suggested that while factors such as pricing and the range of services offered are

889 [}(]
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important in attracting customers to cloud providers, customers’ historic relationships with
cloud providers remains a “leading” factor in influencing their choice of cloud provider.®®

6.83 AWS’s and Microsoft’s combined share of UK laaS and PaaS revenues in 2022 stood at [3<]%
[70-80%] and many customers will already have an established relationship with those
providers. AWS is likely to have captured a material share of customers that were early
adopters of cloud and Microsoft has built on its strong position in on-premises enterprise
software (discussed further below). When new use-cases and workloads emerge, many
customers are likely to take services from their chosen cloud provider because of the high
switching costs and barriers to multi-cloud (discussed in Section 5). [5<].58*

6.84  Our evidence indicates that in some cases there can be competition for new workloads that
are sufficiently separate to a customer’s existing workload hosted by their primary cloud
provider (i.e. the more siloed end of the multi-cloud spectrum). Smaller cloud providers that
entered the market later can compete for such new workloads and become the secondary
provider for existing cloud customers (i.e. with AWS or Microsoft remaining as the primary
provider).

6.85 However, at present it appears that the potential to build scale as a secondary provider may
be limited. Given the many barriers to implementing an integrated multi-cloud architecture,
secondary cloud providers are only able to compete for more siloed workloads. But siloed
workloads may not be suitable for many of the use cases customers have.®*2 Our evidence
suggests that where customers have multi-cloud architectures, their spend is generally
concentrated around a primary provider with only a small number of niche services being
taken from a secondary provider.?>® By way of illustration, [<] told us that [3<].%% This is
also supported by evidence collated from large customers, for example:

a) [3<].89
b) [}(].896
C) [}(].897
d) [}(].898
E‘) [}(].899
f) [}(].900

890 [3<] response dated [$<] to the s.174 notice dated [3<], question [¥<].
L [X].
892 1n a survey conducted by Public First, respondents that used more than one cloud were asked about the
current level of integration between their different cloud providers and how important they considered the
following types of integration: application integration, management integration, security integration and data
integration. While the majority of respondents said that integration between different cloud platforms was
'very important' or 'somewhat important' for all types of integration, only 10% said their use of different cloud
providers is currently largely integrated. The results of Public First’s survey are available at:
https://www.publicfirst.co.uk/files/CCIA Survey.xlsx [accessed 19 September 2023]. The relevant questions
are 49-50.
893 For example, a [3<] report [3<] indicates that it is typical for multi-cloud organisations to concentrate 80%
or more of their workloads with their primary strategic provider. [3<].
894 13<] response dated [$<] to the 5.174 notice dated [3<], question [$<].
895 [3<] response dated [$<] to our customer questionnaire.
896 [}(]
897 13<] response dated [¥<] to the s.174 notice dated [3<] questions [<].
8%8 [3<] response dated [$<] to the s.174 notice dated [3<] question [<].
89 3<] response dated [$<] to the s.174 notice dated [3<] questions [<].
900 13<] response dated [$<] to the s.174 notice dated [3<], questions [<].
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6.86  We recognise there may be greater scope for smaller providers to compete for customers
that are completely new to the cloud. According to data from IDC, spend on cloud services
currently accounts for around 30% of total spend on IT services — both in the UK and
globally.?* IDC projects that the cloud deployment share of total IT spending will rise to 47%
globally by 2027, with a slightly faster rise to 51% in the UK by 2027. Although the dataset
does not include cloud usage on an individual customer-level basis, it is reasonable to
assume that at least some of these workloads are from customers that do not currently
purchase any cloud services — and therefore haven’t yet chosen a primary cloud provider.**

6.87 However, these avenues for growth do not appear sufficient for smaller providers who have
considerably lower shares than the market leaders, with Google the next largest provider at
[3<]% [5-10%] in 2022 and Oracle remaining around [$<]% [0-5%] since they entered the
market in 2016. The extent to which smaller providers can challenge for new customers is
likely to be limited given the barriers set out earlier in this section. For example, customers
value product range, so may be more inclined to go with a hyperscaler to access their broad
product portfolios — or at least their reputation for having them. This may be particularly
true for larger and more sophisticated customers, who tend to have more use cases. [$<].9%
This is likely to limit the potential for smaller providers to gain scale, given the vast sums
large customers spend in the cloud. Our evidence indicates that revenues are concentrated
among these largest customers, with workloads from approximately the top 1% of the
hyperscalers’ UK customers accounting for the majority of overall spend.®®*

Importance of existing relationships in adjacent software
markets

6.88  Beyond existing relationships for cloud services, our evidence indicates that existing
relationships with providers for non-cloud services can also have an influence on customers’
cloud choices. The market research found that ‘existing relationships for other services’ was
one of the top ten reasons for choosing a cloud provider. Specifically, ‘existing relationships
for other services’ was indicated in 23% of cases as an important factor for choosing a cloud
provider (in 8% of cases it was the most important factor and in 15% of cases it was an
important factor).® Of all factors that were chosen as ‘most important’ existing
relationships received the third highest ‘votes’.%

91 Based on analysis of IDC Worldwide Black Book: Live Edition, July (V2 2023) Forecast (published July 2023).
Total IT spending includes the following IDC technology categories from the Black Book publication:
Infrastructure, Application Development & Deployment, Applications, System Infrastructure Software,
Managed Services, Support Services, Project Oriented Services and Devices.
902 As discussed in Section 3, while many organisations have already started migrating to the public cloud,
there is still a proportion yet to begin this process.
903 Data collected from responses to s.174 notices on the number of UK customers acquired in FY2020, FY2021,
and FY2022 where each of these customers had a monthly spend greater than $100k on public cloud
infrastructure services as at the last month of FY2022.
904 13<] Ofcom analysis of data from responses to our s.174 notices regarding UK customers of cloud
infrastructure services. [3<] response dated [<] to the s.174 notice dated [3<], question [3<]. [3<] response
dated [3<] to the 5.174 notice dated [3<], question [<]. [3<] response dated [3<] to the 5.174 notice dated
[3<], question [3<]. This figure is disputed by one hyperscaler. [3<]. ([3<] response dated [3<] to our proposed
use of information dated [3<]).
905 Context Consulting research report, slide 69.
906 After service quality (ranked first) and value for money (ranked second). Context Consulting research
report, slide 69.
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The ability for cloud providers to benefit from existing relationships in other markets may
afford some cloud providers an important source of competitive advantage relative to
others. In the interim report we said that Microsoft’s position in traditional IT and SaaS
makes its cloud services particularly attractive for midsize and large enterprises that are
already using Microsoft’s products on premises. We noted that Microsoft offers a range of
enterprise software products and several of these have been estimated to have large market
shares within their relevant product markets. For example, the CMA found that Microsoft
has a share of 70-80% in the market for desktop operating systems.%®’

This is supported by the market research, which found that (amongst other reasons), 29% of
respondents chose Microsoft Azure as their cloud provider, due to already having an existing
relationship with Microsoft for other services and it was considered one of the top 6 reasons
for choosing Microsoft.? This was higher than the average of 23% of participants across all
providers saying that they chose their current provider due to already having an existing
relationship for other services.”* Some customers identify Azure as a natural choice when
already using Microsoft for other services. One respondent [3<] agreed with our interim
finding that Microsoft benefits from existing relationships with customers for its non-cloud
services and noted that itself and other cloud providers do not have the legacy relationships
to leverage in the same way.%°

From our market research, we understand that some customers choose Azure due to the
ease of integration it can offer with Microsoft’s existing enterprise software products (e.g.
Windows Server operating system, Microsoft 365 productivity software suite), with one
customer in the market research citing that Azure’s “integration with the other Microsoft
systems is natural”.”*! The ability for customers to integrate their cloud services with existing
products can help simplify customers’ IT management, and therefore, provide customers a
degree of convenience.’*

Microsoft’s existing relationships with IT leaders and technical experts may also give several
advantages to Microsoft. These existing relationships could help lower cloud migration costs
for customers — customers that have an existing relationship with Microsoft for non-cloud
products are already likely to have access to experts and staff with the relevant skillsets in
using Microsoft. For example, ASOS explained that their choice of Microsoft for cloud was
influenced by a combination of factors such as their internal skillset at the time, the range of
PaaS services Microsoft offered and the engineering support it provided.**® For these
customers, choosing a different cloud provider would require them to retrain their existing
staff or hire additional experts, which could bring about significant costs. Another advantage
could be in relation to enterprise IT leaders endorsing Microsoft. Some research findings
from [3<].9%

Some respondents to the interim report noted that software licensing practices by certain
legacy software vendors can disincentivise customers from using their existing software in

907 CMA, 12 October 2022, Microsoft/Activision phase 1 decision, paragraph 260. [accessed 29 September

2023]

908 Context Consulting research data tables, Q25.

909 |bid.
910 [}(]

911 Context Consulting research report, slide 57.
912 Context Consulting research report, slide 56.
913 Ofcom / ASOS meeting, 29 November 2022.
914 13<] response dated [$<] to the s.174 notice dated [3<], question [¥<].
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6.94

another cloud environment.’* Some customers also suggested there may be licensing
advantages associated with using Microsoft Azure when choosing their cloud provider. For
example, one customer ([3<]) explains that, having used Microsoft’s Windows Server/SQL
extensively on-premises, it decided to deploy the equivalent services mostly on Azure “for
licensing reasons”.”*® This customer ([3<]) suggested that it was advantageous to run
Microsoft software on Microsoft’s cloud, as they believe that it is cheaper to do so than to
run the software on third-party clouds.®’” Another customer, [3<], told us that Microsoft
provide “very strong commercial incentives” to use SQL Server on Azure and not on other
cloud platforms; the customer gave examples of this, including examples of pricing
incentives.”*® These pricing incentives could play a part in driving a customer’s decision to
choose Azure. Other licensing advantages could include familiarity with licensing model and
established support making it a safer option. For example, [3<] recognise that existing
relationships may provide a degree of familiarity to customers in the form of established
support and known licensing models.?*® Some customers explained to us that licensing
advantages associated with using Microsoft Azure are one factor they consider when
choosing their cloud provider out of a variety of factors driving the customers’ decisions.**°

Mid-scale cloud providers, such as IBM and Oracle are also known to provide on-premises
services (e.g. Oracle databases), whilst VMware is known for its private cloud platform.
Therefore, these suppliers may also benefit from their position in adjacent software markets
and private cloud platforms. For example:

a) The market research shows that for 23% of Oracle cloud customers surveyed (note low
base of 100 Oracle customers) and 26% of IBM cloud customers surveyed indicated that
‘existing relationships for other services’ was one of the factors they considered when
choosing their cloud provider.®*

b) In our engagement with large customers, [3<] explained that it is currently considering
the use of Oracle for its (on premises) Oracle workloads due to its existing relationship
with Oracle for non-cloud services.”*

¢) Oracle has indicated that it generally considers that it is easier to move a customer from
on-premises to the cloud, where the customer has an existing, on-premises relationship
with that cloud provider.°*

d) Similarly, IBM recognise that “many clients will choose a cloud provider with whom they

have existing relationships, which has helped the growth of IBM’s Cloud Platform”.%%*

915 Computer & Communications Industry Association response to the Interim Report, question 5.1. Computer
& Communications Industry Association (ofcom.org.uk) [accessed 21 September 2023]; and [$<] confidential

response to the Interim Report, question [3<].

916 [3<] response dated [$<] to the s.174 notice dated [3<], question [$<].

917 13<] response dated [¥<] to our follow-up questions by email dated [3<] concerning the s.174 notice dated
[¥<], question [<].

918 [3<] response dated [¥<] to our follow-up questions by email dated [3<] concerning the Ofcom / [3<]
meeting, [3<].

919 13<] response dated [$<] to the s.174 notice dated [3<], page [3<], question [¥<].

920 Ofcom / [3<] meeting, [<], subsequently confirmed by [3<] via email on [5<]; and Ofcom / [3<] meeting,
[3<], subsequently confirmed by [<] via email on [$<].

921 Context Consulting research data tables, Q25.

922 13<] response dated [$<] to the s.174 notice dated [3<], question [¥<].

923 Oracle response dated 20 March 2023 to our proposed use of information dated 14 March 2023.

924 1BM response dated 6 December 2022 to the s.174 notice dated 25 October 2022, Part A, question 7.
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6.95 For these cloud providers, their position in an adjacent software market therefore is likely to
have contributed to their ability to enter the market and gain some market share. However,
for the reasons already set out above (less extensive product offerings, etc.), mid-scale cloud
providers are likely to find it more difficult to win new customers, especially those with
existing relationships with Microsoft.

6.96  There are also some suggestions that AWS and Google may benefit from existing
relationships. One cloud provider ([3<]) said that many of AWS'’s customers today are those
that initially started up on AWS, using Amazon’s platform for the sale and distribution of
their products.®”® In one case, AWS appears to have been able to extend its contract by
guaranteeing a customer access to one of Amazon’s streaming devices. For example, it is
reported that WarnerMedia was able to launch its streaming service (HBO Max) onto
Amazon’s Fire TV device, only after agreeing to extend its contract with AWS.%?® Another
cloud provider ([3<]) argues that Google leverages its existing relationships with Chief
Marketing Officers,?” and continue to “bundle cloud offers with Advertising and Google
Workspace” to attract new customers.®?® [3<].°* However, our evidence on this is only
anecdotal, and the market research suggests that it is not considered one of the top 6
reasons for choosing AWS and Google.?*° Furthermore, the market research finds Google
and AWS benefit from relationships in other services to a lesser degree than Microsoft.?3!

Cloud credits

6.97 Cloud credits appear to be an important feature of cloud providers’ acquisition strategies for
customers that do not already have an existing relationship with any cloud provider, such as
start-ups. The cost of credits can be substantial and could pose a barrier to entry and
expansion for the smallest cloud providers.

6.98 In Section 4, we explored how cloud credits work and the cloud providers’ rationale for
offering these. The credits offered by cloud providers can typically be spent on services
across laaS and PaaS. We noted that most providers offer free credits for customers opening
an account with them for the first time. These credits tend to be of low monetary value and
are generally comparable across both the hyperscalers and smaller cloud providers. For
example, both Microsoft and IBM offer $200 for 1 month.*?

6.99 Credits offered to start-ups and scale-ups are of much higher monetary value than the credit
programs generally offered via cloud providers’ websites to new customers. Cloud providers
also have partnerships with venture capital firms, where they can reach start-ups/scale-ups
and offer exclusive benefits to the venture capital firm’s portfolio of companies. There is
variability across cloud providers, both in terms of the monetary value and time limits
associated with their credit offerings. For example:

925 [3<] response dated [$<] to the s.174 notice dated [3<], question [¥<].

926 The Information, 2021, WarnerMedia Extended AWS Deal to Win Key HBO Max Concession [accessed 19

September 2023].

927 13<] response dated [$<] to the 5.174 notice dated [3<], question [$<].

928 [3<] response dated [$<] to the s.174 notice dated [3<], question [$<].

929 [3<] response dated [$<] to the s.174 notice dated [3<], question [$<].

930 Context Consulting research report slide 70; and Context Consulting research data tables Q25.

91 The market research found that 29% of Microsoft customers listed ‘having an existing relationship for other

services’ as a reason for choosing Microsoft as its cloud provider, compared to 14% of AWS customers and

22% Google customers. Context Consulting research data tables, Q25.

932 Azure website, Azure free account; and IBM website, IBM Cloud free tier [accessed 19 September 2023].
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a) The hyperscalers offer substantial monetary credits to start ups and scale ups. For
example, AWS offers up to $100k for the first year, Google offers up to $100k for each
year for the first two years, so a total of $200k, and Microsoft offers up to $150k for the
first year.9*?

b) IBM’s credits to start-ups and scale-ups programme offers eligible start-ups up to $1000
per month for 12 months or $3000 per month for 6 months.®** IBM offers credits of a
monetary value that is more comparable to the hyperscalers’ start-up/scale-up
programmes via partnerships with venture capital firms. For example, it offers up to
$120,000 in IBM Cloud credits to eligible portfolio companies at DSW Ventures and
Aurelia Ventures.””

¢) Oracle’s website does not currently specify the monetary value of cloud credits or
discounts it offers to start-ups. Oracle told us that it offers $300 in cloud credits to
anyone, including start-ups. In addition, Oracle offers, on request, $500 in cloud credits
to developers.?*® There is also some evidence to suggest that Oracle offers a 70%
discount on Oracle cloud for start-ups, but this offer may have been withdrawn, as it’s
not currently evident on its live website.?*’

d) OVHcloud’s start-up programme offers up to 100k euros (or equivalent local currency)
for the first year.9*®

e) Scaleway’s start-up programme offers up to 36k euros for the first year.%°

6.100 We also have some evidence of cloud credits being used to lower the cost of migration from
on-premises: two customers ([$<] and [3<]) told us that they each received substantial
cloud credits of $[3<]m and S[3<]m respectively, over a 5-year term from Google to assist
with services such as data migrations.®*° [3<] told us that Oracle offered cloud credits as an
incentive to migrate workloads from Oracle on-premises solutions to Oracle’s cloud.®*
These types of credits lower the costs of migrating to the cloud from on-premises IT and
therefore could be an important strategy for gaining new cloud customers.

6.101 One cloud provider in their response to our consultation ([3<]) said that evidence of smaller
cloud providers offering credits as part of start-up programmes suggests that there are no
particular barriers to offering credits.®** Indeed, our evidence shows that some smaller
providers are able to offer credits of a similar magnitude to the hyperscalers — including
OVHcloud as part of its start-up programme, or IBM via partnerships with venture capital
firms. However, this is not universally the case and some small-scale cloud providers ([3<])

933 AWS website, AWS activate; Azure website, Unlocking Azure credits as your start-up grows; and Google
website, Google for start-ups cloud program [accessed 19 September 2023].

934 |BM website, The start-up with IBM program [accessed 19 September 2023].

935 Aurelia Ventures website, IBM Cloud credits; and DSW Ventures website, IBM [accessed 19 September
2023].

936 Oracle email to Ofcom, dated 13 September 2023.

97 The Dutch competition authority (ACM) reported these figures from Oracle’s website which it last accessed
in April 2022. ACM, September 2022, Market Study Cloud services, page 45. Furthermore, this is supported by
a pdf document on Oracle’s website, although this may be an archived document. Oracle website, Oracle for
Startups [accessed 19 September 2023].

938 OVHcloud website, Startup programme FAQs [accessed 19 September 2023].

939 Scaleway website, Why choose Scaleway? [accessed 19 September 2023].

940 13<] response dated [¥<] to the s.174 notice dated [3<], question [$<]; and [3<] response dated [$<] to the
s.174 notice dated [3<] question [3<].

941 13<] response dated [$<] to the s.174 notice dated [3<] question [<].

942 [<].
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told us that they are unable to match the credits offered by the hyperscalers.®*® This is
supported by The Sustainable Digital Infrastructure Alliance (SDIA), who said that most cloud
providers — especially new entrants — cannot afford to offer the same types of credits as the
hyperscalers.**

6.102 This is consistent with evidence that the hyperscalers issue the highest amounts of credits,
both in absolute terms and relative to their cloud revenue. The hyperscalers issued
substantial credits to UK customers in 2022: AWS issued $[3<] worth of credits
(approximately [3<]% of its public cloud revenue) and Google issued $[3<] worth of credits
(approximately [3<]% of its public cloud revenue).’** Whilst Microsoft was unable to provide
data on cloud credits issued to UK/Global customers, it did provide an estimate of cloud
credits redeemed by UK customers of $[3<].°*® Mid-scale providers issued lower amounts of
credits than the hyperscalers, though still relatively substantial: IBM issued S[3<] worth of
credits (approximately [3<]% of its public cloud revenue) and Oracle issued $[3<] worth of
credits (approximately [3<]% of its public cloud revenue).*”’ Furthermore, AWS’s credit
issuance exceeds the UK public cloud revenue of some smaller providers (e.g. [<] UK public
cloud revenue of $[3<]).%®

6.103 In comparison, small-scale providers appear less able to offer credits on the same scale as
the hyperscalers. [3<] explained that its credits are much more limited in comparison to the
hyperscalers’ in monetary terms [3<] and the total number of companies it can offer credits
to is [5<].9%°

6.104 This may be because small-scale providers are less able to monetise customers acquired
through credit programmes than the hyperscalers. The French competition authority,
Autorité de la concurrence, cited evidence from one hyperscaler in its market study that the
future revenues generated by cloud credits are far greater than their initial cost, and that
they are able to generate a positive return on investment within three years or shorter.%° In
comparison, small cloud providers may be less able to make such a commercial policy
profitable in a similarly short space of time due to having more limited product portfolios.
The hyperscalers offer a broad range of services, so once a start-up/scale-up is acquired
there are many opportunities for the hyperscalers to upsell and expand the number of
services purchased by the customer. In comparison, small cloud providers offer a narrower
range of services, so the time required for each customer to become profitable may be
longer. This may make it less feasible financially for small cloud providers to acquire

943 Ofcom / [3<] meeting, [3<] and Ofcom / [$<] meeting, [3<].

94 The SDIA are a non-profit think tank focused on digital infrastructure. SDIA response to the interim report:
Vision for a Sustainable, Federated European Cloud, page 4.

945 Note that the total amount of credits issued may not have been redeemed by customers during that period.
AWS response dated 31 March 2023 to the s.174 notice dated 24 October 2022, Part B question 8; Google
response dated 31 March 2023 to the s.174 notice dated 26 October 2022, Part B question 8.

946 Microsoft response dated 20 July 2023 to our follow-up email dated 10 May 2023 concerning the s.174
notice dated 21 October 2022, Part B question 8.

97 1BM response dated 4 April 2023 to our s.174 notice dated 25 October 2022, Part B question 8; Oracle
response dated 30 March 2023 to the s.174 notice dated 31 October 2022, Part B question 8; Oracle response
dated 2 June 2023 to our follow-up email dated 10 May 2023 concerning the s.174 notice dated 31 October
2022, Part B question 8.

948 AWS response dated 31 March 2023 to the s.174 notice dated 24 October 2022, Part B question 8; [$<]
response dated [3<] to the s5.174 notice [$<], Part B question [3<].

949 Ofcom / [3<] meeting, [<].

930 Autorité de la concurrence, 2023. Opinion 23-A-08 of June 29, 2023 on competition in the cloud sector
[accessed 20 September 2023].
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customers through costly credit programmes.®** Indeed, one small-scale cloud provider
([5<]) explained that it cannot afford/absorb the losses incurred during these credit
periods.®2 There is also a risk that a start-up/scale-up may go bankrupt and therefore the
investment made in terms of credits will not be recouped. This risk can be reduced for the
hyperscalers who may be able to diversify their portfolio of risk more effectively. The
hyperscalers may be better able to attract start-ups/scale-ups across a variety of different
industries because they offer a broad range of products/services with wide appeal across
industries.

Furthermore, customers’ familiarity with the hyperscalers and a perception that they
represent the safe option in cloud may also be relevant factors.?>® Our market research
found that few customers had considered using providers outside of the hyperscalers, with
some customers lacking any awareness of small-scale cloud providers.®** There may be
various other factors specifically influencing start-ups’ decisions on choice of cloud provider,
e.g. in industries where acquisitions are common, there may be a preference to use the
same cloud provider as future potential acquiring companies.

Conclusion

6.106

6.107

6.108

6.109

Overall, we have found that the hyperscalers (Microsoft and AWS in particular) are better
able to expand their sales relative to smaller cloud providers.

Many customers already have an established relationship with AWS or Microsoft in cloud
and barriers to switching and multi-cloud imply they are likely to continue to use them in
future. For some of these customers, Google, IBM and Oracle can compete to become the
secondary provider for workloads that are sufficiently separate to a customer’s existing
cloud usage. But the potential to gain scale in this way may be limited.

Our evidence also suggests that Microsoft may benefit from its existing relationships with
customers for its non-cloud services, e.g. enterprise software and on-premises services. We
acknowledge that smaller providers, such as Oracle and IBM, can also benefit from their
position in adjacent software markets and this is likely to have contributed to their ability to
enter the market and gain a small market share.

Cloud credits are an important acquisition strategy for attracting new customers where the
hyperscalers do not already have an existing relationship. We find that the hyperscalers
offer the highest amounts of credits, both in absolute terms and as a proportion of revenue,
followed by mid-scale providers. While small-scale providers can also offer credits, their lack
of financial resources mean that they are unlikely able to match the hyperscalers — for
example, [3<] told us its credits are much more limited in terms of monetary value and the
total number of companies it can offer credits to.

Conclusion on barriers to entry and expansion

6.110

The factors we identify in this section combine to pose material barriers to entry and
expansion in the provision of cloud infrastructure services. In particular in relation to the

513, [3<] confidential response to the interim report, [3<].
92 Ofcom / [3<] meeting, [<].

953 Context Consulting research report, slides 64-65.

9% Context Consulting research report, slides 64-65.

194



6.111

6.112

ability of cloud providers to develop a broad ecosystems of services powered by a global
network of data centres.

Our evidence suggests that AWS and Microsoft have faced the fewest barriers, which has
allowed them to materially pull ahead of other cloud providers in terms of their customer
base and associated scale. Our evidence points to some differentiation in the factors that
have encouraged customers to take-up their respective ecosystems:

a)

b)

AWS is likely to benefit from a first-mover advantage, which has allowed it to gradually
build its customer base and phase its investment in product range and infrastructure
ahead of others entering the market. As a result, it is recognised as offering the broadest
range of first- and third-party products, and likely benefits from economies of scale from
its global network of large-scale data centres. It would appear to benefit most from
network effects to attract ISVs and new customers into its ecosystem.

Microsoft has caught-up with AWS in terms of its broad product range and network of
large-scale data centres. It rivals AWS's large established customer base, which means it
is likely to benefit from network effects as it attracts ISVs and new customers into its
ecosystem. In contrast to AWS, Microsoft is likely to benefit from its leadership position
in adjacent software markets. Our evidence suggests that customers using Microsoft’s
business enterprise suite can more easily integrate these services with Azure and are
likely to have access to staff with the relevant skillsets that can be more easily
transferred to Azure.

We recognise that some cloud providers have entered in recent years. However, their scale
remains materially below that of the market leaders and, based on IDC data, there has been
no significant cloud provider entry in the UK since 2018 (see Section 3). This is likely to
reflect the fact that smaller providers have faced more barriers to grow scale in cloud

infrastructure services, reducing the effective constraint that they exert on the market
leaders:

a)

b)

Google has been gaining customers, having built-out a broad portfolio of cloud services
and with particular strengths in data analytics. Google’s position in cloud is likely aided
by its large non-cloud businesses acting as an anchor tenant and capabilities developed
in adjacent digital markets. However, its share remains far behind the market leaders.
Due to its smaller scale, Google is less able to benefit from network effects. For large
customers already established with AWS and Microsoft, barriers to switching and multi-
clouding imply that Google may be restricted to compete to become a secondary
provider for some siloed workloads only. Google is unlikely to benefit from existing
relationships with enterprise customers to the same extent as Microsoft.

IBM and Oracle are likely to benefit from their position in adjacent software markets to
migrate existing customers into their public clouds, and to draw on existing software
engineering skills to build-out their range of PaaS products. However, barriers to multi-
cloud and switching are likely to limit their ability to gain scale by competing for
components of customer demand that can be served by their narrower product range.
Their small customer base and lack of anchor tenant implies they are likely to have cost
disadvantages. Moreover, their lack of scale is also likely to reduce network effects. For
example, compared to the hyperscalers, there will be a smaller number of ISV services
available on their clouds and a smaller pool of engineers trained to work with these
providers’ clouds. This suggests they pose only a limited constraint on AWS and
Microsoft when customers choose their cloud ecosystem provider.
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¢) Small-scale providers are likely to be affected by all the barriers to entry and expansion
we have identified. They likely pose a negligible constraint on the market leaders as they
appear to challenge for a narrower set of potential cloud infrastructure customers and
tend to have more specialised offerings.

In contrast, the barriers to entry and expansion are lower for the supply of individual
products in Paas, as ISVs can build on the physical infrastructure of other cloud providers.
Some ISVs appear able to compete head-on with the hyperscalers for specific workloads,
although none of these can challenge the hyperscalers in terms of range. As a result, even
though there are many ISVs, they cannot compete with cloud providers on an equal footing.
Additionally, the potential reliance of ISVs on the hyperscalers may raise other potential
issues, which we discuss in Section 7.
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7.Hyperscalers’ relationship with
ISVs

7.1 In this section, we discuss the different types of relationships that hyperscalers may have
with ISVs and how these relationships may impact competition in the cloud market.

7.2 Since publishing our interim report, we have only received additional evidence from a small
number of ISVs. This section updates our analysis and concerns relating to hyperscalers’
relationships with ISVs.

Hyperscalers’ relationships with ISVs could impact
competition

7.3 Hyperscalers interact with ISVs in a number of different ways:

a) Hyperscalers can act as input suppliers to ISVs. Specifically, hyperscalers provide cloud
infrastructure services and, in turn, ISVs rely on these services to develop and run their
own cloud services which may complement or compete with those offered by the
hyperscalers.

b) Hyperscalers can also act as distributors of ISVs’ services and provide ISVs with a route
to market. This could be through directly selling ISVs’ services, offering ISVs a platform
through which to sell their services (such as a marketplace) or access to customers.

c) Since hyperscalers operate and sell services across all layers of the cloud stack, they can
also compete directly with ISVs, offering services at the same layer of the cloud stack as
ISVs.

7.4 As a result, the hyperscalers may in some cases have a dual role. On the one hand, they
provide cloud infrastructure services to ISVs and act as a distributor for their services. On the
other hand, they offer cloud services that compete with those of ISVs which are hosted on
their clouds. This may create a potential conflict of interest and give the hyperscalers the
opportunity to provide their own services with an advantage over ISVs’ competing services,
ultimately increasing barriers to entry and expansion for ISVs.

7.5 In principle, the hyperscalers might limit entry and expansion of competing ISVs in two ways:

a) Intheir role as suppliers of cloud infrastructure services, hyperscalers may deny, restrict
or increase costs of access to the cloud infrastructure services that ISVs need to
effectively run their services. This could be done through technical mechanisms (such as
not providing the necessary public APIs) or commercial mechanisms (such as raising
prices for ISVs’ use of the hyperscalers’ cloud infrastructure services). As a result, ISVs
might see a reduction in the quality or ease of use of their services, compared to
equivalent services which are offered by the hyperscalers and are not subject to these
limitations.

b) In their role as distributors (particularly via marketplaces), hyperscalers might be able to
raise ISVs’ costs (for example, by increasing marketplace commission fees), self-
preference their own services over ISVs’ (e.g. by making their own services more
prominent), or gain information advantages (such as an understanding of which
products perform well).
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In the remainder of this section, we separately consider hyperscalers’ roles as input
suppliers to ISVs and as distributors of ISVs’ services. For each of those roles, we assess the
extent to which: i) ISVs are reliant on hyperscalers; and ii) hyperscalers are engaging in any
practices that may increase barriers to entry and expansion for ISVs.

Hyperscalers as suppliers of cloud infrastructure
services to ISVs

ISVs deploy their services on the hyperscalers’ clouds to access
their customer base

7.7

7.8

7.9

7.10

Evidence from ISVs indicates that they typically deploy their services across the three
hyperscalers, at least initially, to access their respective user bases. For example, three ISVs
([5<]), submitted that expected customer demand was one of the key considerations when
deciding which cloud to deploy their services on.?*® [3<] also noted that they deployed their
services on AWS first and expanded to Microsoft and Google one to four years later.

In principle, it would be possible for ISVs to start self-supplying their own cloud
infrastructure and operate as a cloud provider. However, this would be challenging, given
the material barriers to entry and expansion set out in Section 6. [3<] submitted that, whilst
theoretically possible, self-supplying all or some of the necessary cloud infrastructure
services or hardware would be a significant investment and undertaking.®*® Similarly, [3<]
submitted that it would be difficult to self-supply cloud infrastructure in all of the
hyperscalers geographical regions and deliver its service from outside the hyperscaler
regions, due to potential latency issues which are critical for its [3<] applications.®’

In addition, an ISV hosting its services in one cloud might offer its services to customers of a
different cloud (i.e. a customer using AWS might be able to use an ISV service hosted on
Google). However, this would involve integrating services from different clouds which can be
challenging given the high barriers to adopt an integrated multi-cloud architecture (as
discussed in Section 5).

In summary, ISVs have little alternative but to deploy their services on the hyperscalers’
clouds to gain access to the hyperscalers’ customers. We go on to discuss how the reliance
by ISVs on hyperscalers influences how competition plays out, beginning with how ISVs
technically interoperate with hyperscalers’ clouds.

ISVs can access the hyperscalers’ cloud infrastructure services,
but we have heard some concerns that hyperscalers may favour
their own services

7.11

The hyperscalers submitted that they provide the technical information and support needed
by any third parties (including ISVs) to fully interoperate with their cloud infrastructure
services or hardware. This includes, in particular, documentation about the services available

955 Ofcom / [3<] meeting, [3<]; [3<] response dated [3<] to the 5.174 notice dated [5<], Part A question [5<];
and [3<] response dated [<] to the s.174 notice dated [3<], Part A question [3<].

956 [3<] response dated [¥<] to the s.174 notice dated [3<], Part A question [3<].

97 [3<] response dated [¥<] to the s.174 notice dated [3<], Part A question [3<].
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and information on how third parties can interoperate with them (e.g. SDKs, APIs and
protocols). More specifically:

a)

b)

c)

AWS said that it makes many of its SDKs and APIs publicly available under open-source
licences, so that customers and third parties may freely use, modify and distribute them
without restrictions. In addition, AWS mentioned that its services support various
standard protocols to make it easier for third parties to enable communications and
interactions between services in a common way.”®

Microsoft said it makes extensive information available to developers about the services
available in Azure and how any third parties can access that functionality. We
understand that, similar to the other hyperscalers, Microsoft APIs are easily accessible
via command line tools and SDKs, which exist for many popular programming languages,
as well as other common technical routes.®*®

Google said that in order to facilitate interoperability, it offers Google Cloud APlIs (i.e.
interfaces to Google’s cloud services) which are publicly available, including to third-
party suppliers of cloud services. Third parties can access Google Cloud APls in many
popular programming languages via a variety of technical routes.?®°

The hyperscalers also submitted that they do not restrict access to their clouds and generally
provide third parties with the same set of features and functionalities they make available to
their own services. Specifically:

a)

b)

AWS said it does not limit interoperability either contractually or technically but rather
strive to enable interoperability with the systems and services of other IT providers to
serve AWS’s customers.”®* AWS noted that the level of interoperability of AWS services
with third-party offerings depends on a variety of factors, including the third-party
offering’s support for standard protocols (providers whose offerings support more
protocols may be more interoperable with AWS); network connectivity between the
AWS data centre and the third party’s servers (longer distances and lower quality
networks may suffer increased latency); and the adoption of common open-source
software components by AWS and third parties.®®> AWS also said that if customers using
AWS'’s services could not easily incorporate third-party software into their solutions,
AWS would be unable to attract new customers or retain customers seeking to utilise
third-party solutions.”?

Microsoft said that it makes the same features of Azure available to its customers and
other third-party suppliers without discriminating based on whether the entity is a
provider of cloud services. This includes designing Azure to allow third-party PaaS
services to have the same opportunity as Microsoft’s own services. Microsoft said that
making Azure an attractive platform on which third-party services providers can deploy

958 AWS response dated 21 November 2022 to the s.174 notice dated 24 October 2022, Part A question 31,
paragraphs 31.6 and 31.7; and [<].

959 Microsoft response dated 18 November 2022 to the s.174 notice dated 21 October 2022, Part A question
31; and Microsoft response to the interim report dated 31 May 2023, paragraphs 182(i), 208.

90 Google response dated 23 November 2022 to the s.174 notice dated 26 October 2022, Part A question 32a,
page 59-60; and [3<].

%1 AWS response dated 21 November 2022 to the s.174 notice dated 24 October 2022, Part A question 31b,
paragraph 31.11.

%2 AWS response dated 21 November 2022 to the s.174 notice dated 24 October 2022, Part A question

31a(iii).
%63 [3<].
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their solutions is critical to its ability to compete.®®* Finally, Microsoft said that scale
benefits are passed onto Paa$S providers through equal access to underlying
infrastructure, and as a result PaaS-only providers compete on an equal footing with the
vertically integrated providers.®

Google said that interoperability with third-party services is at the heart of Google’s
cloud services proposition. This means that, wherever it is technically possible to do so,
Google Cloud enables full interoperability between its own cloud platform and the

services of third-party suppliers of cloud services.?®®

The feedback received from ISVs confirms they are typically able to access the minimum set
of services and functionalities to run their services on the hyperscalers’ clouds. For example:

a)

b)

c)

[3<] submitted that to date, it has not encountered any circumstances that have
prevented its service from achieving an ideal level of interoperability with the public
cloud infrastructures on which its service operates.®®’

[3<] submitted that all the hyperscalers open their APIs sufficiently to allow it to
integrate its software ([3<]) and achieve similar performance to the hyperscalers first-
party services in relation to core software functionality.®®

[3<] submitted that it has been able to develop a very tight integration with the
hyperscalers clouds to enable automatic deployment with the click of a button.®®®

However, some ISVs gave examples of cases where hyperscalers only allow access to certain
cloud functionalities for the benefit of their first-party products, thereby negatively affecting
ease of use by customers of ISVs’ services. In particular:

a)

b)

[3<] said that customers are typically required to complete additional steps to set up
and manage ISVs’ services compared to first-party services. It highlighted specific
limitations and lack of access to certain functionalities of the hosting hyperscaler cloud,
limiting its ability to integrate its service. This increases friction and discourages take-up
of ISVs.%7°

[3<] said that ISVs’ services would appear less embedded into AWS’s and Microsoft’s
clouds which may affect the overall user experience. For example, unlike AWS’s first-
party [3<] services ([e.g. 2<]) where the underlying infrastructure with all its
complexities is managed by AWS and hidden away from the user, a customer has much
more visibility into how [3<] services are deployed which makes them appear less
polished. The current level of interoperability with AWS does not allow [3<] to achieve
the same level of integration which puts them at a disadvantage compared to native
first-party services.”’

[3<] said that keeping its cloud services up-to-date, such that they can take advantage of
new functionalities of the underlying first-party cloud services introduced by the cloud
provider, can require very substantial technical work running into months and even a
year. The ISV suggested that this issue may be mitigated by requiring cloud providers to

94 Microsoft response dated 18 November 2022 to the s.174 notice dated 21 October 2022, Part A question

31a.

95 Microsoft response to the interim report dated 31 May 2023, paragraph 75.

96 Google response dated 23 November 2022 to the s.174 notice dated 26 October 2022, Part A question 32.
%7 13<] response dated [$<] to the s.174 notice dated [3<], Part A question [3<].

98 Ofcom / [3<] meeting, [<].

99 Ofcom / [3<] meeting, [<].

970 Ofcom / [3<] meeting, [3<]; Ofcom / [3<] meeting; [¥<] and Ofcom / [3<] meeting, [5<].

971 Ofcom / [3<] meeting, [3<]; Ofcom / [3<] meeting, [3<].
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use standardised APIs and to develop any forked versions of open-source software in a
more transparent way.’’> Microsoft acknowledged this issue in its response to the
interim report. When comparing third-party cloud services to its own cloud services,
Microsoft said that an ISV or third-party cloud provider may not be able to fully test and
update their applications until sometime after Microsoft’s new API release. As a result,
there may be a reduction in interoperability between applications updated at different
times, leading to lower performance or product quality (i.e. certain features do not work
correctly).””® In addition, [3<].°”* We note that [3<].°”

Some other respondents also commented on ISVs’ interoperability with the hosting clouds.
BT Group said that cloud services offered by cloud providers should be ‘unbundled’ or
‘separated’ into their individual elements to allow third-party cloud services to interoperate
with those individual elements.®’® The Federation of Communications Services said that, in
principle, it would not support hyperscalers being able to limit entry and expansion of
competing ISVs (for example, by restricting APls or inappropriately raising ISVs’ costs) and
that it wants to see a very competitive ISV market, encouraging new and wide-ranging
functionality and interoperability improvements, therefore suggesting that current levels of
interoperability are insufficient.®”’

In addition, two ISVs ([3<]) said that the hyperscalers may also be using other technical
mechanisms to exploit their position as cloud providers and unfairly compete with ISVs.
These ISVs explained that, in some cases, the hyperscalers build first-party services on open
standards and open APIs, but introduce proprietary features that require customers wanting
to (integrate and) switch to rewrite a significant portion of their code. Customers may be
induced to take-up these first-party cloud services (instead of the original open-source ones)
because, as noted above, AWS and Microsoft make them more integrated and easy to use,
or because they may not fully disclose the added proprietary features such that some
customers may not be aware these are different from the original open-source version.
More specifically:

a) An ISV ([3<]) explained that AWS and Microsoft have developed proprietary [3<]
services which they sell as compatible with the [3<] software. Customers may take up
these services because they are more visible, easy to use or because customers are
under the impression — driven by a lack of transparency from these hyperscalers — that
these adaptations are fully compatible with (or even a version of) the [3<] service.
However, according to [3<], the compatibility of these first-party cloud services is
limited, meaning that a customer using such [3<] compatible services would need to
considerably reconfigure their application if they wanted to switch to [5<].%78 [$<].°7°

b) Similarly, another ISV ([3<]) explained that the hyperscalers and other large platform
vendors unfairly compete with best-of-breed innovators within their ecosystems, by

972 13<] confidential response to the interim report, page [3<]. We have also heard this from suppliers of
professional services. See Sections 5 and 6.

973 We understand that Microsoft attributes these limitations to the natural result of innovation from cloud
providers. Microsoft response to the interim report dated 31 May 2023, paragraph 192.

974 13<] response dated [$<] to the s.174 notice dated [3<], [$<].

975 Ofcom / [3<] meeting, [$<].

976

BT Group response to the interim report, page 4.

977 Federation of Communication Services response to the interim report, question 5.3.

978 Ofcom / [3<] meeting, [<].

979 [}(]
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building their first-party services on open standards and open APIs but introducing
proprietary features.?®° This makes it more difficult for customers to switch from first-
party to third-party software within the hyperscalers’ ecosystems as customers would
need to rewrite a significant portion of their code.?®! We note that this includes
customers wishing to switch to cloud-agnostic ISVs’ services to facilitate integration of
multiple clouds and switching between clouds.

7.17  We have also received evidence that the hyperscalers may have an advantage as cloud
providers can offer bundles of discounted services that ISVs are not able to match.*®? For
example, an ISV ([3<]) told us that the main expansion challenge it has faced is the
aggressive pricing the hyperscalers practice on comparable first-party services,’® since they
are able to offset aggressive pricing on one product with the additional revenue generated
by other products in their ecosystems.?®* Another ISV ([3<]) said that adoption of its service
has been limited, because procuring multiple services from a cloud provider can be cheaper
and easier. In particular, when using its services in combination with those of a cloud
provider, customers have to pay the fee charged by the ISV, in addition to the one charged
by the cloud provider. Conversely, when customers source all their services from a single
cloud provider, they would only pay a single fee to that cloud provider.®®

7.18 Google disagreed. It said that, while it offers a variety of discounts, it does not offer any
predetermined bundles or packages of its cloud infrastructure services, or any fixed bundles
or packages that combine its cloud infrastructure services with other non-cloud Google
products/services.*®®

7.19  SDIA generally agreed with the ISVs concerns above. It said that the marketplace invites
further packaging/bundling of services (selling software products which include digital
resources/infrastructure/laaS of the cloud provider) which creates further barriers that
make it difficult for national and regional cloud providers to compete with the
hyperscalers.®®’

7.20 Lastly, two ISVs ([3<]) indicated that they are generally wary of potential future risks of the
hyperscalers self-preferencing their own services, including through technical restrictions.
However, they did not present any evidence of these risks currently materialising.%®® In their
response to our interim report, an individual, Priyank Chandra, said that, once ISVs create
value in the market, hyperscalers become primary competitors to ISVs, since they can
provide more integrated services.’®

%0 The introduction of proprietary features can be pro-competitive where such features are the result of
innovation, e.g. to introduce new or improved functionality. However, it can also be anti-competitive where
such features are not the result of innovation (i.e. there is no new or improved functionality) but aim to
technically differentiate the product such that ISVs’ cloud services appear less integrated.
%81 Ofcom / [3<] meeting, [$<].
982 Relatedly, another obstacle to the take-up by customers of the services offered by ISVs is that spend on
ISVs’ services may only partially contribute to customers’ committed spend with hyperscalers. See Section 5
for additional details.
983 [}(]
984 13<] response dated [$<] to the s.174 notice dated [3<], Part A question [3<].
985 [3<] response dated [$<] to the s.174 notice dated [3<], Part A question [3<].
986 [}(]
987 SDIA response to the interim report, page 3, question 5.3.
988 [3<] response dated [¥<] to the s.174 notice dated [3<], Part A question [3<]. [3<] response dated [¥<] to
our follow-up email dated [3<] concerning the s.174 notice [3<], Part A question [3<]. [$<].
989 priyank Chandra response to the interim report, question 5.3.
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Conclusion on hyperscalers as suppliers of cloud infrastructure
services to ISVs

7.21  Overall, the evidence we have received during this market study suggests that ISVs
materially rely on the hyperscalers’ cloud infrastructure to access customers on the
hyperscalers’ ecosystems. The feedback received from ISVs suggests that hyperscalers are
currently providing the technical information and support needed by ISVs to host and run
their services on the hyperscalers’ clouds. However, we have also identified how the
hyperscalers might be able to discourage the take-up of competing services developed by

990 1SVs have presented some evidence of specific

cases where hyperscalers may be doing this, though this is disputed by hyperscalers and for

the purpose of this study we have not found it necessary to reach a definitive view on this.

ISVs e.g. through technical restrictions.

7.22  Our view is that the hyperscalers still appear to have strong incentives to attract ISVs onto
their clouds and expand the range of services they can offer to customers and drive the
usage of their underlying infrastructure. This means they currently may have limited
incentives to systematically restrict the availability or quality of the ISVs’ services they host
on their clouds.

7.23  However, our conclusions are based on responses received from, and meetings with, a
relatively small number of ISVs during the market study. We also acknowledge that the risk
of the hyperscalers restricting the availability or quality of ISVs’ services on their clouds may
increase if the incentives for the hyperscalers to draw ISVs onto their ecosystem were to
decrease in future. We discuss this further in Section 8.

Hyperscalers as distributors of ISVs’ services

7.24  Hyperscalers distribute ISVs’ services either directly (by selling the services of ISVs directly to
business customers) or indirectly (through the marketplaces they operate or by providing
support to ISVs looking to sell services which run on their clouds).

7.25  Hyperscalers told us that it is rare for them to directly sell the services of ISVs to business
customers.®?* However, as explained in Section 4, the hyperscalers offer co-sell support to
ISVs and each hyperscaler offers a marketplace (an online platform), where providers can
offer services to customers which run on the underlying infrastructure of the marketplace
provider.9?

7.26  Marketplaces can allow ISVs to access a broader range of customers and so can support
their ability to compete with the hyperscalers. However, there are risks for ISVs if they
become too reliant on marketplaces to access customers. If the hyperscalers could control
the entry point to reach customers, this could provide them with the ability to exploit ISVs
and ultimately distort competition. Such practices would act as a barrier to entry and

90 These may include hyperscalers technically restricting ISVs’ access to existing or new proprietary features or
services.
91 13<]. See [<] response dated [3<] to 5.174 notice dated [3<], Part A question [5<]; [3<] response dated
[3<] to 5.174 notice dated [3<], Part A question [2<]; [3<] response dated [3<] to s.174 notice dated [3<], Part
A question [3<].
92 We understand that a number of other smaller suppliers of cloud services operate marketplaces. These
include IBM (Cloud Catalog), Oracle, OVHcloud and Salesforce (AppExchange). However, as our focus is on
assessing potential competition impacts in relation to the role of the hyperscalers’ as distributors of ISVs’
services, we do not consider smaller cloud provider marketplaces further.
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expansion for ISVs and weaken the ability of ISVs to compete with the hyperscalers in
offering Paa$S and Saas services.

7.27  In principle, there are several routes to market for ISVs in addition to selling through the
hyperscalers’ marketplaces. ISVs can sell directly to customers (for example, through their
own websites) or they can also offer their services via intermediaries.

7.28  Whether ISVs rely on the hyperscalers as a route to market will depend on the extent to
which: i) customers view different discovery and purchase routes as substitutes, and ii)
hyperscalers control access to particular customer groups. ISVs are less likely to rely on the
hyperscalers as a route to market if most customers are using, or are willing to use,
alternative purchase channels. However, it cannot be ruled out that ISVs may rely on
hyperscalers as a route to market, if there were customers which only used a single
purchase channel controlled by hyperscalers and if these customers were sufficiently
important for ISVs.

At present, ISVs do not significantly rely on marketplaces to
access customers

7.29 At present, only a small proportion of customers purchase services through marketplaces.
The market research found that only 13% of l1aaS/PaaS users purchase third-party services
through marketplaces.’® Most marketplace users (75%) use marketplaces for other reasons
(such as researching/discovering new services, billing for existing services, or buying first-
party services) and do not use marketplaces to buy third-party services.?** This implies that
most customers are purchasing ISVs’ services through other channels.

7.30 Consistent with this, we also estimate that only a small proportion of ISVs’ sales are made
through marketplaces. We estimate that less than 10% of total ISVs’ sales (PaaS and SaaS) in
the UK are transacted via a marketplace.?®® Even for those I1SVs which we understand make a
higher proportion of their sales through marketplaces, these sales still make up only a
minority of their total sales. This implies that ISVs can and do sell their services via other
channels. [3<] noted that “many sellers don’t yet view marketplaces as a strategic new
customer acquisition channel”.%® [3<] said that while third party services are widely used on
public cloud infrastructures a relatively small proportion are currently purchased through
marketplaces.®’

7.31 However, as discussed in Section 4, there are some indicators that marketplaces may grow
in importance over time. In addition to the evidence set out in Section 4, we note that SDIA
said that, while it generally agrees with our analysis, over time ISVs are likely to become
increasingly reliant on the marketplace for customer acquisition, and once that dependency
is established, it is probable that hyperscalers will charge fees similar to Apple’s App Store or

993 Context Consulting research data tables, Q45 and Q46. We do not know what proportion of ISV’s purchases
customers make through marketplaces.
994 Context Consulting research data tables, Q45 and Q46.
995 We calculated two estimates of total PaaS and SaaS market size excluding the hyperscalers. One estimate
was based on responses to our statutory information requests, IDC Paa$S and IDC SaaS data. The other estimate
was based on responses to our statutory information requests, Synergy PaaS and IDC Saa$S data. We then
divided total third-party sales through AWS, Microsoft and Google marketplaces by these estimates.
9% See [3<] response dated [3<] to the s.174 notice dated [3<], [5<].
997 [<].
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Google’s Play Store.?®® Also, [3<] said that, while it may be true that marketplaces are not
yet a major revenue source for the hyperscalers, it encouraged us to refer this issue for
further investigation by the CMA before AWS’s marketplace becomes another tool to
maintain its dominance.’®

7.32  In principle, marketplaces may be more important sales routes for smaller ISVs which lack
the necessary sales infrastructure to be able to reach a wide base of potential customers.
However, we did not receive evidence on the importance of marketplaces for smaller ISVs.

7.33  Customers differ in how often and how they use marketplaces. The ability to include
marketplace spending towards committed spend attracts many customers to use
marketplaces where they can.* Other important reasons for using marketplaces include
the ability to secure additional discounts, for simplified billing and terms, and uniformity in
the management of the product lifecycle.'®" It has been claimed that “more and more
customers just default to buying all their third-party software for their AWS environments
through AWS Marketplace”, rather than going directly to ISVs.%°? But others have told us
that they do not use marketplaces and that they prioritise direct procurement relationships
with vendors.' Other customers make very limited use of marketplaces — or do not use
them at all.»®* Many of these customers prefer to procure directly with vendors in order to
control costs. Even those customers that currently make use of marketplaces told us that
they are able to use multiple purchase channels, going direct to vendors if they want to.'%
We have not seen any specific evidence that any customer groups are particularly reliant on
marketplaces as a purchase channel.%

7.34  Marketplaces may have an important role in allowing customers to discover new services,
allowing ISVs to be exposed to a large number of potential customers, even if ultimately
customers purchase those services through a different channel. But the evidence on

9%8 SDIA response to the interim report, question 5.3.
999 [3<] confidential response to the interim report, page [3<].
1000 Including [3<]. See [<] response dated [3<] to our customer questionnaire, question [3<]; [3<] response
dated [3<] to the 5.174 notice dated [3<], question [$<]; [3<] response dated [3<] to our customer
questionnaire, question [3<]; [3<] response dated [3<] to our customer questionnaire, question [3<].
According to a survey conducted by Tackle, nearly half of all customers consider the ability to draw down on
committed spend as the most important benefit of cloud marketplaces, the largest single reason, and 66% of
sellers initially listed on marketplaces to tap into buyers pre-existing spend commitments. Tackle 2022, State
of Cloud Marketplaces 2022 | Tackle [accessed 7 August 2023].
1001 see [3<] response dated [$<] to our customer questionnaire, question [3<]; [3<] response dated [<] to
our customer questionnaire, question [<]; and [3<] response dated [<] to our customer questionnaire,
question [3<]. “Billing for existing services” was the largest single purpose for using marketplaces (64% of
marketplace users). Context Consulting research data tables, Q46.
1002 protocol, 2022. AWS has a clear advantage among cloud enterprise marketplaces: It has the most
customers [accessed 7 August 2023].
1003 For example, [3<] told us that it would only choose to purchase products through a cloud marketplace if a
direct relationship is not possible. [3<] response dated [3<] to our customer questionnaire, question [<].
1004 This includes [3<]. See [<] response dated [3<] to the 5.174 notice dated [3<], question [5<]; [5<]
response dated [3<] to the s.174 notice dated [3<], question [3<]; [3<] response dated [3<] to the 5.174
notice dated [3<], question [3<]; [3<] response dated [3<] to the 5.174 notice dated [3<], question [3<]; [3<]
response dated [3<] to the s.174 notice dated [3<], question [3<]; and [3<] response dated [3<] to the s.174
notice dated [3<], question [3<].
1005 For example, [3<] told us that it is normally able to purchase directly from the vendor. See [3<] response
dated [3<] to our customer questionnaire.
1006 [3<] told us that it has not observed a particular pattern of types of customers procuring through particular
distribution channels. [3<] response dated [3<] to s.174 notice dated [3<], question [<].
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whether marketplaces have an important role in discoverability is mixed. The market
research suggested that more laaS/PaaS users use marketplaces to discover new services
(25%) than to purchase ISVs’ services (13%).%” The market research indicated that those
which had switched laaS or PaaS provider completely, and those who had recently started
using Paas services, were more likely to use marketplaces for discovery.'%® This suggests
that marketplaces could have a greater role in discovering service options, which may then
be purchased either through the marketplace or elsewhere.

7.35  Customers differ in whether they use marketplaces for discovering new services. [3<] said it
uses marketplaces to discover services, but may then buy direct. In contrast, [3<] stated that
they use marketplaces to purchase services they are already aware of.*°® Further, AWS
stated that marketplaces are rarely used for casual shopping; and Microsoft said that
sophisticated customers are using the marketplace to fulfil specific cloud services needs with

solutions that customers have already determined before visiting the marketplace.°*°

7.36  This implies that some customers are less likely to be using marketplaces to discover new
services. The market research finds that just under half of marketplace users who buy third-
party services through marketplaces are not currently discovering services through the
marketplace — implying that these customers already knew about the service they wished to
purchase, and specifically decided to purchase that service via the marketplace route rather
than an alternative.'®'! Overall, while some customers use marketplaces as a discovery tool,
a material fraction of customers do not seem to rely on marketplaces for discovery.

We have seen little evidence of harmful behaviour or practices
from marketplace operators

7.37  Asnoted, in general, ISVs do not currently rely on marketplaces to access customers. As a
result, marketplace operators are unlikely to have the ability to exploit ISVs seeking to list on
their marketplaces. Consistent with this, we have seen little evidence of marketplace owners
undertaking any exploitative or exclusionary behaviour in practice.

7.38  Marketplace owners do not require ISVs to exclusively list on their marketplace.'®*? We note,
however, that AWS does not allow ISVs to include software or metadata that redirects users
to other cloud platforms, additional products, upsell services or free trial offers which are
not available on AWS Marketplace for their SaaS-based products. It also prevents sellers
from including advertising, promoting or links to purchase services which are not listed in
AWS Marketplace. However, this does not explicitly prevent vendors from selling their
services through other routes. '3

1007 Context Consulting research data tables, Q45 and Q46.
1008 Context Consulting research data tables, Q46.
1009 13<] response dated [<] to the s.174 notice dated [$<], question [<]; [¥<] response dated [3<] to the
s.174 notice dated [3<], question [5<]; [3<] response dated [$<] to the s.174 notice dated [3<], question [<];
and [3<] response dated [3<] to the 5.174 notice dated [3<], question [3<].
1010 AWS response dated 31 October 2022 to s.174 request dated 24 October 2022, page 3; and Microsoft
response dated 18 November 2022 to s.174 notice of 21 October 2022, question 24d.
1011 Analysis of Context Consulting research data tables, Q46. The market research does not tell us how many
customers discover through marketplace but then buy direct.
1012 13<] told us that listing on a particular marketplace does not prevent it from selling outside of such
marketplace. See [3<] response dated [3<] to the 5.174 notice dated [$<], question [3<].
1013 AWS website. SaaS product guidelines - AWS Marketplace [accessed 7 August 2023].
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7.39  Hyperscalers told us that their marketplace mechanisms for organising and displaying
solutions to customers do not preference their own services — instead, basing this on search

experience, customer popularity or benefits programs. 0%

7.40  AWS said that it is transparent and neutral with accurate and unbiased product
information,*°*> and we note that almost all ([3<]%) of its marketplace sales are third-party
cloud services — which suggests it does not self-preference.?’® Google stated that it [3<].1°”
Google also said that: [5<].2°® We understand that marketplace owners allow customers to
draw down spend commitments when purchasing third-party services via marketplaces —
although, in some cases, the overall drawdown through marketplace sales is limited (e.g.
[3<]), or is less than the drawdown for purchases of first-party (e.g. [3<]).1°%

7.41 At present, we have heard few specific concerns from ISVs about the prominence or ranking
of their services on marketplaces. However, [3<] said that ISVs’ services appear less
discoverable than their first-party counterparts. For example, hyperscalers’ first-party

1020 whereas ISVs’ services need to be

discovered and installed from a crowded marketplace. Hence, customers may be less likely

to take up ISVs’ services.'%

counterparts feature prominently in their consoles,

7.42  We have heard concerns that marketplace owners may gain access to information which
they can use to improve their own competing services, or to develop new services.'?? In
theory, it may be possible for cloud providers to gather information on how successful these
third-party offerings are and to then develop similar offerings themselves — either from their
role as marketplace owners, or more generally through their role as suppliers of cloud
infrastructure to ISVs, which could ultimately raise a barrier to entry to ISVs. But we also
understand that each of the hyperscalers has internal access policies which prohibit or

1014 see [3<] response dated [$<] to the s.174 notice dated [¥<], question [<]; [¥<] response dated [3<] to
the s.174 notice dated [3<], question [3<]; and [<] response dated [3<] to the 5.174 notice dated [<],
question [3<]. Microsoft organises some apps as “Featured Apps” based on [3<] and badges certain offerings
as “preferred solutions” if they meet certain criteria. See [3<] response dated [3<] to the 5.174 notice dated
[3<], question [3<]; and Microsoft website. Learn about the Microsoft preferred solution badge and Microsoft
website. Microsoft Azure Marketplace [accessed 7 August 2023].

1015 See AWS response dated 28 November 2022 to the s.174 notice dated 24 October 2022, Annex Q33.1.15,
page 8.

1016 See AWS response dated 9 December 2022 to s.174 request dated 24 October 2022.

1017 See Google response dated 23 November 2022 to s.174 request dated 26 October 2022, annex 33.22, p.1.
1018 [X]

1019 see [3<] response dated [3<] to our follow-up email dated [3<] concerning the s.174 notice dated [3<],
question [3<]; [3<] response dated [3<] to our follow-up email dated [3<] concerning the s.174 notice dated
[3<], question [3<]; and [3<] response dated [<] to our follow-up email dated [3<] concerning the s.174
notice dated [3<], question [<]. We also note that [3<] has raised concerns that differentiated treatment in
relation to marketplace spend commitments impacts on its ability to compete (Ofcom / [3<] meeting, [3<]).
1020 A console is a web application that allows users to access the cloud provider’s cloud services. The console
can be considered the backbone or basic web infrastructure through which a cloud provider’s services can be
accessed.

1921 Ofcom / [3<] meeting, [<]; Ofcom / [3<] meeting, [3<]. Ofcom / [3<] meeting, [$<].

1022 13<] raised concerns that hyperscalers have access to data, such as what products are popular, what
customers are using them for, and how much they are charged. It also raised a case where [3<] was able to tell
that some of its customers [$<]. Ofcom / [3<] meeting, [3<]. A similar concern was also cited by ACM in
relation to Elastic’s Elasticsearch and AWS’s Elasticsearch Service. ACM, 2022. Market study cloud services
(acm.nl), page 63 [accessed 7 August 2023].
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restrict service product and engineering teams from accessing transactional data from its
marketplace.'”® We have not seen further evidence on this.

7.43 Infact, we see behaviour suggesting that marketplace owners are seeking to attract ISVs and
customers to use their marketplace — benefiting both in the short-term. Both Google and
Microsoft have recently reduced their listing fees significantly from as much as 20% to 3%
and we understand that, [3<], the average listing fee AWS receives [3<]%°?° and can be low-
single digits for some 1SVs.10%¢ [3<].1927 As set out in Section 4, marketplace owners often
offer incentives for ISVs to sell via their marketplace. Further, we have seen evidence of
marketplace owners adjusting their marketplace offerings to respond to ISVs’ demands. For
example, we understand AWS introduced Private Offers in 2017 (which allow customers to
negotiate custom contracts directly with sellers), in order to discourage customers from
discovering a service on the marketplace, but then purchasing directly from vendors outside
of their marketplace.'%?® Additionally, [$<].1°%° Evidence we have gathered suggests that
marketplace owners are considering and responding to changes made by other hyperscalers
to their marketplaces and monitoring rival marketplaces.%°

1024

Conclusion on hyperscalers as distributors of ISVs’ services

7.44  The evidence that we received during this market study suggests that, at present, ISVs
generally do not rely on the hyperscalers to distribute their services to customers. Further,
we have seen little evidence that the hyperscalers are engaging in practices within their
marketplaces which could act as a barrier to entry or expansion for ISVs.

7.45  That said, the hyperscalers appear focused on increasing the use of their marketplaces by
their customers and ISVs (see Section 4, paragraph 4.89), and we anticipate that
marketplaces are likely to grow in importance as a route to market for ISVs. We are aware
that the balance of the hyperscalers’ incentives may change going forward and the risk of
foreclosure via marketplaces may increase which is a concern some stakeholders have
raised. We consider this risk further in Section 8. In addition, our assessment is based on
input that we received from a small number of mainly larger ISVs — and which may not
reflect the experience of smaller ISVs.

1023 13<]. See [¥<] response dated [3<] to the s.174 notice dated [3<], question [3<]; [3<] response dated [5<]
to our follow-up email dated [3<] concerning the s.174 notice dated [3<], question [3<]; and [3<] response
dated [3<] to our follow-up email dated [2<] concerning the s.174 notice dated [3<], question [<].
1024 CRN, 2021. Partners Cheer ‘Substantial’ Microsoft Marketplace Fee Cuts [accessed 27 September 2023]
and Google Cloud, 2022. Google Cloud doubles-down on ecosystem in 2022 to meet customer demand
[accessed 27 September 2023]. [3<]. See [2<] response dated [3<] to the s.174 notice dated [3<], question
[].
1025 13<] response dated [<] to the s.174 notice dated [$<], [3<]; and Ofcom analysis of [3<] response dated
[3<] to the s.174 notice dated [3<], question [<].
1026 protocol, 2022. AWS has a clear advantage among cloud enterprise marketplaces: It has the most
customers. [accessed 7 August 2023].
1027 For example, [3<] has negotiated fees of [3<]%. [$<] response dated [3<] to the 5.174 notice dated [5<],
question [3<].
1028 protocol, 2022. AWS has a clear advantage among cloud enterprise marketplaces: It has the most
customers. [accessed 7 August 2023]. [3<] ([3<] response dated [$<] to the s.174 notice dated [3<], [$<]).
1029 13<] response dated [<] to the s.174 notice dated [3<]; [¥<].
1030 For example, see [3<] response dated [3<] to the s.174 notice dated [3<], [5<]; [5<] response dated [$<]
to the 5.174 notice dated [$<], [3<]; and [3<] response dated [3<] to the 5.174 notice dated [$<]; [3<].
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8.Competition concerns we have
identified in this market study

8.1 In this market study, we have considered the extent to which a matter in relation to the
provision of cloud infrastructure services in the UK has or may have effects adverse to
consumers. This could lead to higher prices, lower quality products or less innovation.

8.2 Cloud computing is an increasingly important input to the different elements that make up
the internet and how online services are developed and delivered to UK consumers. This
includes every type of consumer activity which takes place online, covering services such as
social media, streaming, and communications services.

8.3 Cloud services are also an input in sectors that produce products and services that are not
(entirely) digital. This is the case particularly for cloud products that can be relevant to any
type of business, such as SaaS products for employee and customer management or PaaS
products which can power Al/ML solutions.

8.4 Cloud is also a cornerstone of recent technological innovations. From data science to Al,
many of the cutting-edge developments in the way software is transforming how we live our
lives, run our businesses, and engage with our public services, is operating from the cloud.

8.5 This means that competition concerns in cloud services can have wide-ranging effects across
both online and other products and services that UK consumers buy. Such effects could take
different forms:

a) Where business customers face higher costs to source the cloud services they need, they
may pass these on in ways that will ultimately lead to higher prices for the products and
services UK consumers buy.

b) Limits on entry and expansion and innovation can directly affect the quality and range of
choices UK consumers have of online services powered by the cloud.

8.6 We have carried out our assessment by looking in detail at how competition works in cloud
infrastructure services (Section 4) and then examining the various barriers to effective
competition that may exist (Sections 5 and 6). Based on our findings, we set out our views
on how well competition is currently working in cloud infrastructure services. Within this
section we also discuss the potential implications of a lack of competition on UK businesses
and other organisations.

There are factors which inhibit effective competitionin
cloud infrastructure services

Cloud providers predominantly compete to attract customers
into their ecosystems

8.7 Cloud providers have developed ‘ecosystems’ which combine first- and third-party products
across laaS and PaaS. These cloud ecosystems benefit customers by allowing them to source
a wide range of products from one place and to easily combine them to build their IT
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8.8

8.9

solutions. An important dynamic is that providers compete at the ecosystem level, where
they vie to supply all or most of the cloud needs of customers.

As detailed in previous sections, once a customer is established with a cloud provider, there
are material barriers to switching and multi-cloud. As a result, much of competition in cloud
infrastructure is currently centred around acquiring customers when they first migrate into
the cloud. This is evident in cloud providers’ strategies, where they use discounts and other
incentives to draw customers into their ecosystems. Providers then have the potential to
earn higher revenues later as the credits and free trial periods come to an end and acquired
customers begin to take up further services.

Our evidence indicates that AWS’s and Microsoft’s ecosystems are viewed by customers as
serving the widest breadth of use-cases and access to different functionalities. They are also
likely to benefit most from economies of scale and network effects due to their large
established customer bases. This is reflected in the fact that AWS and Microsoft accounted
for [3<]% [70% to 80%] of UK revenues across laaS and PaaS in 2022.1%1

There is limited scope for workload competition amongst cloud
providers

8.10

8.11

8.12

In the interim report, we noted that there is some competition for narrower components of
customers’ cloud needs, which we refer to as ‘workload competition’. In their responses,
Microsoft'%? and AWS'%? stated that there is a considerable amount of workload
competition as evidenced by the number of customers with multi-cloud deployments, and it
is not the case that once a customer has cloud spend with one provider, it will not award
new workloads to another.

We agree that there is scope for some competition between cloud providers for new
workloads, either because customers migrate additional workloads to the cloud or because
their needs evolve. We have seen examples of some larger customers that already have a
primary cloud provider adding a secondary provider to serve a new use-case. However, as
discussed in Section 4, our evidence suggests that workload competition is mainly limited to
more siloed use-cases (where applications/data do not have to be integrated, or only to a
limited extent, with those of the primary provider) and/or to back-up certain workloads. We
found little evidence of customers today using more integrated types of multi-cloud and we
consider this in part reflects the barriers that we identify in Section 5.

While workload competition for more siloed use-cases is likely to have some benefits (e.g.
customers have IT staff with skills to work on multiple clouds which may increase their
ability to switch), there are limitations to the level of competitive constraints this offers. This
is because siloed multi-cloud is only likely to be feasible for a limited number of use-cases
and is not suitable where customer IT architectures require some amount of integration.
Consistent with this, our evidence indicates that where customers have multi-cloud
architectures, their spend is generally concentrated around a primary provider with only a
small number of niche services being taken from a secondary provider (as discussed in
Section 6). Moreover, due to the barriers to switching and multi-cloud we identified, there
may be limited competitive pressure for siloed workloads once built out on a cloud.

1031 See Section 4 for further detail on market shares.
1032 Microsoft response to the interim report, page 37, paragraph 139.
1033 AWS response to the interim report, page 5, paragraphs 10-11.
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8.13  We also see some workload competition within cloud providers’ ecosystems, as customers
can choose between first-party services or ISV services for some PaaS types. As set out in
Annex 1, we estimate that ISVs collectively account for [3<]% [30% to 40%)] of UK PaaS
revenues in 2022. However, as discussed in Section 6, our analysis suggests that no single ISV
has a share greater than 5% in PaaS. We also think there are reasons why the broader
competitive constraint that ISVs can exert on the ecosystems of the cloud providers is
limited.

8.14  First, due to the convenience of purchasing cloud services in bundles, cloud providers may
have some advantages over ISVs. As noted in Section 6, ISVs tend to offer products in one or
a small number of PaaS product categories, whereas cloud providers are present across all
PaaS categories. In addition, we have identified some technical and commercial factors that
may disadvantage ISVs when competing with first-party products (as discussed in Sections 5
and 7).1%* The fact that hyperscalers account for the majority of Paa$ sales is consistent with
many customers opting to source most of their cloud needs using first-party products from a
cloud provider.

8.15 Second, ISVs typically do not have their own physical infrastructure, and therefore do not
provide laaS. As a result, competition from ISVs will not constrain the laaS elements within
customers’ workloads. Even where customers choose an ISV for PaaS services, they will
typically need to use them in conjunction with laaS elements (e.g. compute and storage
which likely represent a significant share of the value of many workloads. As set out in
Section 3, in 2022 UK laaS revenues were £[3<] [£4.0 to £4.5] billion as compared to £[3<]
[£2.5 to £3.0] billion PaaS revenues. The level of constraints on laaS services depends on
competition between cloud providers, which we discuss below.

) 1035
’

8.16  We therefore maintain our view that there is competition for narrower components of cloud
ecosystems — e.g. between cloud providers for new workloads across laaS and PaaS, and
within ecosystems between cloud providers and ISVs for PaaS — but that at present the
scope of this workload competition is limited.

While customers benefit from cloud infrastructure services, we
see evidence that competition is not working well

8.17 We can see some positive outcomes for customers that are likely to be driven by the
competitive dynamics in cloud infrastructure services. These include:

a) Innovation: Quality, number of features and the range of products are key parameters
customers consider when choosing a cloud provider. In response, cloud providers are
continuously innovating to attract new customers by differentiating their offerings, and
increase the usage of existing customers. Cloud providers innovate to expand the
features of existing products and develop new ones, alongside investments in making
physical infrastructure components (e.g. chips) more powerful and efficient. Cloud
providers are also at the forefront of developing cutting-edge technologies such as Al. As

1034 Factors that may disadvantage ISVs may include: (i) the need for customers to manage separate ancillaries
to make full -use of ISV services, this increases customers’ hassle costs; (ii) cloud providers may not make new
functionalities and innovations that it introduces for its first-party services immediately available to ISV
services; and (iii) hyperscalers’ first-party services can be found easily by customers in their consoles, whereas
ISV services need to be found separately within marketplaces.
1035 Depending on the service, compute/storage elements can be packaged within ISV PaaS$ services or
customers can purchase these directly from the cloud infrastructure provider.
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b)

c)

d)

set out in Section 4, in response to our interim report, customers have highlighted the
benefits they get from accessing new services as providers continue to improve their
offering, and cloud providers have told us that they pass on cost savings to customers.
Customer choice of ISVs: Customers have a broad range of ISV products on different
clouds to choose from. The hyperscalers enable some ISVs by providing them with
technical support to integrate their services and engaging in shared selling activities. We
think this is because uptake of ISVs benefits the hyperscalers through greater use of
their underlying infrastructure by existing customers. They may also want to expand the
range of functionalities available to attract new customers.

Customer choice of open-source products: The hyperscalers have responded to
customer demand for open-source technologies, at least in part. For example, each of
the hyperscalers developed its own container services and container orchestration
platforms, including some based on open-source products (e.g. Kubernetes). Other
examples include hyperscalers using Linux OS and offering some database services based
on open-source technologies such as PostgreSQL, MariaDB/MySQL and RedisCloud. In
addition to providing customers with more choice, the use of common open-source
technologies across hyperscalers can lower barriers to switching for customers by
providing a certain level of standardisation.

Pricing trends: As detailed in Section 4, data submitted by AWS and Microsoft suggests
that list prices paid by PAYG customers for their core cloud infrastructure services have
either remained stable or decreased in recent years. The data also suggests that average
net prices for these services (which incorporate all types of discounts) have fallen faster
than list prices over the same timeframe, although the list price and net price series are
not always perfectly comparable. As explained in Section 4, AWS told us that it has
passed on global cost savings to customers through price reductions.

Despite providers competing to win new customers and some more siloed workloads, our
study has identified various indications that the market is not working well. This appears to
be driven by some customers facing significant barriers to switching or multi-cloud once they
become established on a particular cloud. In particular, we have found that:

a)

b)

Switching levels are low: our market research found that ‘difficulty and expense of
switching provider’ was respondents’ biggest single concern about the cloud
infrastructure market (59% of respondents).%*® While our market research found that
switching is less cumbersome for some, we found that only c.20% of customers have
switched providers'®’— which is likely to include switching within a cloud (e.g. between
first-party and third-party services), or switching between on-premises IT/private cloud
and public cloud. Our large customers questionnaire was consistent with this, indicating
that it is uncommon for customers to switch away from a provider completely due to
the time and cost required. Following the interim report, [3<] submitted quantitative
analysis based on its UK cloud customer usage and revenue data which it considers
shows that customers can and do switch provider. However, we note that the churn
rates calculated by [3<] are consistent with the results of our market research (see
Section 4 and Annex 3 for further details).

Integrated multi-cloud is uncommon: Our evidence indicates that it is rare for
customers to use multi-cloud architectures where applications are closely integrated

1036 Context Consulting research report, slide 131.
1037 Context Consulting research data tables, Q47.
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c)

d)

and significant volumes of data are being transferred between them. Our market
research found that at least half of respondents used a single cloud provider.'%*® Our
engagement with large customers and intermediaries indicated that, of the customers
using multi-cloud, this was for use cases that are at the more siloed end of the multi-
clouding spectrum. Since the interim report, [3<] has submitted analysis on this issue.
However, we explain in Section 4 and Annex 3 why the approach used by [3<] does not
provide a meaningful measure of the prevalence or extent to which its customers multi-
cloud. We therefore maintain our view that integrated multi-cloud is at present
uncommon.

AWS and Microsoft have consistently high shares of supply: As set out in Section 4,
between 2019 and 2022, we estimate that AWS’s and Microsoft’s combined share of UK
laaS and PaaS revenues increased, and in 2022 stood at [3<]% [70 to 80%]. Over the
same period, Google grew steadily by [3<] each year, reaching [<]% [5 to 10%] in 2022,
but its share remains considerably smaller than the market leaders. Beyond the
hyperscalers, the next largest providers have considerably smaller shares. Specifically,
we note Oracle’s share of UK [aaS and Paa$ revenues has not grown significantly since it
started offering cloud services in 2016, and its UK share remains around [3<]% [0% to
5%)]. Looking at laaS only, we estimate that in 2022 AWS and Microsoft represented
approximately [3<]% [80% to 90%)] of UK laaS revenues, a share that has increased by
around [3<] [5 to 10] percentage points since 2019.

High profitability of AWS and Microsoft Azure: Returns in excess of the cost of capital
over a sustained period could be an indication of limitations in the competitive
process. % As set out in Section 4 and Annex 2, AWS’s returns have been significantly
above its cost of capital in every year since 2014; and between 2018 and 2022 its return
on capital employed averaged 40%. Microsoft Azure’s returns have exceeded its cost of
capital in each of the last three years and are increasing. We recognise that limitations in
the competitive process are not the only possible explanation for high returns, as other
factors, such as the reward for innovation and efficiency, could also contribute.
However, as explained in Annex 2, we do not consider it likely that these other factors
can fully explain the persistence and magnitude of returns above WACC, especially for
AWS.

In combination with the barriers we have identified in Section 5, high profitability, a

concentrated market structure and limited levels of switching and integrated multi-cloud are
likely indicators that cloud providers are not facing sufficiently strong competitive
constraints.

1038 As set out in Context Consulting research report, slide 75, 52% of laaS/PaaS users reported using more
than one laaS/PaaS provider. This is likely to overstate the use of more than one public cloud provider. This is
because, in addition to using multiple public clouds, some respondents who use more than one laaS/Paa$S
provider may be combining: (i) the products of an ISV and public cloud provider on the same cloud; (ii) private
and public cloud solutions (i.e. hybrid cloud); or (iii) two private cloud providers. We discuss this further in

Annex 3.

1039 Competition Commission, 2013. Guidelines for market investigations: Their role, procedures, assessment
and remedies, paragraph 118 [accessed 6 September 2023]
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Our assessment of barriers to switching and multi-cloud
contribute to our view that the market is not working well

8.20 Inlight of indicators that the market is not working well, we have examined the potential
reasons why customers find it difficult to switch or multi-cloud.

8.21  First, we have found that there are inherent technical barriers to switching cloud
infrastructure services. This is common to many IT markets — it stems from technical
differences in the way providers have designed their cloud stacks. Such technical differences
may be the result, in part, of cloud providers competing for customers by differentiating
their services, e.g. as providers innovate to introduce new products and design their systems
in ways they consider to be technically efficient. However, these differences result in
customers facing a low degree of interoperability and application portability across cloud
providers as they use different proprietary cloud technologies (e.g. APls, protocols,
workflows, programming languages and data formats). Consequently, customers wishing to
switch will face costs from needing to re-engineer their applications so that their
applications can ‘talk to’ and run in the target cloud.

8.22  Similarly, we have found that technical barriers can also raise the cost of customers
deploying applications across multiple clouds. Customers that wish to use an integrated
multi-cloud approach may face particular challenges and costs. For example, additional
technical effort, such as deploying adaptors, may be needed to allow cloud solutions which
deploy different clouds in an integrated way. In addition, the differences in cloud
technologies across providers requires customers to develop specific skills for each cloud. As
a result, a customer wanting to multi-cloud or switch to a new provider will need to invest
time and resources into retraining or hiring new staff to be able to operate in that new
cloud.

8.23  Second, we have found that there are certain features of the market that may further raise
barriers to switching and multi-cloud:

a) Egress fees: Egress fees are likely to be a significant barrier to customers using
integrated multi-cloud, particularly where this requires large volumes of data to be
transferred between clouds. Egress fees also act as a barrier to switching. As well as the
one-off costs of transferring data to the gaining cloud provider, customers are likely to
host services on multiple clouds during the switching period which can require data to
be transferred between them. The evidence we have gathered indicates that AWS,
Microsoft, Google and IBM are currently setting egress fees at a level above what is
needed to recover costs.

b) Limiting interoperability/portability of their services: Some technical barriers to
switching and multi-cloud may not be justified: (i) ancillary services (such as security,
access management, monitoring, billing) are more differentiated than they need to be;
(ii) first-party cloud services are not always fully functional when used in combination
with third-party cloud services; (iii) solutions that can mitigate data latency when
connecting clouds are not widely available across clouds; and (iv) cloud providers may
not be fully transparent about the compatibility of their cloud infrastructure services
with third-party services.

c¢) Committed spend discounts: Cloud providers negotiate committed spend discounts
with their largest customers, where the percentage discount a customer receives
increases as the amount they commit increases. While such discounts can benefit
customers through lower prices, the way in which the discounts are structured
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8.24

8.25

8.26

encourages customers to purchase all or most of their cloud needs from a single
provider. This discourages the use of multiple providers for customers’ existing and
incremental workloads.

Each of these features can individually make it less attractive for customers to switch and
operate integrated multi-cloud architectures. For example, customers have told us that
egress fees are the biggest single challenge to using multi-cloud (45% of respondents)'*°
and there is evidence of customers seeking alternative cloud architectures to minimise or
avoid egress fees. We have also heard from large customers that committed spend
discounts are an important commercial consideration for them. We have seen evidence that
the threat of losing a discount over their existing spend can serve as a strong incentive for
customers to bring new spend under their commitment with their existing provider.

There is also the potential for these features to work in combination and have a greater
impact on customers’ decisions. To illustrate, customers may be discouraged from
implementing multi-cloud architectures due to, for example, the total financial cost of
having to pay egress fees to transfer data between clouds and losing a committed spend
discount where splitting workloads between providers causes them to miss out on their
spending commitments. These incentives can ultimately result in ‘path dependence’, where
once a customer makes the initial choice of cloud provider, they are more likely to deploy
future workloads from the ecosystem of that same provider.

Furthermore, any barriers to adopting integrated multi-cloud can also make it more difficult
for customers to fully switch cloud provider. This is because many customers who wish to
switch providers cannot switch all workloads between providers instantaneously. Rather,
they must migrate workloads gradually from one cloud to another over a significant period
of time (e.g. several months) and run workloads/applications in an integrated way across
different clouds during this period. As a result, any features that make it more difficult for
customers to adopt more integrated multi-cloud architectures will also likely make it more
difficult for them to switch.

A material share of customers may face barriers to multi-cloud
and switching

8.27

8.28

The extent to which customers are affected by the barriers we have identified will depend
on their individual needs. Some customers may be able to switch relatively easily as they
take few products that are more easily ported between cloud environments (e.g. basic laaS
products). Customers may also be able to reduce technical barriers to switching/multi-cloud
to some extent by building their solutions using cloud-neutral design principles. For example,
by using container services or open-source services that are not specific to a particular cloud
environment. In both cases, this is only likely to be feasible for customers with few
applications and simple needs, such as smaller start-ups. '

However, our evidence suggests that a large portion of the market is likely to have more
complex needs and is likely to face high barriers to switching or adopting more integrated
multi-cloud architectures once they have chosen their primary provider. This is relevant to

1040 Context Consulting research data tables, Q31; and Context Consulting research report, slide 79.

1041 Where customers operate a larger number and variety of applications, or across multiple teams within
their organisation, building cloud-neutral architectures is often impractical, due to the additional complexity,
general time constraints and the amount of centralised coordination needed.
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both PAYG customers and those that negotiate contracts. This is consistent with a range of
evidence collected during the study:

a) Our market research found that ‘difficulty and expense of switching providers’ was the
top concern of PAYG and contract customers about the cloud infrastructure market. It
was cited by more than half of respondents (59%), with concerns about egress fees and
interoperability also ranking highly (55% and 52% respectively).%*?

b) RFI data we collected from the hyperscalers shows that customers spending more than
£10k per year (representing [3<]% of revenues) consume at least [3<] [10-20] first-party
proprietary products and at least [3<] [5-15] PaaS services.'%* Based on our technical
analysis, we consider that customers taking this number of products across laaS and
PaaS would be more likely to face a high degree of technical complexity if they wanted
to switch or multi-cloud. This is consistent with our market research, which found that
84% of respondents have between 4 and 10 use-cases and were more likely to cite
technical challenges as a barrier to switching compared to those with fewer use-

cases.'0*

¢) Evidence from one hyperscaler indicates that only a very small number of customers are
able to negotiate egress fee discounts in advance (less than [3<] have negotiated a
discount). The remaining [2<]% of customers pay the list prices for egress or do not
exceed their free tier allowance (but would pay the list price were they to exceed this).
These customers account for over [3<]% of cloud revenue [3<].10%

d) Hyperscaler data indicates that committed spend discounts are relevant to a large
proportion of the market, accounting for [3<] ([3<])% of AWS and Microsoft’s UK cloud

revenues. 04

8.29 Inrelation to some of these features, more mature and larger customers may be particularly
affected. Our market research indicates that technical barriers may be more significant for
more mature cloud users.’®” This may be because these customers are more likely to have
large numbers of applications and/or use various proprietary services offered by their cloud
providers, which add to the complexity of switching cloud provider. Evidence gathered from
the hyperscalers is consistent with this, indicating that customers spending more than $1m a
year (accounting for [3<]% of hyperscaler revenue) on average take at least [3<] [30-40]
first-party proprietary services and more than [3<] [20-30] PaasS services.®*® Similarly,
committed spend discounts are more relevant for larger customers, as these pricing
arrangements are widespread among hyperscaler customers with more than $[3<] spend a

1042 Context Consulting research data tables, Q63; and Context Consulting research report, slide 131.
1043 See Annex 4 for further details.
1044 See: Context Consulting research report, slide 37; and analysis of Context Consulting research data, Q52.
On average 47% of customers with 0-3 use-cases selected at least one of these technical challenges as a
barrier to switching: data portability, application portability and interoperability. This percentage rises to 60%
for customers with 4-10 use-cases. This compares the percentage of customers with 0-3 use-cases with the
average across customers with 4-5, 6-7 and 8-10 use-cases. The difference is even starker after excluding
customers using private cloud only. In this case, 47% of customers with 0-3 use-cases selected at least one of
these technical challenges as a barrier to switching: data portability, application portability, interoperability.
This compares to an average of 61% for customers with 4-10 use-cases.
1045 See Section 5 “Data egress fees” for further details.
1046 See Section 5 “Committed spend discounts” for further details.
1047 For example, 58% of companies established for more than 2 years indicated at least one technical barrier
to switching vs 49% of companies established for less than 2 years. Analysis of Context Consulting research
data, Q52.
1048 See Annex 4 for further details.
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year, and cover the vast majority of hyperscaler customers with annual spend above
S[3<].19*° While some of these larger customers may be able to achieve material discounts
on egress fees, our evidence suggests this is a minority of customers who nonetheless still
face other material barriers.

The barriers we have identified can harm cloud
customers, and ultimately consumers

Customers that face barriers to switching and multi-cloud can
be harmed

8.30

8.31

In the interim report, we highlighted concerns that customers who face significant barriers
to switching and multi-cloud have a limited ability to credibly threaten to switch all or some
of their-workloads to new providers. This can reduce the competitive pressure on their
existing provider, such that they can exercise a degree of market power in respect of the
existing and incremental workloads of a material share of existing customers. This could lead
to higher prices compared to what would be the case if customers could switch or multi-
cloud more easily. Customers may also be harmed if there is a better product on offer by a
competitor (for example, a more innovative solution) and they cannot take-up these services
due to these barriers.

In response, AWS suggested that there is competition for new workloads,'*° and Microsoft
noted that competition between suppliers for the next cloud workload means that they have
no incentive to increase prices for existing customers as this would risk losing future
business.'®! While we agree that there may be greater scope for competition where the
new workloads of customers are sufficiently siloed, we have found that competition for new
workloads is dampened because of barriers to switching and multi-cloud. As such, we
consider the threat of moving new workloads to be less of a disciplining effect than has been
suggested by the market leaders. This can result in potential harms to both customers who
negotiate contracts with the hyperscalers as well as PAYG customers.

Harms to customers who negotiate prices and PAYG customers

8.32

8.33

We remain of the view that barriers to switching and multi-cloud can make it difficult for
customers to mix and match products across cloud providers, which can lead them to settle
for lower quality alternatives from their existing provider rather than best in breed rival
products.

Moreover, for customers who negotiate contracts with the hyperscalers, barriers to
switching and multi-cloud are likely to weaken their bargaining power once they have
chosen their provider. The importance of bargaining power in influencing negotiations is
acknowledged by [3<] and reflected in the wide variation we observe in discount outcomes
for customers negotiating committed spend discounts. This suggests that there is scope for
worse discounts for customers who have a weaker bargaining position due to barriers to
switching and multi-cloud.

1049 See Section 5 “Committed spend discounts” for further details.
1050 AWS response to the interim report, page 5, paragraphs 10-11.
1051 Miicrosoft response to the interim report, pages 7 and 8.
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8.34

8.35

8.36

8.37

PAYG customers do not typically negotiate individual terms, instead they pay the publicly
available list prices and may receive standard discounts off these list prices. The presence of
barriers to switching and multi-cloud could dampen competition for these customers,
leading to higher prices. If many existing PAYG customers cannot easily switch to a rival that
offers a better deal, a hyperscaler need not offer a lower price to retain these existing
customers. Similarly, hyperscalers are less incentivised to lower list prices as this may not
attract workloads from a rival’s customers because of switching costs. Hyperscalers may also
be less incentivised to negotiate with PAYG customers on deviations from list prices where
these customers have weaker outside options.

Since new and existing PAYG customers pay the same list price, the presence of new
customers could serve as a disciplining mechanism that limits the hyperscalers from
exploiting customers who face barriers to switching and multi-cloud. However, there are
limitations to the extent of this disciplining effect. When considering whether to reduce list
prices, a hyperscaler is considering both the gain of attracting customers new to cloud and
the negative financial impact of having to lower prices for its existing customers. The
strength of the constraint from new customers depends on several factors, including the
relative size of new and existing customer bases.

Given the material existing customer base of the market leaders, the negative financial
impact of lowering prices to existing customers could be material. While cloud is a growing
market and there will always be new customers, the number of new customers that could
potentially discipline PAYG prices will decrease once more customers become established on
the cloud.

Finally, not all new customers will necessarily place a strong constraint on list prices, for
example if they need services that only certain hyperscalers offer. Hyperscalers could also
compete for new customers through other means (such as offering one off benefits in the
form of cloud credits) and not necessarily through PAYG list prices.

Customers are unlikely to fully offset the harms from lock-in when they first move
into the cloud

8.38

8.39

In response to our interim report, some hyperscalers argued that the cloud infrastructure
market was characterised by “sophisticated buyers”. Even if it were true that customers
faced barriers to switching, some hyperscalers argued that they would have costed these in
when making their initial design choices.?>> These submissions reference various industry
reports which recommend taking into account vendor lock-in when designing cloud
architecture.'®? Following this logic, any worse outcomes for locked-in customers (which the
hyperscalers dispute) would have been foreseen by customers and factored into their initial
procurement decision.

We recognise that some customers can protect themselves to some extent from the
negative consequences of the barriers we have identified when they first move into the
public cloud. We have heard examples of actions that some customers have taken to try and
offset potential harm. However, these actions are costly and time consuming, both in the
initial design and ongoing maintenance of their cloud architecture. They can also put

1052 AWS response to the interim report, page 12, paragraph 27; and Microsoft response to the interim report,
page 9 and page 25, paragraph 90.
1053 see Microsoft response to the interim report, page 25, footnote 92.
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artificial limitations on the functionality of the cloud architectures they may build as a result.
Therefore, this is not a feasible or attractive solution for many customers.

8.40 In addition, customers face challenges in anticipating their future needs at the point of first
moving to the cloud. Customer needs evolve as organisational needs change and as the
market evolves and new capabilities are launched, customers will inevitably look to adjust
their solutions in response. Customers are therefore unable to build solutions at the outset
that meet all new requirements that may emerge or negotiate on prices up front to offset
market power on future unknown usage.

8.41  Our engagement with customers indicates there are other factors that could have a bearing
on the initial purchase decision. As discussed in Section 5, we have heard from some
customers that they struggle to predict their future spend due to a lack of pricing
transparency.'%4 We have also seen evidence to suggest that challenges with operating
multi-cloud environments and switching are often discovered in practice and not anticipated
in advance.'®*® Furthermore, many customers may face bargaining power imbalances with
the hyperscalers and be unable to negotiate terms to properly protect themselves against
potential future harms.'®® PAYG customers, who account for [3<] of AWS and Microsoft
customers, %7 are typically unable to negotiate at all.

8.42  For these reasons we do not believe cloud customers can be reasonably expected to fully
insure themselves against future harm from barriers to switching or multi-cloud (or harm
from ‘lock-in’) when they first migrate to the cloud.

Evidence of harm from barriers to switching and multi-cloud

8.43  Inourinterim report we pointed to a number of factors that suggest barriers to switching
and multi-cloud are creating harm for some customers, including: (1) customer feedback on
being effectively “locked-in"; (2) customers reporting rising prices in our market research;
and (3) profits above WACC for AWS and Microsoft.

8.44  Following the interim report, we engaged with a number of customers who believe that they
are in a weaker bargaining position because they cannot credibly switch all or most of their
workloads away from their current provider.%® We also observe wide variation in the
discounts received by committed spend discount customers, agreeing to similar
commitments. This suggests that there is scope for worse outcomes for customers who have
weaker bargaining power, which could be due to them facing greater barriers to switching
and multi-cloud. However, we are not able to test this conclusively with the available data.
Further details are provided in Annex 5.

8.45  Barriers to switching and multi-cloud can give providers a degree of market power over
existing customers that cannot easily switch or multi-cloud, creating the potential for high

1054 Context Consulting research report, slide 131.
1055 Context Consulting research report, slide 79. For example, [¥<] only discovered the challenges associated
with managing both Google and AWS IAM in an integrated fashion several years after their initial cloud
migration, when they began the process of adding Google to their architecture. See Section 5 “Technical
barriers”. We also heard from one customer [3<] that challenges in anticipating future requirements mean
that they are unable to see how their initial choices may impact their ability to switch and multi-cloud in the
future. Ofcom / [<] meeting, [3<], subsequently confirmed by [3<] by email on [<].
1056 See Annex 5 for more detail.
1057 See Section 4 for more detail.
1058 [3<] response to the call for inputs, page [5<]; [¥<] response dated [3<] to s.174 request dated [$<],
question [3<].
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profits. As detailed above, we estimate that both AWS and Microsoft Azure earn profits
above their WACC. The evidence of persistent and high profitability for AWS, and material
increases in Microsoft Azure’s profitability more recently, is consistent with them having a
degree of market power over some customers and there being limitations on the
competitive pressure being placed on hyperscalers.

In response to our interim report, two hyperscalers, [3<] and [3<], submitted analysis
showing that prices typically have not increased upon renegotiation for customers with
privately negotiated commitment spend discounts, and therefore [3<].1%° This differs from
the findings from our market research, where a material share of customers who renewed
their contracts reported having faced price rises.'%%°

We acknowledge that the data presented by the hyperscalers does not support our survey
finding that price rises are common for customers renegotiating a contract with their
provider.'%! However, the analysis presented by the hyperscalers does not imply that there
is no harm to existing customers. We have identified methodological limitations with the
analysis, which means we are unable to test whether customers that face barriers to
switching and multi-cloud face worse terms than they would have been able to achieve
otherwise. Further, we consider that it is unlikely that the datasets provided by the
hyperscalers will give us a full account of the extent to which customers are getting better or
worse deals upon renewals. This is because the data only includes committed spend
discounts and is unlikely to capture all the elements of pricing relevant to committed spend
discount customers, such as other forms of discounts they may be able to negotiate on (e.g.
service-specific discounts). We set out these limitations in more detail in Annex 5.

There is a risk that the extent of competition may deteriorate in
the future

8.48

8.49

Since launching its first cloud service in 2006, AWS has been investing in its product range
and network of data centres to take advantage from growing demand, and in later years to
fend off competition from rival cloud providers to attract new customers. As the only
material provider of cloud services for several years, it has benefited from its position as a
first mover to gradually increase its investment while expanding its customer base. As a
result, AWS has been able to maintain positive profits while investing to stay ahead as rivals
entered the market.

In contrast, barriers to entry and expansion were more material for those that entered later.
This has made it harder for rival cloud providers to attain scale and operate profitably.
Unlike AWS, they had to challenge an incumbent who had an established product range and
data centre footprint and was already benefiting from economies of scale and network
effects. Rival cloud providers also faced greater barriers to acquire customers as switching
costs can be significant once a customer has chosen their cloud provider, making it difficult
for them to gain scale by competing for the existing and new workloads of customers
already on AWS’s cloud.

1099 [<]; [<].

1060 Context Consulting research report, slides 101 and 102.

1061 The price rises captured as part of our research could reflect other changes or issues, and the findings may
be more reflective of pricing outcomes for customers without committed spend discounts as only 6% of
respondents had a committed minimum spend in place.
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Regardless of these challenges, continued growth in demand has encouraged several cloud
providers to invest in building a product range which can serve the needs of many
customers, and offer these services across a network of data centres with a global reach.
While these cloud providers have been able to attract customers and expand their revenues
to some extent, many of them are far behind AWS and have yet to reach a scale where they
make material profits. Only Microsoft has managed to grow sufficiently to rival AWS in terms
of its established customer base, and to attain a scale at which it is able to earn substantial
profits from its cloud infrastructure services. In doing so, Microsoft appears to have
benefited from its leadership position in software markets.

There is a risk that the market becomes concentrated with a few cloud
ecosystem only

8.51

8.52

8.53

8.54

8.55

The barriers to switching and multi-cloud we have identified can limit scope for workload
competition, making it more difficult for cloud providers to compete for components of
customer demand. While smaller cloud providers have been able to enter the market, we
are concerned that these barriers to workload competition will harm their growth and ability
to challenge the market leaders in the future. We consider that there is the potential for the
market to become more concentrated around the market leaders, with scope for the harm
to be long lasting. While there is no certainty on how the market will evolve, there are
several factors which point to a substantial risk of such an outcome materialising.

AWS and Microsoft have already pulled ahead significantly in terms of their established
customer base for cloud infrastructure services. This is likely to offer them cost advantages
due to economies of scale, and they benefit most from network effects in terms of attracting
ISVs and new customers onto their ecosystems. They may also have other advantages, for
example if their large installed customer base provides them with secured revenue streams
to invest and improve their quality and scope of offerings. As a result, many new customers
are likely to favour the ecosystems of AWS or Microsoft.

At the same time, we observe that barriers to switching and integrated multi-cloud are
sufficiently material for some customers today, leading them to single source or to
concentrate most of their usage with the market leaders. This is particularly problematic
where costs like egress fees, or unjustified limitations on interoperability, artificially increase
the hurdles for smaller providers to compete for customers’ workloads. The use of
committed spend discounts may further impede the ability for smaller cloud providers to
compete effectively for components of a customer’s demand.

This suggests that the ability of smaller cloud providers to gain scale by competing for the
business of new customers or the market leaders’ existing customers is likely to be limited.
This will affect an increasing number of customers in future, as they expand their cloud
infrastructure with a primary provider and face barriers to switching their workloads to rival
providers. This effect may also be aggravated if difficulties to grow their customer base also
makes it harder for smaller cloud providers to attract ISVs into their ecosystems.

In addition, we anticipate that there will be fewer new customers to compete for once most
existing businesses have moved their workloads into the cloud. This means it could become
even harder for smaller cloud providers to grow their scale by targeting new customers who
have narrower or specialised product needs.
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We therefore disagree with [3<]'%°? view that there is no risk of the market concentrating
further because smaller providers can use innovative products, or target specific customer
needs, as a basis to compete effectively and grow. The barriers to workload competition we
have identified risk undermining the scope for smaller cloud providers to gain material scale
in this way and close the gap to the market leaders.

If it becomes more challenging for smaller cloud providers to gain scale and maintain their
investment, then this could further weaken their ability to compete effectively with the
market leaders going forward. There could be long lasting impacts if this leads the market to
become more concentrated towards a few cloud providers, with barriers to switching and
multi-cloud allowing the market leaders to entrench their positions and avoid competing
vigorously with each other.

The risk of concentration concern is consistent with the observed shares of supply, which
shows that the market has remained concentrated towards the market leaders in recent
years. As discussed above, while Google is often positioned as the closest challenger and has
been gaining share, it remains far behind in terms of size and the next largest providers have
considerably smaller shares.

In this context we note that AWS has already been able to maintain a return on capital
which has been materially above its WACC for several years, and it would appear to have
been more able to resist demands for greater interoperability than smaller cloud providers.
Microsoft’s Azure returns have been trending upwards and are now above our estimate of
WACC. Given barriers to entry and expansion, we anticipate that its profits may increase
further, and like AWS it manages to continue attracting customers while being less
interoperable than smaller rivals.

Market concentration towards a few ecosystems may further inhibit effective
competition

8.60

8.61

Ultimately, whether we arrive at a market concentrated around the two market leaders
only, or a market with limited competition between a few ecosystems, the barriers to
switching and integrated multi-cloud we have identified have the potential to lead to worse
outcomes over the longer-term. We consider the forward-looking concerns to be particularly
important given the dynamic nature of cloud services, which is characterised by significant
scope for ongoing improvement of existing products and the development of services that
cater to new use cases. Furthermore, the development of Al is underpinned by cloud
computing and Al is also expected to enhance the functionality of software run in the cloud.
This means that new workload opportunities will continuously emerge, whether it be from
new or existing customers. We believe it is critical that there is lasting competition amongst
cloud providers for these emerging opportunities.

We are concerned that the barriers we have identified will result in cloud providers facing
limited incentives to compete for each other’s existing customer base. While competition
between cloud providers for the new and emerging demand of existing customers could
drive competition and innovation, this won’t happen if cloud providers are unable to
credibly compete for the emerging workloads of existing customers due to barriers to multi-
cloud. Since it is difficult for many customers to switch existing workloads to a rival cloud,
we cannot rely on switching to spur innovation either. Furthermore, as the market matures

1062 See [3K].
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and there are fewer new customers to compete for, incentives to invest in innovation may
be weaker if there are fewer new customers to monetise that investment.

In addition, should we arrive at a more concentrated market these concerns are magnified
as customers may be denied the increased competition, innovation, and product
differentiation that additional cloud providers can offer. Weaker competitive constraints on
the market leaders from the smaller cloud providers may dampen price competition by
limiting the outside options of customers. A more concentrated market may also chill
innovation if smaller cloud providers are less able to compete for workloads of new and
existing customers, therefore reducing the incentives of market leaders to invest and
improve their product offering in response.

While ISVs play an important role in developing innovative Paa$ solutions, they are unable to
challenge cloud providers across their portfolio and particularly in relation to innovation in
the underlying infrastructure. Competition from ISVs is therefore unlikely to be sufficient to
discipline the market leaders if we were to arrive at a more concentrated market. In fact, we
explain in the following section how such a market structure may also result in more limited
constraints of ISVs at the PaaS layer.

A market centred on a few ecosystems could affect competition at the Paa$S layer

8.64

8.65

8.66

If the market were to concentrate further towards a few ecosystems with more limited
competition between them, then hyperscalers may have less incentives to enable rival ISVs
on their platform to attract new customers or maintain existing customers. We have already
heard concerns from ISVs that the hyperscalers favour their own first-party PaaS products
where they compete with third-party ISV products. We consider it likely that a more
concentrated market would increase the ability and incentives of hyperscalers to foreclose
or exploit ISVs, for example by acting in ways that favour their own competing products
where those compete directly with ISVs.

This type of conduct could potentially happen through a variety of mechanisms. This could
include hyperscalers raising ISV’s input costs by increasing the price they pay for access to a
hyperscaler’s infrastructure, or hyperscalers making interoperability more difficult for ISVs to
achieve. If marketplaces were to develop as an essential gateway for ISVs to reach
hyperscaler customers in the future, self-preferencing of first-party PaaS products could be
another mechanism by which hyperscalers could distort competition at the PaaS layer
between their first-party products and those of rival ISVs.

Rival ISVs may find it harder to monetise their investments, which could result in lower
quality or less availability of rival ISV products on hyperscaler ecosystems. This could in turn
weaken constraints on hyperscalers’ first-party PaaS products leading to higher prices, lower
quality and less innovation over time.
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9.Microsoft’s licensing practices

9.1 A number of stakeholders in the cloud computing industry have made submissions to Ofcom
regarding the software licensing practices of some cloud providers, in particular Microsoft.
Specifically, the submissions allege that the cloud providers in question are using their
strong position in software products to distort competition in cloud infrastructure. This, the
submissions state, makes it unattractive for customers to use some Microsoft software on
non-Microsoft cloud infrastructure. Microsoft disputes the veracity of the practices as
alleged in the submissions.®3

9.2 The concerns are set out in a number of materials and by a number of parties including the
trade association CISPE,°®* (and reports by Professor Frédéric Jenny which they
commissioned (the Jenny reports)),’°® and the cloud providers [3<]*°®® and [3<].1%7 In 2022,
CISPE filed a formal complaint against Microsoft with the European Commission relating to
these practices.'% It has been reported that Microsoft has made an offer to CISPE to settle
its concerns, and that these talks are ongoing.'°® In March 2022, OVHcloud, Aruba, and the
Danish Cloud Community filed a complaint with the European Commission against
Microsoft. Press reports indicate that Microsoft reached agreement with OVHcloud, Aruba
and the Danish Cloud Community resulting the three entities to withdraw their complaints
but no such agreement has been reported in relation to the CISPE complaint.**”® In June
2023, Google in its response to the US Federal Trade Commission’s Inquiry into Cloud
Computing Business Practices voiced concerns regarding allegedly “unfair” licensing
restrictions from some legacy on-premises providers, including from Microsoft.'°’*

9.3 The purpose of this section is to summarise what we have heard and set out briefly in
principle what the implications might be for cloud infrastructure competition. We have not
undertaken an assessment of the conduct, nor have we made any findings in relation to the
concerns themselves.

1063 Microsoft response to the s.174 notice dated 21 October 2022, question 33g, [¥<]; and Microsoft response
to our follow-up questions dated 27 January 2023 in relation to Microsoft’s response to the s.174 request of
21 October 2022.

1064 CISPE website, 9 November 2022. Executive Summary of CISPE Complaint against Microsoft [accessed 21
September 2023]; and CISPE paper submitted to the EC, 2 May 2023.

1085 Jenny, Frédéric, October 2021. Cloud Infrastructure Services: An analysis of potentially anti-competitive
practices [accessed 21 September 2023]; and Jenny, Frédéric, 21 June 2023. Unfair Software Licensing
Practices: A quantification of the cost for cloud customers [accessed 21 September 2023].

1066 13<] response to the CFI, [3<]; and [¥<].

1067 13<] response dated [$<] to the s.174 notice dated [3<], question [¥<].

1068 CISPE complaint to the European Commission, 9 November 2022.

1069 CISPE website, 20 April 2023. Microsoft opens settlement negotiations with CISPE [accessed 21 September
2023].

1070 Reuters, 28 March 2023. Microsoft offers to change cloud practices to ward off EU antitrust probe
[accessed 21 September 2023]; Bloomberg, 28 March 2023. Microsoft, OVH Prepare to Settle EU Antitrust
Complaint on Cloud [accessed 21 September 2023]; MLex, 26 May 2023. Microsoft signs deal with OVH and
others to withdraw EU complaints but CISPE probe continues [accessed 21 September 2023]; and The Register,
30 May 2023. Top cloud players reject Microsoft's attempt to settle EU licensing complaint [accessed 21
September 2023].

1071 Google Cloud’s response to the FTC’s call for public comment on the FTC’s Inquiry into Cloud Computing
Business Practices, 21 June 2023. https://www.regulations.gov/comment/FTC-2023-0028-0069 [accessed 21
September 2023].
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https://www.regulations.gov/comment/FTC-2023-0028-0069

9.4 The section below focusses on Microsoft. There are also submissions which raise similar
issues related to Oracle.'”? We focus on Microsoft because our study is concerned with
cloud infrastructure and Microsoft has a far larger market share compared to Oracle and has
grown substantially more than them in recent years, meaning that in principle its conduct
has the potential to have a greater effect on competition in the cloud infrastructure market.

Summary of submissions received

9.5 We have received submissions that Microsoft engages in several practices that make it less
attractive for customers to use Microsoft’s licensed software products on the cloud
infrastructure of a cloud provider other than Microsoft Azure. This could be because it is
more expensive'®’® for customers when using Microsoft’s licensed products on third-party
clouds, or other disadvantages'®’* (such as inability to access some features and reduced
availability of security updates compared to running on Azure). The submissions allege that
this disincentivises customers from using third-party clouds and impacts on competing cloud
providers’ ability to compete for customers.”

9.6 The submissions focus on a set of business software products provided by Microsoft,
including the Windows Server operating system, Microsoft 365 productivity software suite
(also known as Office), Windows 10/11, and Microsoft SQL Server database management
system. The submissions largely centre on how Microsoft has changed the way it licences
and sells these business software products.

9.7 We note that Microsoft’s software licensing practices are complex. Our summary of the
practices reflects Ofcom’s current understanding based on submissions and materials we
have received. It is not designed to comprehensively describe them but simply to enable
other stakeholders to have a basic understanding of the submissions and explain how they
may be relevant to competition in cloud infrastructure.

Alleged practices - cost of running software on rival cloud
infrastructure
9.8 When Microsoft’s customers start moving their existing Microsoft software from on-

premises to the cloud, they must ensure they have the rights to use that software in the
cloud rather than on premises. There is then a question as to whether their existing on-

1072 13<] response dated [3<] to the 5.174 notice dated [3<], question [3<], pages [$<]; and [3<] response
dated [3<] to the 5.174 notice dated [3<], question [<], page [2<]. See also: Jenny, Frédéric, October 2021,
page 39, paragraph 81. Cloud Infrastructure Services: An analysis of potentially anti-competitive practices
[accessed 21 September 2023].

1073 See, for example: CISPE complaint to the European Commission, 9 November 2022, page 32, paragraph
127; [¥<] response to the CFl, [$<], page [<]; [3<] response dated [<] to our follow-up questions dated [3<]
in relation to [3<] response to the s.174 notice dated [<], question [3<], page [3<]; and [<].

1074 See, for example: CISPE complaint to the European Commission, 9 November 2022, page 59-60, paragraph
270; CISPE complaint to the European Commission, 9 November 2022, page 40, paragraph 182; [3<] response
dated [3<] to our follow-up questions dated [3<] concerning the s.174 notice dated [3<], question [3<],
paragraph [3<]; [3<] response dated [3<] to our follow-up questions dated [3<] in relation to [3<] response to
the s.174 request of [$<], question [3<], page [3<]; [¢<]; and [3<] response dated [<] to our follow-up
questions dated [<] concerning the Ofcom / [<] meeting, [3<], page [3<].

1075 [3<] response dated [<] to our follow-up questions dated [3<] in relation to [3<] response to the s.174
notice dated [3<], question [$<], page [<].
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premises software licences give them such rights, or whether they may need to repurchase
their licenses or pay for additional usage rights.

9.9 We understand from submissions that Microsoft previously did not charge customers for
deploying their software on cloud infrastructure, regardless of the cloud provider. However,
in October 2019 Microsoft implemented licensing changes which restricted the ability of
certain customers to deploy licences for some software products on non-Microsoft cloud
infrastructure.?’®

9.10 These changes require customers with on-premises software licences to pay additional fees
to repurchase their licences for some Microsoft products'®”’ if they want to use them on
certain cloud providers’ infrastructure, despite already owning a licence for the use of the
software on premises.’?’”® We have heard that this amounts to paying for the same service
twice.'%”” We have received submissions that, in some cases, Azure customers do not have
to pay these additional fees.%%°

9.11 One option available to customers wishing to repurchase their licences for some Microsoft
software products for use on non-Microsoft cloud infrastructure is Microsoft’s Services
Provider License Agreement (SPLA) program.®! Through the SPLA program, cloud providers
can purchase the right to sell some Microsoft software products to customers for use with
non-Microsoft cloud infrastructure.'®? Microsoft sets the wholesale price for products
purchased under SPLA and the cloud providers in turn set the retail price to their end
customers that incorporate Microsoft products as part of their offering.'%®® Products such a
Windows Server, SQL Server, and the Microsoft Office Desktop Applications are available
through the SPLA.'%* A competing cloud provider ([3<]) explained to us that in many
instances, the SPLA is —in theory at least — the only alternative option for customers to be
able to run a number of Microsoft products on their cloud infrastructure.®

9.12  We have heard from competing cloud providers that purchasing some Microsoft products
via the SPLA can be more expensive compared to deploying the same Microsoft software on

1076 [3<] response to the CFl, [<], page [5<]; [5<] response dated [3<] to the s.174 notice dated [¥<],
question [3<], paragraph [3<]; and [3<].
1977 Some of the products that customers can be required to repurchase licences for include the Microsoft
Office productivity apps and Windows Server. We also note that for Windows Desktop, customers can be
required to pay additional fees to licence this product again. See: [3<] response to the CFl, [$<], page [<];
and [<].
1078 [3<] response to the CFI, [3<], page [5<]; [5<] response dated [$<] to the 5.174 notice dated [3<],
question [3<], page [$<]; [3<] response dated [3<] to the 5.174 notice dated [3<], question [<], paragraph
[3<]; and CISPE complaint to the European Commission, 9 November 2022, page 40, paragraph 180.
1079 13<] response dated [$<] to the s.174 notice dated [3<], question [3<], page [3<]; [3<] response to the
CFl, [3<], page [3<]; [¥<]; and CISPE response dated 25 July 2023 to our follow-up questions by email dated 26
June 2023 concerning CISPE’s complaint to the EC dated 9 November 2022, page 2, paragraph 10.
1080 [3<] response to the CFI, [3<], page [5<]; [5<]; and CISPE paper submitted to the EC, 2 May 2023, page 40,
paragraph 141.
1081 13<] response to the CFl, [<], page [$<]; and [¥<].
1082 13<] response to the CFl, [<], page [¥<].
1083 13<] response dated [$<] to our follow-up questions dated [$<] in relation to [3<] response to the 5.174
notice dated [3<], question [3<], page [$<].
1084 Microsoft document, October 2021. Services Provider Use Rights. Available for download at: Licensing
Documents (microsoft.com) [accessed 21 September 2023].
1085 [3<] response dated [<] to our follow-up questions dated [3<] in relation to [3<] response to the s.174
notice dated [3<], question [$<], page [<]; and [3<].
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Azure.'® We have received examples to show this.'®®” One example submitted to us
described a potential customer whose Windows server licences would cost over five times
the price on a competing cloud infrastructure ([$<]) compared to the price that Microsoft
was able to offer for using Azure instead.'°® In this example, the competing cloud provider
([3<]) told us that it could not match the price Microsoft was able to offer, despite

discounting other infrastructure costs significantly. %%

9.13  We have been provided with examples to show that the price customers pay to re-license
Microsoft software can be a significant proportion of their total contract spend.*°® In an
example submitted to us, if a potential customer had chosen to move their legacy on-
premise Windows Server and SQL Server footprint*®* to a competing cloud provider’s cloud
infrastructure ([3<]) then over 70% of their total contract costs per year would have been

for extra licensing fees arising from Microsoft’s software licensing practices. %

9.14  We also received submissions that Microsoft raises SPLA prices on a regular basis, and that
these price rises do not apply to Microsoft products hosted on Azure.*®* We have heard
that in some cases SPLA prices have increased by 10-25% per annum,'* and for some
providers their wholesale Windows Server SPLA prices have increased by over 50%.'%> One
competing cloud provider ([3<]) told us that it absorbed SPLA price increases but eventually
had to pass on a small proportion of this price increase to their customers as absorbing this
cost was unsustainable in the long-run.'®® However, another competing cloud provider

1086 13<] response dated [$<] to our follow-up questions dated [$<] in relation to [3<] response to the 5.174
notice dated [3<], question [3<], pages [3<]; [2<] response to the CFI, [3<], page [<]; [3<] response dated
[3<] to the s.174 notice dated [3<], question [3<], pages [2<]; and [3<] response dated [2<] to our follow-up
questions dated [<] in relation to [3<] response to the s.174 notice dated [3<], question [<], page [<].

1087 13<]; [3<] response dated [<] to our follow-up questions dated [¥<] in relation to [3<] response to the
s.174 notice dated [3<], [$<], page [¢<]; and [3<].

1088 1 this example, the customer was looking to move their Windows Server-based on-premises infrastructure
to the cloud. The example explains that the reason for this cost differential was Microsoft’s licensing policy,
which restricted this potential customer from using their existing Windows Server licenses on the competing
cloud provider’s cloud infrastructure (3<). See: [3<] response dated [3<] to our follow-up questions dated [3<]
in relation to [3<] response to the s.174 notice dated [<], [3<], page [3<].

1089 [3<] response dated [<] to our follow-up questions dated [3<] in relation to [3<] response to the s.174
notice dated [3<], [3<], page [¥<].

1090 [3<].

1091 13<] presentation to Ofcom, [$<], slide [$<].

1092 13<] response dated [$<] to our follow-up questions dated [$<] in relation to [3<] response to the 5.174
notice dated [3<], question [3<], page [¥<].

1093 13<] response dated [$<] to the s.174 notice dated [3<], question [3<], pages [<]; CISPE complaint to the
European Commission, 9 November 2022, page 36, paragraph 157; and CISPE paper submitted to the EC, 2
May 2023, page 48, paragraph 191.

1094 Jenny, Frédéric, October 2021, page 37, paragraph 71. Cloud Infrastructure Services: An analysis of
potentially anti-competitive practices [accessed 21 September 2023]; CISPE complaint to the European
Commission, 9 November 2022, page 36, paragraph 157; and CISPE paper submitted to the EC, 2 May 2023,
page 40, paragraph 148.

1095 13<] response dated [$<] to our follow-up questions dated [$<] in relation to [3<] response to the 5.174
notice dated [3<], question [$<], page [$<]; [3<] response dated [$<] to our follow-up questions dated [3<] in
relation to [<] response to the s.174 notice dated [3<], question [<], page [<], paragraph [3<]; and [¥<].
109 [3<] response dated [<] to our follow-up questions dated [3<] in relation to [¥<] response to the s.174
notice dated [3<], question [$<], page [<].
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([3<]) submitted that it has historically absorbed these cost increases and have not raised
prices for customers after Microsoft raised their licensing fees under the SPLA.*%’

9.15 We received a submission that as a result of Microsoft’s licensing practices, only a small
proportion of a competing cloud provider’s ([3<]) customers run Microsoft products on their
cloud infrastructure: they estimate that only <0.5% of their compute service usage runs on
Windows 10/11, and an estimated <5% of their compute service usage runs on Windows

Server 1098, 1099

9.16  Our engagement with customers also suggests that Microsoft’s licensing policies are a factor
that impacts on customer choice as discussed in Section 6, importance of existing
relationships in adjacent software markets.

9.17 In May 2022, Microsoft published a blogpost in which it responded to concerns from certain
European cloud providers and announced some changes to the way it licenses its
software.’>® It is our understanding from submissions that as part of these changes,
Microsoft allowed customers to use their existing on-premises Microsoft software licences
on third-party cloud infrastructure of certain providers.*** Customers are eligible to do so if
they purchase a ‘Software Assurance’ subscription®'%? with their existing on-premises
Microsoft software licences.*'%

9.18 We have received submissions that Microsoft has specified a group of cloud providers, called
“Listed Providers” (Alibaba, Amazon, Microsoft, and Google), who are not eligible for these
changes.% We have heard that this means customers are not able to deploy their existing
on-premises licences for certain Microsoft software on Listed Provider cloud

1097 13<] response dated [<] to our follow-up questions dated [3<] in relation to [¥<] response to the s.174
notice dated [3<], question [$<], page [$<], paragraph [<].
1098 13<] response dated [<] to our follow-up questions dated [3<] in relation to [3<] response to the s.174
notice dated [3<], question [3<], pages [<].
1099 We subsequently received additional information from two other stakeholders ([$<] and [<]) providing
estimates of the proportion of their UK public cloud customers that use different Microsoft software products
on their public cloud. However, these figures were calculated in different ways, making a like for like
comparison difficult in the time and with the data available to Ofcom. See: [3<] response dated [<] to the
s.174 notice dated [3<], question [3<]; and [3<] response dated [<] to the s.174 notice dated [$<], question
[$<].
1100 Microsoft website, 18 May 2022. Microsoft responds to European Cloud Provider feedback with new
programs and principles - EU Policy Blog [accessed 21 September 2023].
1101 As part of these changes, customers can also use new Microsoft subscription licences on eligible third-
party cloud infrastructure. See: [3<].
1102 spftware Assurance is a subscription offer that can provide additional functionality and licensing rights
associated with the software product that it is purchased with. See: Microsoft website. Microsoft Volume
Licensing - Microsoft Software Assurance [accessed 21 September 2023].
1103 CISPE complaint to the European Commission, 9 November 2022, page 40, paragraphs 180-183; [5<]
response dated [3<] to our follow-up questions dated [<] in relation to [3<] response to the s.174 notice
dated [3<], question [<], page [3<]; and CISPE paper submitted to the EC, 2 May 2023, page 56, paragraph
233.
1104 CISPE complaint to the European Commission, 9 November 2022, page 40, paragraph 183; [¥<] response
dated [3<] to our follow-up questions dated [<] in relation to [<] response to the s.174 notice dated [<],
question [3<], page [$<]; and CISPE paper submitted to the EC, 2 May 2023, page 45, paragraph 178. See:
Microsoft document. https://aka.ms/FlexibleVirtualizationBenefitGuide [accessed 21 September 2023].

228



https://blogs.microsoft.com/eupolicy/2022/05/18/microsoft-responds-to-european-cloud-provider-feedback-with-new-programs-and-principles/
https://blogs.microsoft.com/eupolicy/2022/05/18/microsoft-responds-to-european-cloud-provider-feedback-with-new-programs-and-principles/
https://www.microsoft.com/en-us/licensing/licensing-programs/software-assurance-default
https://www.microsoft.com/en-us/licensing/licensing-programs/software-assurance-default
https://aka.ms/FlexibleVirtualizationBenefitGuide

1105 and in these cases are required to pay additional fees to licence these

1106

infrastructure,
products again.

9.19 CISPE has previously submitted that these changes have failed to address industry
concerns.'?” Listed Providers remain excluded from these changes,°® and CISPE previously
explained it is not clear who exactly will qualify to avoid the additional licensing fees that can
be required of Listed Providers.'!% We have also received concerns from stakeholders that
there is no restriction on Microsoft adding other competing cloud providers to the list of
Listed Providers in the future.***°

9.20 We have received submissions that although Microsoft is a Listed Provider, Azure customers
are not always affected in the same way by Microsoft’s licensing policies.*'!! For example, it
is alleged that Azure customers at times do not have to pay additional fees that are required
of other Listed Provider customers.***?

9.21 A competing cloud provider’s submission to us alleges that Microsoft has excluded Azure
from the same restrictions as other Listed Providers, and markets this exclusion as the
“Azure Hybrid Benefit”.*'!* Microsoft offers the Azure Hybrid Benefit to customers moving
their Windows Server or SQL Server workloads to Azure.'!* A Microsoft Azure blog post
describes how the Azure Hybrid Benefit means Azure customers “don’t pay double”: “when
using cloud services from other providers, organizations are required to pay for both the

infrastructure and the licenses. With Azure Hybrid Benefit, you pay only for additional

1105 13<] response dated [$<] to our follow-up questions dated [$<] concerning the s.174 notice dated [$<],
question [3<], paragraph [3<]; [3<] response dated [<] to our follow-up questions dated [3<] in relation to
[3<] response to the s.174 notice dated [3<], question [3<], page [3<]; and CISPE paper submitted to the EC, 2
May 2023, page 38, paragraph 141.

1106 [3<] response to the CFI, [3<], page [5<]; [5<]; and CISPE response dated 25 July 2023 to our follow-up
questions by email dated 26 June 2023 concerning CISPE’s complaint to the EC dated 9 November 2022, page
2, paragraph 10.

1107 CISPE complaint to the European Commission, 9 November 2022, pages 56-58.

1108 CISPE complaint to the European Commission, 9 November 2022, page 40, paragraph 183; CISPE paper
submitted to the EC, 2 May 2023, page 45, paragraph 178; and CISPE response dated 25 July 2023 to our
follow-up questions by email dated 26 June 2023 concerning CISPE’s complaint to the EC dated 9 November
2022, page 2, paragraph 6.

1109 CISPE complaint to the European Commission, 9 November 2022, page 40, paragraph 182.

1110 CISPE complaint to the European Commission, 9 November 2022, page 58, paragraph 263; CISPE paper
submitted to the EC, 2 May 2023, page 47, paragraph 178; CISPE response dated 25 July 2023 to our follow-up
guestions by email dated 26 June 2023 concerning CISPE’s complaint to the EC dated 9 November 2022, page
2, paragraph 12; and [3<] response dated [3<] to the s5.174 notice dated [<], question [3<], page [<],
paragraph [3<]. CISPE also explained that there are still “limitations” to using Microsoft software on non-Azure
cloud infrastructure compared to using the software on Azure. See: CISPE paper submitted to the EC, 2 May
2023, page 44, paragraph 177.

1 13<]; CISPE paper submitted to the EC, 2 May 2023, page 55, footnote 119; and CISPE response dated 25
July 2023 to our follow-up questions by email dated 26 June 2023 concerning CISPE’s complaint to the EC
dated 9 November 2022, page 2, paragraph 8.

1112 13<] response to the CFl, [<], page [5<]; CISPE response dated 25 July 2023 to our follow-up questions by
email dated 26 June 2023 concerning CISPE’s complaint to the EC dated 9 November 2022, page 2, paragraphs
8-10; and [<].

113 13<] response to the CFI, [3<], page [¥<].

1114 See: Microsoft Azure Website. Azure Hybrid Benefit - Hybrid Cost Calculator | Microsoft Azure [accessed
21 September 2023].
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infrastructure. You will need to repurchase your Windows Server license on other providers’
clouds.”***

9.22  We have also heard that for Windows 10/11, which is not offered via SPLA, customers using
Listed Providers’ cloud infrastructure are required to pay additional fees, and at times these
fees may not apply to Azure customers in the same way.'''® A competing cloud provider
([5<]) submitted that these additional fees can result in a significantly higher annual per user

cost for Listed Provider customers.'''’

Alleged practices - non-cost issues for users of rival cloud
infrastructure

9.23  We have also heard that there may be other differences between non-Azure customers and
Azure customers when purchasing Microsoft products which may disincentivise the use of
non-Azure cloud infrastructure.

9.24 It has been submitted that in some cases, non-Azure customers get an “inferior” version of
some Microsoft software products compared to Azure customers because non-Azure
customers are not able to receive some services that are available to Azure customers. '8

The submissions we have received include concerns that Azure customers can access

additional features and security updates when using some Microsoft software products on

the cloud compared to non-Azure customers.

a) For example, we have heard that Microsoft reserves some newer features of SQL

1120 and Windows Desktop®*?! exclusively for Azure
customers, and there can be limitations associated with the security updates for some
Microsoft products when using them on non-Azure clouds that do not apply to Azure
customers.'??

Server,'''® Windows Server

1115 See: Microsoft Azure blog, 26 January 2022. Save big by using your on-premises licenses on Azure | Azure
Blog and Updates | Microsoft Azure [accessed 21 September 2023].

1116 The submissions explain that purchasing a Virtual Desktop Access (VDA) user subscription — used by
customers to license Windows for use with virtual machines —is an additional cost for Listed Provider
customers that in some cases does not apply when the customer is running Windows 10/11 on Azure. See:
[3<] response dated [3<] to our follow-up questions dated [$<] in relation to [$<] response to the s.174 notice
dated [3<], question [<], page [3<]; [3<] response dated [3<] to our follow-up questions dated [3<]
concerning the s.174 notice dated [3<], question [3<], paragraph [$<]; [2<]; and CISPE paper submitted to the
EC, 2 May 2023, page 37, paragraph 142.

H1713<] response dated [3<] to our follow-up questions dated [3<] concerning the s.174 notice dated [3<],
question [3<], paragraph [3<].

1118 13<] response to the CFl, [<], page [¥<].

119 Microsoft has launched the Stretch Database feature with SQL Server that automatically stretches running
databases from on-premises to Azure; this is only available to Azure customers. See: [3<] response dated [3<]
to our follow-up questions dated [3<] concerning the s.174 notice dated [3<], question [2<], paragraph [3<].
1120 There is an Azure edition of Windows Server 2022 Datacenter with additional features that are unavailable
on the versions of Windows Server available to non-Azure customers. See: [3<] response the CFI, [3<], page
[5<].

1121 CISPE have also explained that only Azure customers can run the more CPU-efficient Windows 11 multi-
session. See: CISPE complaint to the European Commission, 9 November 2022, page 60, paragraph 270.

1122 13<] response dated [<] to our follow-up questions dated [3<] in relation to [¥<] response to the s.174
notice dated [3<], [3<], page [¢<]; CISPE paper submitted to the EC, 2 May 2023, page 65, paragraph 286; and
[$<].
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b) We have also heard that customers cannot run Microsoft 365 on Listed Providers’ cloud

infrastructure.''?®

Microsoft’s response to summary regarding its software
licensing practices

9.25 Microsoft disputes the veracity of the submissions.''?* When given summary details of the
submissions in preparation for the interim report and the opportunity to comment,
Microsoft has stated that although Ofcom has not shared specifics of the submissions with
them, Microsoft has pointed to the fact that its software is by far a minority use case in the
cloud as compared to open source solutions. Moreover, Microsoft has shared its view that
competition is robust, Azure is not the market share leader, and many cloud providers are
growing at double digit rates.*'*

Relevance for competition in cloud infrastructure

9.26  The nature of the submissions that we have received is that Microsoft engages in a number
of behaviours in relation to its business software products which encourage customers to
use this software on Azure rather than on competitors’ public cloud infrastructure. The
submissions argue that this conduct leads to an adverse impact on competition in cloud
infrastructure services.

9.27 In principle, Microsoft’s behaviour in relation to its business software which leads to higher
costs and / or technical disadvantages to using that software on rival infrastructure, could
have an impact on customer choices. If this were to lead to customers favouring Azure, it
could make it more challenging for rival cloud providers to gain customers. This could risk
dampening competition if it were to further undermine customers’ ability to threaten to
switch some or all of their workloads to rivals, and compound the concerns we have
provisionally identified in Section 8.

9.28  We have not undertaken an assessment of the submissions or what the exact nature of any
impact on competition in cloud infrastructure might be. This would require, among other
things, a more detailed understanding of Microsoft’s approach to licensing, the importance
of Microsoft’s software to cloud infrastructure customers (including the presence of any
alternative options) and whether rival cloud providers can absorb and respond to any cost
and / or technical differences that might exist. Therefore, we are making no findings in
relation to the complaints themselves. It will be for the CMA to decide whether to
investigate these issues further during the market investigation.

1123 13<] response dated [$<] to our follow-up questions dated [$<] concerning the s.174 notice dated [$<],
question [3<], paragraph [3<]; [3<] response dated [<] to our follow-up questions dated [3<] in relation to
[3<] response to the s.174 notice dated [3<], question [3<], page [3<]; CISPE paper submitted to the EC, 2
May 2023, page 33, paragraph 121; and [3<].
1124 Microsoft response to the s.174 notice dated 21 October 2022, question 33g, [3<]; and Microsoft response
to our follow-up questions dated 27 January 2023 in relation to Microsoft’s response to the s.174 notice dated
21 October 2022.
1125 [3<].
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10. Overview of potential

10.1

10.2

10.3

104

10.5

interventions

In our report, we have set out our findings on competition in cloud infrastructure services.
We identified several reasons why the market for cloud infrastructure services may not be
working well for customers and ultimately UK consumers. While there are inherent technical
barriers to switching and adopting more integrated multi-cloud architectures, we identify
several features that may further raise these barriers in ways that risk limiting competition.

This section sets out a high-level overview of the potential merits, risks and challenges of
credible intervention options that may address the competition concerns that we have
identified in our report. Some may only be fully effective if implemented in conjunction with
others or, in some cases, implementing one may mitigate the need to implement another.
As with any regulatory intervention, there are a number of potential risks and costs from
interventions in cloud infrastructure services. These are likely to differ depending on the
exact design of the intervention.

We remain of the view that there are remedies available which could address the
competition issues we have identified in this market study. During the course of a market
study, we are not required to assess the most appropriate intervention, rather to identify
that there are feasible remedies available which could address our competition concerns.
Therefore, we consider some comments on remedies raised by stakeholders below but have
not sought to determine whether any individual intervention would be justified or exactly
how it might be designed.

We are not making recommendations or advocating for any specific interventions at this
time — this will be for the CMA if it finds an adverse effect on competition in relation to
public cloud infrastructure services in the UK and considers that remedies would be
appropriate.'?®

We are also aware of related regulatory developments, both in the UK with the Digital
Markets, Competition and Consumers Bill*'?” and internationally, that have the potential to
impact the competitive landscape for cloud infrastructure services. In particular, the EU Data
Act aims to introduce requirements relating to egress fees and interoperability which we
consider to be comparable to remedy options we explore in this section.'*?® When
considering potential interventions in the UK, we are cognisant of proposals elsewhere,
especially given the global nature of cloud infrastructure services.

Improving competitive outcomes by reducing barriers
to multi-cloud and switching

10.6

As set out in Section 8, it is our view that whilst there are positive signs of competition in
cloud infrastructure services at present, there are a number of barriers to effective

1126 1 Section 11 we set out our reasoning for making a market investigation reference to the CMA.
127 See Section2.
1128 2022/0047 (COD) Data Act, Legislative Observatory European Parliament [accessed 15 August 2023].
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10.7

10.8

10.9

10.10

10.11

competition. We see indicators of harm today and risks for this to become worse in future,
with barriers to multi-cloud and switching at the core of our concerns.

Reducing barriers to multi-cloud (particularly integrated multi-cloud) and switching
(especially switching between clouds) would improve customer outcomes now and reduce
the risk of competition deteriorating in the future. In the short-term, it would strengthen the
ability of existing customers to move current and future workloads to rival clouds, which in
turn would strengthen the competitive pressure placed on cloud providers. This should
result in lower prices compared to what would be the case if customers face high barriers to
switching and multi-cloud. This should also strengthen the ability for customers to build
solutions across different providers that best satisfy their needs.

Our findings suggest that reducing barriers to multi-cloud and switching could help to limit
the risk that the market trends towards greater concentration and further dampening of
competition. It could enable greater scope for smaller providers to gain scale by challenging
the market leaders for all or some of the workloads of their customers. As set out in our
report, we think there are real risks that smaller cloud providers will find it increasingly
difficult to expand as the growth of new customers slows, and an increasing number of
existing customers face material barriers to switch all or substantial parts of their demand
away from the ecosystems of the market leaders — AWS and Microsoft.

We are concerned that this could weaken the competitive constraints on the market
leaders, with barriers to multi-cloud and switching allowing them to entrench their positions
and avoid competing vigorously with each other. We also are concerned that this could give
them a greater ability and incentive to foreclose rival ISVs — lowering choice, quality and
raising eventual prices for customers.

We think that the combination of barriers is keeping demand for multi-cloud low, which is
limiting the development of market-led solutions that can facilitate interoperability between
clouds. If barriers to multi-cloud are lowered, demand is likely to respond accordingly. This
would provide incentives to encourage innovation and the growth of solutions which can
facilitate interoperability between existing clouds, as well as the take-up of cloud-neutral
and interoperable technologies.

At this stage, we have not identified the need for specific interventions solely limited to the
use of public cloud in broadcasting or telecoms. As set out in Section 3, we think that the
issues these groups face are consistent with the broader market. We would therefore expect
any interventions specifically targeted at reducing barriers to multi-cloud and switching to
benefit customers in these sectors. However, we recognise that the use of public cloud is still
evolving in these sectors, particularly telecoms. We will continue to monitor developments
using the evidence and expertise built through this study.

Overview of potential interventions

10.12

We have identified potential interventions that we think could reduce barriers to multi-cloud
and switching. These are set out below, grouped under each of the barriers we identified in
earlier sections.

Data egress fees

10.13

As set out in Section 5, customers often need to transfer their data in order to run their
business — whether that is for storage, resilience back-up, or for data processing. Some cloud
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providers charge customers for transferring that data out of their cloud infrastructure — we
refer to these charges as egress fees. We are concerned that the charging of egress fees has
an impact on customer choices, incentivising the purchase of multiple cloud services through
the same provider and limiting their ability to operate an integrated multi-cloud
architecture, as well as increasing switching costs.

10.14 We discuss below a range of possible remedy options that could reduce the impact of egress
fees on customers’ ability to multi-cloud and switch.

Equalise egress fees with other charges

10.15 One approach to mitigating the adverse effects of egress fees could be to require providers
to set them in line with other standard data charges incurred by customers. For example,
egress fees could be set at a rate which is no higher than the price of internal data transfers
within a cloud. This means that customers would face the same cost for data transfer
whether they are moving data between clouds or within the cloud of a single provider. The
aim would be to help facilitate the take-up of multi-cloud architectures and reduce frictions
to switching. This would foster competition based on quality of services and the price of
using those services, rather than the price of transferring data to them.

10.16 Stakeholders agreed with our view that determining exactly which other data transfer
charges to equalise egress fees against would be complex. Charges vary based on factors
such as the volume of data transferred, location of originating and destination data centres
and type of infrastructure used to transfer the data (e.g. private network or public
internet).!*?° There also may be differences between the cost of providing internal data
transfer and external data transfer.

10.17 Once an appropriate data transfer charge is identified, there would be a risk that cloud
providers raise this price in line with egress charges, rather than lowering egress fees
accordingly.

Place price controls on egress fees ‘at cost’

10.18 A price control that restricts egress fees to at cost charges is likely to reduce the price of
egress from current levels, making integrated multi-cloud deployments and switching a
more feasible choice. Under this approach, cloud providers would be able to recover the
costs of providing the infrastructure and management associated with data transfer from
those customers who are moving data. In principle, prices set at cost would ensure that an
efficient amount of data transfer occurs. Settling on the right price control level would
require careful consideration, and the costs of administering a price control would also need
to be factored into an assessment of this intervention.

Prevent providers from charging for data egress

10.19 The most straightforward way of designing an intervention on egress fees is to prevent cloud
providers from charging them at all. Given that not all cloud providers charge egress fees,
and an alliance of smaller cloud providers has been founded with the intention of waiving
egress fees, this would place the hyperscalers in line with other providers rather than setting
a new industry-wide practice.'**° We note that measures to gradually withdraw switching

1129 Microsoft response to interim report, page 56-7.
1130 Cloudflare website. Bandwidth Alliance [accessed 2 August 2023].
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10.20

10.21

10.22

10.23

charges (including data egress fees) will be introduced in the EU via the forthcoming Data
ACt.llal

The intention of the remedy would be to make data egress more feasible. This would
increase the ability of customers to switch and adopt more integrated multi-cloud
architectures, increasing competition between cloud providers. When considering this
remedy, these benefits would need to be traded off with the potential for unintended
negative effects.

Several stakeholders raised concerns about unintended consequences, such as resulting in
“excess (suboptimal usage)”.'**? Another risk is that service prices might rise where egress
fees are capped,'** and that this could leave customers who do not transfer much data
(which may be small customers) subsidising those which transfer lots of data (which are
more likely to be large customers).'*** We recognise the risk of potential adverse effects, but
we do not think a significant waterbed effect on other service prices is likely given that our
analysis in Section 5 indicates that:

a) hyperscalers are likely to be setting egress fees above the cost of transfer;

b) hyperscaler revenues from egress are currently a relatively small proportion of their
total cloud revenue; and;

c) some large customers already receive large discounts on data transfers.

Some stakeholders have argued that our definition of egress is overly expansive, because it
includes forms of data transfer which are not related to moving data between cloud
providers, which could lead to overly expansive, disproportionate remedies which have
unintended consequences.''* For example, setting prices below cost could lead to more
data egress to end users (for example, more streaming of data directly from the cloud to end
users) than is socially optimal. This in turn could require providers to build additional
infrastructure in response, which could further increase the overall level of fixed costs in the
industry. 36

We do not consider that our definition is overly expansive. Given our findings that egress
fees act as a barrier to adoption of integrated multi-cloud solutions and that the potential
remedies (such as banning egress fees) would address this, and are feasible, we consider
investigating this option further does not appear to be disproportionate. In this context, we
also note that [3<] have told us they cannot identify the purpose of a customer’s data
transfer (i.e. whether it is a normal part of that customer’s business or a customer
transferring data to a rival cloud provider).'**” We are only at market study stage and we
think removing egress fees (either limited in scope, or across the board) remains a feasible

1131 Eyropean Commission. Data Act: Commission proposes measures for a fair and innovative data economy
[accessed 11 September 2023].

1132 Microsoft response to the interim report, page 58.

1133 AWS response to the interim report, page 9.

1134 AWS response to the interim report response, page 9.

1135

Google response to the interim report, page 2; University of East Anglia response to the interim report,
page 3.

1136 AWS response to the interim report, pages 7-8.

1137 [}(]
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remedy option for the CMA to consider if it finds an adverse effect on competition in
relation to public cloud infrastructure services in the UK. 1138

10.24 Hyperscalers have also stated that removing egress fees would undermine providers’
incentives to invest in their networks (including innovation incentives).'*** However, we
consider that network investment is unlikely to be driven exclusively by the potential
external data transfer fees which can be earned (given the small proportion of revenue
accounted for by egress fees) and more likely to be determined by demand for the different
services which flow across that network and benefit from network investments. Greater
competitive pressure on additional workloads from lower egress fees may increase the
incentive for providers to invest in the quality of their network, as the quality of their
network is likely to be a factor in being able to attract and retain customers for the range of
cloud services they offer.

Technical interoperability and portability

10.25 As set out in Section 5, we are of the view that technical barriers hinder customers’ ability to
multi-cloud and switch. Hyperscalers said that they provide services to facilitate multi-cloud
and switching, but our analysis suggests these are not sufficient to mitigate the barriers
faced by customers. While we recognise that some technical barriers may be inherent, the
evidence we have collected during the study suggests that some technical barriers may not
be justified, and market forces do not appear to be strong enough to lower them. However,
we think there are viable remedies that would have the potential to mitigate these barriers.

10.26 In response to our CFl and interim report, we received several recommendations on
different measures related to technical interoperability and portability of cloud
infrastructure services, which we have taken into account when considering the feasibility of
potential remedies.’*° We have broadly grouped the potential interventions into four
categories:

a) Requirements for suppliers of cloud services to be more transparent about the
interoperability of their cloud services.

b) Requirements for suppliers of cloud services to make their cloud services easier to
interoperate with.

c) Requirements for suppliers of cloud services which aim to increase the degree of
standardisation.

d) Requirements for cloud providers to interconnect their data centres.
Requirements for suppliers of cloud services to be more transparent about the
interoperability of their cloud services

10.27 We have seen indications that hyperscalers may not be transparent about the degree of
interoperability of their cloud infrastructure services or that their published documentation
is not always sufficiently clear. Inadequate transparency and documentation can serve as a

1138 \We note that the EU’s Data Act intends to withdraw egress charges related to switching (following a
transition period of three years). In principle therefore, it does not appear to be a barrier to concluding that
the remedies considered would not be feasible.
1139 AWS response to the interim report, paragraph 18, page 9; and Google response to the interim report,
paragraph 9, page 2.
1140 yodafone response to the CFl, page 4; Cloudflare response to the CFl, page 1-3; and [3<].
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10.28

10.29

10.30

barrier to multi-cloud and switching, as well as integrating first-and third-party services on
the same cloud. For example, customers may build a cloud architecture which they believe
to be highly interoperable, without realising that they are relying on different cloud
technologies.

A potential intervention to address such concerns would be to require the hyperscalers to
publish documentation on the interoperability of their cloud infrastructure services. This
would include, for example, requiring hyperscalers to explain the compatibility of their cloud
infrastructure services with open-source software. We believe this would allow customers to
make more informed choices when designing their cloud architectures and facilitate the
integration of multiple clouds and switching between clouds. It would also facilitate the
integration of first- and third-party services (i.e. multi-vendor cloud architectures) and
switching within the same cloud.

While hyperscalers commented on their current levels of transparency (discussed in Section
5 and 7), we did not receive substantial stakeholder submissions on the appropriateness of a
potential transparency remedy. We have nevertheless considered the potential trade-offs
with such an intervention. On the one hand, we would expect there to be low
implementation costs as it would simply entail the publication of additional information
rather than adjusting any existing systems. On the other hand, an extensive transparency
requirement in a dynamic market might create an unnecessary burden on hyperscalers. For
example, if they have to immediately reflect in their documentation the implications of any
change in the design of their cloud infrastructure services.

In the interim report we said that another route available to us as part of the market study
could be to publish advice to customers on how to build their cloud architectures in a way
that keeps them as flexible as possible. We have decided not to do so at this point in time.

1141 and so the incremental impact of

This is because there is already information available
publishing additional advice now would likely be limited. We also consider that such advice
may not be sufficient to change customer behaviour in a way that truly fosters competition.
For example, advising customers to be more cloud-agnostic by deploying additional
abstraction layers and increasing their use of adaptors can significantly increase customers’
costs (such as re-engineering fees, egress fees, and subscription costs for additional services)

which may result in limited changes in actual behaviour.

Requirements for suppliers of cloud services to make their cloud services easier
tointeroperate with

10.31

As set out in Section 5, our analysis indicates that AWS and Microsoft limit the
interoperability of some of their cloud services with third parties. In particular, AWS and
Microsoft design some of their cloud infrastructure services such that certain functionalities
are only accessible by other first-party cloud services (i.e. asymmetry of functionalities). As
set out in Section 7, even where access is not restricted, there may be a significant delay in
these functionalities becoming available to third-parties due to the time they need to update
their cloud services after the cloud provider publishes an updated API. This limits customers’
ability to integrate multiple clouds where AWS and Microsoft cloud infrastructure services
only interoperate with their respective clouds. It also limits customers’ ability to switch
between clouds because they are not able to separate out the service they want to keep

141 For example, see IT Strategy Template for a Successful Strategic Plan | Gartner [accessed 27 September
2023], Provisioning a Multi-tenant CSP Agnostic Cloud Platform for the Federal Government (hashicorp.com)
[accessed 27 September 2023], and What is cloud agnostic? | VMware Tanzu [accessed 27 September 2023].
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10.32

10.33

(e.g. a PaaS service) from that which they might want to switch (e.g. an laaS service). To a
lesser extent, this also limits customers’ ability to integrate and/or switch between first- and
third-party cloud services hosted on the same cloud.

In addition, as set out in Section 7, we have also heard that the hyperscalers may be unfairly
favouring their own services. Some stakeholders have provided examples of cases where
AWS and Microsoft allow limited access to their proprietary APIs, thereby reducing the
discoverability and ease of use of third-party cloud services. This would potentially affect the
ability for rival ISVs to compete with the hyperscalers’ first-party cloud services. This includes
ISVs that offer cloud-agnostic services that are important for customers’ ability to multi-
cloud and switch.

A way to address these concerns would be to set requirements that allow third parties to
interoperate with individual elements of AWS and Microsoft’s services to the same extent as
AWS and Microsoft currently do when providing their own cloud services. This approach
would set outcomes rather than define any aspects of the technical design of hyperscalers’
services. We have identified two types of requirements that could be put in place.

A service access requirement

10.34

10.35

First, a service access requirement for AWS and Microsoft to make the individual elements
of their cloud infrastructure services available to use in conjunction with those of third
parties. For example, this would allow a customer to purchase an AWS PaaS$ service and use
all of its functionalities in conjunction with the laa$S service of a rival cloud provider. This
would increase customer choice and require AWS and Microsoft to facilitate interoperability
with their cloud infrastructure services, thereby lowering the costs of integrating multiple
public clouds and switching between clouds. It would also facilitate the integration of first-
and third-party services (i.e. multi-vendor cloud architectures) and switching within the
same cloud.

However, the requirement to make services available might only guarantee a basic level of
technical interoperability. Customers may still find integration is more difficult, quality of
experience is reduced, or functionalities are becoming available more slowly when using
first-party and third-party services in combination, by comparison to using an integrated
service provided solely by AWS or Microsoft.

A complementary equivalence requirement

10.36

This means a second requirement around equivalence may be needed to ensure AWS and
Microsoft’s cloud infrastructure services (for example a type of PaaS service) can
interoperate with third-parties (for example laa$S service from another cloud provider) in the
same way as first-party cloud services. In practice, this could be achieved by a requirement
for AWS and Microsoft to provide equivalent access to their cloud infrastructure services (for
example, by designing the APIs associated with them to support third-party inputs). This
would also limit the ability of AWS and Microsoft to circumvent the access requirement by
making functionalities available to third-parties, but with only a limited degree of
interoperability or with a delay. This could reduce technical barriers to multi-cloud,
potentially increasing the demand for multi-cloud and switching, which could incentivise
market-led solutions that can facilitate interoperability between clouds. It could also
facilitate the integration of first- and third-party services (i.e. multi-vendor cloud
architectures) and switching within the same cloud.
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10.37

10.38

10.39

10.40

In its response to the interim report, a cloud provider [3<] said that mandating exposure of
internal functions could (i) have serious detrimental effects on the integrity, security and
quality of services provided, (ii) increase the costs to the customer, and (iii) significantly
decrease the pace of innovation. On the first point, the cloud provider said that, since
changes to customer interfaces must happen more slowly to avoid disruption of customer
workloads, treating every internal interface as “public” would seriously impede the rate at
which it can improve its services’ functionality and security. Further, the cloud provider also
said that an intervention would also create an operational burden — from the volume of
traffic alone — that would dramatically increase the difficulty of effectively monitoring and
updating all public APIs, increasing the potential for bad actors to find vulnerabilities and
carry out attacks. On the third point, the cloud provider said that exposing all of a service’s
internal interfaces could allow competitors to reverse-engineer various functions and
features, and discover their underlying structure, data flow or logic. It said this proposal
would likely erode incentives to invest in research and development as any successful
innovation would be exposed to competitors. It also said that, aside from reducing the range
of services and features available to customers, mandating fully open internal functionality
would also adversely impact smaller or newer cloud providers whose key selling point to
customers might be the offering of unique functionalities. Finally, this stakeholder said that
cloud providers need the ability to make the practical decisions on what internal
functionality to make public based on the customer demand, technical and security
implications, and the resources available.*%?

In relation to integrity, security and quality of services provided, we acknowledge that
designing these interventions would be complex. However, we believe that these challenges
could be overcome through carefully defining the exact scope of the interventions, including
whether they would apply to specific functionalities, services or suppliers.

In relation to costs and innovation, we acknowledge that these interventions could lead to
implementation costs and potentially dampen incentives to innovate. However, cloud
providers would still be able to monetise individual services and functionalities, which
should preserve their incentives to innovate at service-level.''** Moreover, the potential for
smaller providers to ‘wait in the wings’ with innovative solutions that can work in
conjunction with the services of existing cloud providers is important to ensure lasting
constraints on market leaders.

The nature and impact of these interventions would require careful consideration. However,
we do not believe that the challenges associated with them are insurmountable. In
particular, we note that other suppliers of cloud services are already developing their cloud
services to be more interoperable (e.g. Google, IBM, Oracle and a number of ISVs).

Standardisation of cloud technologies

10.41

In Section 5 we described how the technical differentiation of cloud technologies associated
with the interoperability and portability of cloud infrastructure services and ancillary cloud
services could be a barrier to multi-cloud and switching. These technologies include APIs,
protocols, workflows, programming languages, data formats or other technologies the
customer cloud architecture relies on. While there are services available in the market to

1142 [}(]

1143 For example, Microsoft said that it generates revenue every time its APIs are called, even from a different
cloud architecture (Microsoft response to the interim report dated 31 May 2023, paragraph 209).
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10.42

10.43

10.44

assist customers to mitigate the lack of standards through various means, there appears to
be limitations to their effectiveness.

Setting technology standards has led to increased interoperability and portability in various
sectors, for example in telecoms. While there have been some industry-led standardisation
efforts in cloud, our assessment to date is that there has not been a single concerted
approach to standardisation and many attempts have been unsuccessful in gaining industry-
wide traction.

One intervention would be to use voluntary standards to improve interoperability and
portability in cloud technologies. A starting point would be to generate support for existing
industry standards and open-source software, which may help improve their availability and
quality. However, using a voluntary approach means the incentives of hyperscalers, and
particularly AWS and Microsoft, are unlikely to align with the use of established standards
unless there is significant industry pressure to do so.

Another approach would be to mandate the use of specific standards, which would
guarantee broader adoption. We have assessed how standards could apply in two areas:
cloud infrastructure services and ancillary cloud services.

Mandatory standardisation of cloud infrastructure services

10.45

10.46

10.47

In relation to cloud infrastructure services, mandating standards may address some of their
technical differentiation, including any asymmetry of functionalities. But it may also come
with significant complexity and risks of unintended consequences. The complexity includes
deciding which services should be captured by any standards, defining their technical
aspects such that any standard is sufficiently flexible and technology neutral, and deciding
how they would apply across the different underlying clouds. The unintended consequences
include significant implementation costs if standards require re-engineering of cloud services
and customer applications, and a risk to innovation if standards become outdated.

Stakeholders that commented on mandating standardisation as a potential intervention
raised concerns that it may lead to a significant risk to innovation. In particular, stakeholders
said that mandatory standardisation of cloud infrastructure services may result in suppliers
limiting their innovation to the lowest common denominator.'** One cloud provider [3<]
added that standardisation will make it harder for smaller cloud providers to differentiate
themselves and thereby compete. It also said that regulatorily-enforced standardisation is

incompatible with dynamic and innovative industries, such as the IT sector.'*

We broadly agree with these stakeholders’ submissions. In relation to the potential impact
on innovation, we are concerned that mandatory standards may impact the ability of
suppliers to offer new solutions, services and functionalities that address customers’ existing
and future use cases.

Mandatory standardisation of ancillary cloud services

10.48

In relation to ancillary cloud services, mandating standards may reduce the difficulty that
customers currently experience in managing multiple clouds. In this way, such a potential

H4Eor example, [<]; [3<] confidential response to the interim report, pages [<]; [5<] confidential response
to the interim report, question [$<]; CCIA response to the interim report, question 8.5; TechUK response to
the interim report, page 3; University of East Anglia response to the interim report, page 6; and Microsoft
response to the interim report, paragraphs 28(ii) and 222-223;

1145 [}(]
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10.49

10.50

10.51

intervention would facilitate integration of multiple clouds and switching between clouds. It
would also reduce ISVs’ costs to making their services available on multiple clouds. Unlike

cloud infrastructure services, mandating standards on ancillary cloud services may not be as
complex, and implementation costs and the risk of unintended consequences may be lower.

In relation to implementation costs, ancillary cloud services typically represent a small
proportion of the product portfolio of a cloud provider. Therefore, we expect any re-
engineering to be a relatively low cost for them. However, there is still a need for careful
consideration of the impact of such an intervention, particularly on smaller cloud providers.

Stakeholders that commented on this potential intervention acknowledged that standards
may limit innovation in ancillary cloud services but noted that in this area innovation may be
more limited or less important compared to the potential benefits for customers and

ISVs. 1146

We agree with these stakeholders’ submissions on innovation. In particular, we consider
that ancillary cloud services generally aim to provide deeper integration with customers’
cloud architectures, and harmonisation of these services will not inhibit the ability of cloud
providers to continue developing innovative products and functionalities that address
customers’ existing and future use cases in the cloud.

Connecting data centres

10.52

10.53

10.54

10.55

As discussed in Section 5, one technological barrier to multi-cloud and switching is data
gravity. In particular, we said that latency is one key factor that can contribute to creating a
data gravity effect such that the cloud where the bulk of a customer’s data is hosted is likely
to attract more of this customer’s data, as well as associated customer applications and
cloud services.

We understand that physically interconnecting data centres of different cloud providers is
likely to be a technically feasible solution to help mitigate such cross-cloud latency,
particularly when the data centres are located within the same availability zone.*'*” With a
direct interconnection between clouds, data traffic remains on a private network which can
increase the speed of data movements, enhance control of network traffic and reduce the
chance of unexpected increases in latency. This would help customers, especially those that
run latency sensitive workloads, to more easily integrate multiple clouds and switch
between clouds.

We expect such intervention to require a complex design, including which cloud providers it
applies to, defining an availability zone and setting out requirements on the type of
connectivity. The intervention may also lead to a number of unintended consequences,
including high implementation costs, especially for smaller cloud providers, and potentially
impact the competitive dynamics in the UK business connectivity market.

We nevertheless consider that such intervention may on balance have positive effects on
competition and customer welfare if designed appropriately.

1146 For example, Ofcom / [3<] meeting, [$<], subsequently confirmed by [<] by email on [$<]; Ofcom / [$<]
meeting, [¥<]; and Ofcom / [3<] meeting, [3<], subsequently confirmed by [<] by email on [3<]. Also, see
Eclipse Foundation, Unlock cloud interoperability to foster the EU digital market, April 2023, available at
Unlock the Cloud Interoperability to Foster the EU Digital Market (eclipse.org) [accessed 11 September 2023].

1147 physically interconnecting data centres may also help overcome other challenges such as data security.
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Committed spend discounts

10.56

10.57

10.58

10.59

10.60

As explained in Section 5, committed spend discounts involve a customer agreeing to spend
a minimum amount on a cloud provider’s products over a period of time, receiving a
percentage discount in return. Such discounts are widely used in the cloud market, including
by all three hyperscalers, primarily being privately negotiated with the largest cloud
customers — a high proportion of whom have substantial spending commitments to
hyperscalers.

We have seen indications that the structure of these privately negotiated cross-service
committed spend discounts, when used by hyperscalers, may create an additional incentive
for large customers to concentrate all or most of their cloud spending with a single
hyperscaler, even for workloads where there are few technical barriers to using multiple
providers.

In our interim report, we emphasised the need for any remedies focusing on the structure of
hyperscalers’ committed spend discounts to be designed carefully.'**® Price discounts are
important to the customers who have negotiated them, in some cases saving them large
amounts of money compared to purchasing services at list prices. Furthermore, the
hyperscalers have submitted that commitments from customers give them greater certainty
of future demand and so protect investment and innovation.

In response to our interim report, some stakeholders submitted that any remedy which may
affect the discounts received by customers must be designed with great care in order not to
dampen the positive aspects of discounts.''*° A customer submitted that they would be very
concerned about interventions which lessened their ability to secure discounts based on
their bargaining power, and the regulatory focus should be on ensuring providers cannot
impose price increases or impose obstacles on renegotiating customers.'**° Another
customer submitted that they understand the concerns around committed spend discounts,
but think other interventions will have a greater impact on competition, specifically those
focused on interoperability and egress fees.**! A customer which responded to our interim
report suggested remedies that improved transparency of the negotiation process (including
the factors which hyperscalers consider in making offers to customers) could have a positive
impact on competition. *1°2

The protection of customers who may be unable to use their bargaining power to protect
themselves from an expectation of commitment growth (i.e. the pressure to increase their
commitment over time) is another possible target for intervention. Some stakeholders
suggested that renegotiating customers should have the right to maintain their existing
commitment and level of discount.**>® Such an intervention may have the effects of both
preventing pressure to grow commitments, and may increase the bargaining power of
customers as they would not face the risk of losing their discount entirely if they fail to
accept a hyperscaler’s offer before the expiration of their existing agreement.

1148 Cloud services market study (interim report) paragraphs 8.43-8.46.
1149 For example, UKCTA response to the MIR consultation, paragraph 7.

1150
1151
1152

[3<] confidential response to the interim report, question [3<].
BT Group response to the interim report, page 3.
[3<] confidential response to the interim report, page [3<].

1153 For example, [3<] confidential response to the interim report question [3<].
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10.61 Hyperscalers, in their responses to our interim report, submitted that any interventions
focused on committed spend discounts would ultimately be harmful.'*** They pointed to
their submitted rationales for the use of committed spend discounts, that they allow cloud
providers to better forecast future customer demand and so lead to higher levels of
investment!®> and stated that interventions focused on them would ultimately raise
prices.’**® Hyperscalers also said that smaller cloud providers require the use of a wide range
of discount structures and other tools to compete effectively in the cloud market.**’

10.62 We noted that interventions focused on committed spend discounts could result in
unintended consequences in our interim report.''*>® Any intervention would need to be
targeted at addressing the structure of the discounts that risk distorting competition. It
would be important to preserve the ability of cloud providers to gain the commitments of
customers to the extent that these are necessary to protect investment and innovation, and
also the ability of customers to exercise their bargaining power to gain lower prices and
other concessions from cloud providers.

Challenges predicting cloud spend

10.63 Some customers told us about the challenges they faced when trying to predict their cloud
spend, including difficulties associated with understanding pricing and billing processes,
challenges in predicting future workloads, and some issues when using cloud monitoring
tools. In Section 5 we highlighted the breadth of these challenges.

10.64 We are aware of industry-led approaches to addressing these concerns that could have a
beneficial effect on competition. For example, [3<] acknowledged that they need to simplify
their pricing structures for customers and provide sellers with appropriate material and tools
to explain pricing structures.'**® Similarly, the development of cost control tools by each
hyperscaler demonstrates a positive step to help customers tackle the complexity of cloud
pricing and billing, although our evidence suggests that these tools are not without fault
themselves.

10.65 We acknowledged in our interim report that these are issues which concern customers and
in principle it might be possible through regulatory intervention to increase transparency
and simplicity of pricing and billing, for example by imposing a standard approach. We think
there are fewer unintended consequences when imposing standards in these areas, as it
would maintain flexibility for providers to innovate the underlying product offering.
However, we recognise that there are likely to be practical challenges with interventions,
given the complexity and diversity of cloud services, and that there is a chance that it could
impede innovation by providers in how they price their services.

10.66 Inresponse to our interim report stakeholders suggested a number of possible interventions
to issues around predicting cloud spend. Some suggestions were more drastic including an
“open, transparent marketplace, akin to the energy market” which would offer businesses

1154 Microsoft response to the interim report, paragraph 28(i). [3<]. [3<] confidential response to the interim
report, paragraph [3<].
1155 These rationales are assessed in Section 5.
1156 [3<]. Microsoft response to the interim report, paragraph 174.
57 13<]. [3<] confidential response to the interim report, paragraph [$<].
1158 Ofcom, 2023. Interim report, paragraph 8.46.
1159 [3<] response dated [3<] to the s.174 notice dated [$<], [¥<].
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full price transparency on digital resources.'**® Others offered simpler suggestions based on
simplifying and standardising pricing structures or improving cloud cost monitoring tools.*¢!
The consensus among respondents was that making it easier to understand pricing and
cloud estimation tools would benefit users and should be the goal.

Skills

10.67 As set out in Section 5, cloud staff needing to possess specific skills to work on different
cloud environments can increase switching costs, as a company wanting to switch or add a
new cloud provider may need to retrain or hire staff. We are concerned that while many
organisations are putting considerable effort into supporting customers to develop their
skills, these costs may be a barrier many customers face.

10.68 The evidence from customers, intermediaries and cloud providers indicates that the time
and cost required to address a lack of appropriate in-house skills may act as a strong barrier
to multi-cloud and switching. One respondent to our interim report noted the importance of
skills in the decision to select a hyperscaler and whether or not to multi-cloud, since training
talent continuously and/or for multi-cloud requires high investment and creates cultural
challenges.''®? Another respondent emphasised the finding in our market research that skills
issues were a barrier to switching.''®®* Respondents to our market research who had
considered switching but had not gone through with it cited the need to retrain staff as one
of the most important challenges.

10.69 While Microsoft did not appear to recognise a skills gap (citing that companies generally
understand what they are purchasing, and the potential risks involved), others noted the
range of measures they are taking to help address the problem. AWS cited a range of
training and courses offered by a range of cloud providers and noted their own range of
offerings to customers. %

10.70 We expect that reducing technical barriers between clouds will indirectly reduce the skills
gap. For example, increased interoperability is likely to make it easier to be trained in
multiple clouds. Furthermore, there are wider Government initiatives in relation to digital
skills that could more directly contribute to addressing the concern in cloud.!%

Conclusions

10.71 We are not making a recommendation on any specific remedial interventions at this stage.
However, our view is that there are credible interventions available that could address the
different barriers to effective competition that we have identified through this market study.

1160 Federation of Communication Services response to the interim report, page 5 and Sustainable Digital
Infrastructure Alliance response to the interim report, page 4.

1161 Federation of Communication Services, response to the interim report, page 5, and [$<] confidential
response to the interim report, page [3<].

1162 privank Chandra, response to interim report, paragraph 4.1.

1163 Yniversity of East Anglia response to interim report, page 5.

1164 [X]

1165 2022 Digital Strategy [accessed 11 September 2023]; The UK Science and Technology Framework [accessed
11 September 2023]; Independent Review of The Future of Compute: Final report and recommendations
[accessed 11 September 2023].
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10.72 We recognise, based on our analysis, that some of the interventions described above have
the potential to incur costs or lead to unintended consequences. For example, where they
require substantive changes to services or could impact providers’ incentives to innovate.
There are also likely to be links between different interventions, either where they work
better acting in combination or where implementation of one intervention removes the
need for another. We note stakeholder concerns on these issues and note that these points
will be considered in the round during the CMA market investigation.
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11. Making a market investigation

111

11.2

11.3

reference

In this market study, we have been looking at whether any feature of the market could
dampen competition between providers of public cloud infrastructure services and
therefore have an adverse effect on customers through higher prices, lower quality products
or less innovation.

We have set out our findings in this report. Our assessment is that, while there are some
positive signs of competition at present, there are also clear indications that the market is
not working well in certain respects. Our view is that there are features of the market that
act as barriers to multi-cloud and switching and we have reasonable grounds to suspect that
these features prevent, restrict, or distort competition in the UK, and that they merit further
detailed assessment by way of a market investigation reference (MIR).

Having carefully considered the evidence set out in this report together with the
submissions received from stakeholders throughout our market study, we have decided to
refer the UK public cloud infrastructure services market to the Competition and Markets
Authority (CMA). This section sets out our decision which is informed by the entirety of our
final report.

Our competition concerns

11.4

11.5

11.6

Public cloud infrastructure services underpin the way we live our lives, run our businesses,
and access our public services. Without the cloud, many digital businesses providing services
to end consumers would not be able to function in the way they do today. Cloud computing
supports not only Ofcom’s core sectors, but most other sectors of the economy, for example
manufacturing, retail, hospitality and financial services, as well as public and voluntary
sector bodies.

‘Public cloud’ is the most common cloud deployment model, where cloud services are open
to all customers willing to pay, and computing resources are shared between them.
However, the public cloud infrastructure services market is relatively concentrated in the
UK, with Amazon Web Services (AWS) and Microsoft accounting for the majority of UK
revenues in 2022, and Google the main challenger. Taking on board the evidence available,
including information from cloud providers and submissions from stakeholders, our report
explores and identifies a range of competition concerns.

Following our assessment, as set out in detail in this final report and its annexes, we have
reasonable grounds to suspect that the following features of the market for public cloud
infrastructure services prevent, restrict, or distort competition in the UK:

a) Egress fees for moving data out of a provider’s cloud;

b) Technical barriers, including, but not limited to, restrictions on interoperability and
portability; and

c) Committed spend discounts.
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Scope of the proposed market investigation reference

11.7

11.8

As set out in the terms of reference in Annex 6, the MIR covers the supply of public cloud
infrastructure services in the UK. For the purposes of this reference:

a) ‘Cloud infrastructure services’ means services that provide access to processing, storage,
networking, and other raw computing resources (often referred to as infrastructure as a
service, laaS) as well as services that can be used to develop, test, run and manage
applications in the cloud (often referred to as platform as a service, PaaS).

b) ‘Public Cloud’ means a cloud deployment model where cloud services are open to all
customers willing to pay, and computing resources are shared between them.

The basis of this scope is explained further below within our explanation of our decision to
make a MIR.

Our decision to make a market investigation reference

11.9

Ofcom has concurrent functions pursuant to section 370 of the Communications Act 2003,
with the CMA, under Part 4 Enterprise Act 2002 (EA02) (Market Studies and Market
Investigations), with some exceptions. Pursuant to those functions, Ofcom may decide to
make a MIR to the Chair of the CMA for the constitution of a CMA Group when we have
reasonable grounds for suspecting that a feature or combination of features of a market or
markets in the UK prevents, restricts, or distorts competition, and a MIR appears to be an

appropriate response.'°®

The legal framework

11.10

11.11

As set out above, the reference test is one of ‘reasonable grounds to suspect’. Where the
reference test is met, Ofcom can exercise its discretion to make an MIR. The Competition
Appeal Tribunal has recently confirmed that Ofcom’s discretion to make a reference is wide
and, provided Ofcom has addressed matters sufficiently, that the “reasonable grounds for
suspecting” threshold is low.***’

The CMA’s guidance on making MIRs sets out four criteria which we have used to help to
guide the exercise of our discretion:

a) The scale of the suspected problem, in terms of its adverse effect on competition, is
such that a reference would be an appropriate response.

b) There is a reasonable chance that appropriate remedies would be available.

¢) It would not be more appropriate to address the concerns through undertakings in lieu
of a reference (UlILs).

1166 Section 131(2) of the EAQ2 sets out what is to be construed as a ‘feature’ for the purposes of Part 4 of

EAO2.

1167 See the explanation of the Competition Appeal Tribunal in Association of Convenience Stores v OFT [2005]
CAT 36, paragraph 7. See also more recently, Airwave Solutions Limited & Others v CMA [2022] CAT 4 at [9]-
[10], [12] and [27] and Apple Inc & Others v CMA [2023] CAT 21 at [39] were the Tribunal referred to the
trigger of that threshold as “low” and one that needs to “viewed in the round”.
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11.12

d) It would not be more appropriate to address the competition problems through
alternative powers available to the CMA or through the powers of sectoral

regulators.'16®

In considering these factors, Ofcom recognises that an MIR leads to significant costs, both to
the CMA (and the public purse) and to the parties involved.

The reference test

11.13

In making an MIR, Ofcom must specify the description of goods or services to which the
feature or combination of features concerned relates. However, as explained in the
statutory guidance and stated in the CMA’s published guidance on the making of MIRs,
Ofcom is not obliged to provide a precise definition of the market or markets to which any
MIR relates. This is informed by s.131(2) EA02 which explains that features of a market for
goods or services are to be construed as: (a) its structure (or any aspect of its structure); (b)
the conduct of persons supplying or acquiring goods or services who operate within it; and
(c) the conduct of such persons’ customers.

The market

11.14

11.15

Our market study assessment has focussed on ‘public cloud.” We have also concentrated on
‘cloud infrastructure services’ which means services that provide access to processing,
storage, networking, and other raw computing resources (often referred to as infrastructure
as a service, laaS), as well as services that can be used to develop, test, run and manage
applications in the cloud (platform as a service, or PaaS). These are the foundational
elements of the cloud stack on which other cloud services (like software as a service, SaaS)
are built, and where we currently see the greatest concentration of supply and factors that
pose a risk to effective competition.

The main suppliers of cloud services in the UK are AWS, Microsoft and Google, which
provide a full range of cloud services at scale. There are a number of smaller suppliers of
cloud services, some offering a broad range of cloud services, while others are more
specialised.

The features of the market

11.16 Based on the evidence and the analysis set out in our report we have reasonable grounds for

suspecting that the following features, alone or in combination with each other, prevent,
restrict, or distort competition in the supply of public cloud infrastructure services in the UK:

a) Egress fees for moving data out of a provider’s cloud. The hyperscalers set these
significantly higher than most other cloud providers and the cost of egress fees can
discourage customers from using services from more than one cloud provider or
switching.

b) Technical barriers, such as, but not limited to, restrictions on interoperability and
portability. We have found that customers face technical barriers to interoperability and
portability which limits their ability to adopt some multi-cloud and multi-vendor
architectures and to switch. While some of the technical differentiation which underpins
the barriers may be the result of innovation to the benefit of customers, we are
concerned that in some cases such justification may be less clear.

1168 Guidance about the making of references under Part 4 of the Enterprise Act, OFT 511, paragraph 2.1.
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¢) Committed spend discounts. The structure of discounts can incentivise customers to use
a single hyperscaler for all or most of their cloud infrastructure needs. This can make it
less attractive to use rival providers as new needs emerge or to move existing workloads
to alternative providers.

11.17 Although we have identified these particular features, our MIR does not confine the CMA’s
market investigation to these features, and it will be for the CMA to decide whether to
investigate other issues during the market investigation.

Our view on the reference test

11.18 For the reasons set out above in this section and in our report, we have reasonable grounds
to suspect that one or more features (alone or in combination) in relation to the supply of
public cloud infrastructure services prevent, restrict, or distort competition in the UK and
that the reference test is met.

11.19 Having reached this view, we now go on to consider the factors relevant to the exercise of
Ofcom'’s discretion to make an MIR.

VViews on the appropriateness of a reference

11.20 Many responses to our interim report and MIR consultation either supported the reference
(explicitly or implicitly) or expressed concern about a specific issue.'**® In some cases this
was a general agreement, support for the reference, or support for intervention in relation
to the features we had identified.

11.21 Google was against a reference but considered that if unilateral behaviour was limiting
competition a standalone Competition Act 1998 investigation would be more appropriate.
1170 Microsoft and AWS felt a reference was not warranted. Microsoft argued that the
market was fundamentally competitive as evidenced by innovation and investment levels,
price trends and further expected growth in a dynamic market.*’* AWS argued that
competition for the global provision of IT services, including cloud services, was functioning
effectively. In AWS’s view there is intense competition, innovation, a variety of providers
and good market outcomes. It took the view that there were no grounds on which a MIR
could be made.''”?

11.22 They were supported by a minority of other respondents who had concerns about whether
appropriate interventions were likely to be identified following an investigation, including
[3<], [3<] and academics from the University of East Anglia.*'”3

1169 BT Group response to the interim report and MIR consultation, page 1; Name Withheld 1 response to the
MIR consultation, paragraph 3.3; Oracle response to the MIR consultation, page 3; Name Withheld 2 response
to the MIR consultation, paragraph 3.3; Virgin Media 02, response to interim report and MIR consultation,
page 1; Federation of Communication Services response to the interim report, page 7; Gener8 response to the
interim report, paragraph 5.1 and 8.1; Sustainable Digital Infrastructure Alliance e.V response to the interim
report, paragraph 8.1, 8.2 and 8.3; Vodafone response to interim report, page 3; Cloudflare response to the
interim report, page 1-3; [3<] response to the interim report, page[3<]; [3<] response to the interim report,
paragraph [3<]; [3<] response to the interim report, paragraph [3<]; and [3<] response to the interim report,
paragraph [3<].

1170 Google response to the interim report and MIR consultation, page 4.

171 Microsoft response to the interim report and MIR consultation, page 4 and 10.

1172 AWS response to the interim report, page 14; and [<].

173 University of East Anglia response to the interim report, page 2; [3<] response to the interim report, page

[3<].
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11.23 However, we have demonstrated in our report that, while there are some good market
outcomes, there are features of the market that give us reasonable grounds for suspecting
that competition is not working effectively in the UK cloud infrastructure services market.

11.24 While our view is that the legal threshold has been met for a market investigation into the
public cloud infrastructure services market, we recognise that an MIR can impose a burden
on both the businesses concerned and the CMA. Indeed, Google took the view that an MIR
would be inappropriate and place a disproportionate burden on smaller cloud services
providers.''* It is, therefore, important that we assess the potential significance of the
adverse effects on competition that we have reasonable grounds to suspect exist, and that
we satisfy ourselves that an MIR is the most effective regulatory response to those effects by
considering the scale of the problem and the availability and appropriateness of remedies.

First criterion: scale of the suspected problem

11.25 In determining the scale of the suspected problem, the CMA guidance identifies three
factors of particular significance:

a) The size of the market;
b) The proportion of the market affected by the features; and
c) The persistence of those features.

Size of the market

11.26 Cloud services are increasingly important to many businesses and organisations across the
economy. We estimate that between 2019 and 2022, UK revenues for laaS and PaaS
combined grew by 35% to 40% per year, and we expect it to continue to grow in line with
the global market for cloud services.’’® In 2022 we estimate UK revenues to be £7.0 billion
to £7.5 billion.

11.27 Most UK businesses are at some stage of modernising their IT through the adoption of cloud
services. Our customer research’'’® showed that 43% of current users of laaS/Paa$ services
expected to be migrating more workloads to the cloud over the next 18 months. When
asked about their expectation of change in cloud spend in the next 18 months, 79% of
respondents said they expected it to increase slightly or greatly. IDC estimates that around
30% of UK businesses’ IT spending went to cloud services in 2022, and it projects this share
to rise to 51% by 2027.1177

11.28 The health of the cloud market affects the health of an increasing number of sectors. Cloud
computing supports not only the communications sector, but other sectors, for example
manufacturing, retail, hospitality and financial services, plus public and voluntary sector
bodies. Cloud infrastructure acts as a fundamental building block for a diverse range of
software applications that ultimately benefit consumers and businesses across the economy.

Proportion of the market affected

1174 Google response to the interim report and MIR consultation, page 4.

1175 Ofcom analysis of data provided in response to our information requests and data from Synergy and IDC.
Annual growth based on the compound annual growth rate between 2019 and 2022.
1176 The market research we conducted is described in Section 2.
771DC, 2023. Worldwide Black Book: Live Edition, July (V2 2023) Forecast (published July 2023). Total IT
spending includes the following IDC technology categories from the Black Book publication: Infrastructure,
Application Development & Deployment, Applications, System Infrastructure Software, Managed Services,
Support Services, Project Oriented Services and Devices.
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11.29

11.30

11.31

11.32

Our analysis suggests that the barriers to multi-cloud and switching we have identified will
likely affect a large portion of the market. Around half of respondents in our customer
survey only use a single cloud provider, and customers who multi-cloud rarely run highly
integrated solutions across different clouds. In the case of switching, our market research
found that ‘difficulty and expense of switching providers’ was the top concern about the
cloud infrastructure market — being cited by more than half of respondents (59%). Concerns
about egress fees and interoperability also ranked highly (55% and 52% respectively). Our
evidence indicates that more mature and larger organisations, which are likely to make up
most of the revenues of cloud providers, may be particularly affected by technical barriers.
This may be because these customers are more likely to have large numbers of applications
and/or use various proprietary services offered by their cloud providers, which add to the
complexity of switching cloud provider. Evidence gathered from the hyperscalers is
consistent with this.

Furthermore, in the UK, the hyperscalers collectively account for around 70% to 80% of total
UK revenues generated from laaS and PaaS.*'’® Of that figure, we estimate AWS and
Microsoft Azure accounted for around 70% to 80% in 2022, with Google at around 5% to
10%; with both ratios growing since 2019.

These market shares indicate that by far the majority of customers of public cloud
infrastructure services will use hyperscaler services to a greater or lesser extent. Therefore,
features of the market that are present in the hyperscalers’ service offerings have the
potential to affect the vast majority of cloud users.

Apart from direct customers of public cloud infrastructure services, another heavy user
group are independent software vendors (ISVs). ISVs are suppliers of cloud services that do
not usually own the underlying infrastructure. In such cases, ISVs may rely on cloud
providers as suppliers and as distributors (for example via a hyperscaler’s marketplace). This
means that the features we have identified also affect ISVs and their customers.

Persistence of those features

11.33

11.34

11.35

Our view, based on the evidence gathered in our market study, is that the features of the
market we have identified may have a sustained long-term impact in the market. Where
competitive constraints from new entrants have changed other behaviours (for example,
lowering ingress fees to zero),'*’”® incentives to address our areas of concern remain low.

The market is relatively concentrated and the market share of the leading providers AWS
and Microsoft is consistently high. AWS has earned persistently high profits above our
estimate of the weighted average cost of capital (WACC) and Microsoft Azure return on
capital employed has increased since 2018 and is now above our estimate of WACC.'® We
consider this evidence indicates it is likely that these features will persist in the future.

There are EU initiatives that could mitigate some of the concerns we have identified,
specifically the EU Data Act and the Digital Markets Act. These changes do not apply directly
to the UK market. However, we have not been able to observe their efficacy or influence in

1178 See Annex 1.

1179 Cloud providers have an incentive to make it easy and cheap to move data into their cloud, because
revenues from the storage, compute and other services provided relies on this data being in the cloud. Indeed,
AWS charged for ingress until Microsoft entered the cloud market.

1180 For more detail, see Annex 2.
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practice on market behaviours, and ultimately there is no evidence that they would change
the dynamics of the UK market.

Conclusion on the first criterion: scale of the suspected problem

11.36 We consider that the scale of the suspected problems in relation to public cloud
infrastructure services has a high likelihood of adverse effects on competition which affect a
large proportion of a significant market.

Second criterion: availability of appropriate remedies through an MIR

11.37 At this stage, we consider there may, in principle, be a number of appropriate remedies to
the competition concerns and resulting detrimental effects of the above features. In this
market study, our role is to assess the availability of potential remedies but not to assess
their appropriateness in any detail. This would be the role of the CMA in its investigation if it
finds an adverse effect on competition in relation to public cloud infrastructure services in
the UK.*® We received a range of responses on potential interventions, which we deal with
in detail in this report.'*¥? In summary, many stakeholders were generally supportive of one
or more intervention options we cited.''® The hyperscalers and some other stakeholders
were less supportive and were concerned about the unintended consequences of regulatory
intervention or preferred an industry first approach.''®*

11.38 A non-exhaustive list of potential remedies that a market investigation could consider
includes:

Egress fees

a) Equalise egress fees with other charges (e.g. no higher than data transfer costs within a
single provider’s cloud).

b) Place a price control that restricts egress fees to ‘at cost’ charges.

c) Prevent providers from charging for data egress.

Interoperability and portability

d) Requirements for suppliers of cloud services to be more transparent about the
interoperability of their cloud services.

e) Requirements for suppliers of cloud services to make their cloud services easier to
interoperate with.

1181 Without fettering the discretion of the CMA to identify alternative approaches or remedies we provide
further detail of our assessment of each of the potential remedies set out here in Section 10 of our final
report.
1182 See jn particular, Section 10.
1183 BT Group response to the interim report and MIR consultation, page 1; Name Withheld 1 response to the
MIR consultation, paragraph 3.1; Oracle response to the MIR consultation, page 3; Name Withheld 2 response
to the MIR consultation, paragraph 3.1; Federation of Communication Services response to the interim report,
paragraph 5.1 and 8.1; Genera8 response to the interim report, paragraph 5.1 and 8.1; Sustainable Digital
Infrastructure Alliance e.V response to the interim report, paragraph 8.1, 8.2 and 8.3; Vodafone response to
interim report, page 3; Cloudflare response to the interim report, page 1-3; [3<] response to the interim
report, paragraph [3<]; [3<] response to the interim report, paragraph [3<]; and [3<] response to the interim
report, paragraph [3<].
1184 UKCTA response to the MIR consultation, pages 1-2; and [<] response to the interim report, page [<].
AWS response to the interim report, pages 6-14. Google response to the interim report and the MIR
consultation, pages 2-4; Microsoft response to the interim report and the MIR consultation, pages 9-10; and
University of East Anglia response to the interim report, page 3-5.
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f) Requirements for suppliers of cloud services which aim to increase the degree of
standardisation.
g) Requirements for cloud providers to interconnect their data centres.

Committed spend discounts

h) Prohibit or restrict discount structures which create an incentive to concentrate
spending with a single provider and risk distorting competition.

11.39 In carrying out a market investigation process, the CMA has wide-ranging powers to accept
undertakings or impose an Order, as well as to make recommendations. As highlighted by
the examples above, we consider that there are a number of potential appropriate remedies
within the scope of such powers.

Conclusion on the second criterion: availability of appropriate remedies through an MIR

11.40 We consider that appropriate remedies are likely to be available. As with all interventions of
this potential scale and significance, the design and any ongoing involvement by the
regulatory authority would need to be considered carefully prior to implementation.

Third criterion: the availability of undertakings in lieu of a reference

11.41 Ofcom has the power under section 154 EA02 to accept UlLs instead of making an MIR.
Before doing so, Ofcom is obliged, pursuant to s.154(3) EAQ2, to: “have regard to the need
to achieve as comprehensive a solution as is reasonable and practicable to the adverse
effect on competition concerned and any detrimental effects on customers so far as
resulting from the adverse effect on competition”.

11.42 Asthe CMA’s guidance notes, such UlLs are “unlikely to be common”, but “where an adverse
effect on competition arises from the conduct of very few firms there may be more scope
for accepting undertakings in lieu” than “when the adverse effects on competition arise
from market features involving several firms or industry wide practices”.

11.43 We have not received any offers of UlLs from the relevant stakeholders.

Fourth criterion: alternative powers available to Ofcom or the CMA

11.44 Finally, we have considered whether alternative powers are available to us, or others, and if
so, whether it would be more appropriate to use those to address the features we have
identified.

11.45 For the reasons set out in this report, our view is that a MIR is the most appropriate tool to
address our concerns in relation to the features that we identify above. This is because
where an adverse effect on competition is found, action can be taken to remedy
competition issues and their harmful effects on a forward-looking basis, rather than seeking
redress or imposing a sanction for past conduct (for which enforcement action under the
CMA’s other powers might be more appropriate). We believe that an MIR will allow the CMA
to evaluate the range of the factors which give rise to competition concerns in relation to
public cloud infrastructure services in the UK in a timely manner.

11.46 We have considered Ofcom’s and the CMA’s powers in relation to competition law
prohibitions on anticompetitive agreements or abuse of a dominant position and in relation
to consumer law, before considering the powers available to other regulators. We have not
identified any grounds to suggest that it would be more appropriate or effective to address
one or more of the features we have identified or their effects using competition or
consumer powers.
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11.47 Finally, the Digital Markets, Competition and Consumer Bill will establish a new pro-
competition regime for digital markets. The Government has published draft legislation,
which is currently undergoing Parliamentary scrutiny.''®> As set out in Section 2, the Bill will
empower the CMA to designate firms providing digital activities with strategic market status
(SMS) and apply binding conduct requirements, to manage the effects of market power. The
CMA may also apply pro-competitive interventions, to tackle the root causes of their market
power. The Bill is not yet law and, as noted, its provisions are currently undergoing scrutiny
in Parliament. Given this, in our view, it would not be appropriate to rely on the Bill to
address the competition concerns that we have identified. Further consideration of the
application of the Bill will be a matter for the CMA to consider in the course of the market
investigation.

Conclusion on fourth criterion: alternative powers

11.48 We do not currently consider that alternative powers, or another regulator, could more
appropriately address the concerns we have identified.

Decision on an MIR

11.49 For the reasons set out above, we consider that it is appropriate to exercise our discretion to
make an MIR in relation to cloud infrastructure services. Therefore, we have decided to
make an “ordinary” MIR within the meaning of section 131(6) EA02 in respect of the supply
of public cloud infrastructure services in the UK.

11.50 Although we have identified particular features, our MIR does not confine the CMA’s market
investigation to these features, and it will be for the CMA to decide whether to investigate
other issues during the market investigation.*'%

118 The relevant parliamentary materials, including drafts of the DMCC Bill are available on the UK Parliament
website: Digital Markets, Competition and Consumers Bill [accessed 14 September 2023].
118 See the terms of reference set out in Annex 6.
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