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Overview

Fairness for customers is one of our strategic themes. As part of our work in this area, we want to
better understand the emerging practice of personalised pricing.

Online services and connected devices have never been more important to our daily lives — helping
us to work, shop and socialise wherever we are. Increasingly this gives firms access to data about our
behaviour, interests and preferences. Technological advances mean this data can be combined and
analysed in more sophisticated ways. These developments could give communications providers the
ability to set different prices for different customers, based on individual characteristics and a
prediction of how much someone is prepared to pay. We call this ‘personalised pricing’.

The extent to which customers receive personalised prices varies across the different sectors of the
economy. This paper looks at how personalised pricing might evolve in the communications sector
and the potential implications for customers.

In this discussion paper

e We explain how data and algorithms are giving firms the ability to personalise prices in more
sophisticated ways. Greater personalised pricing can have benefits and risks for consumers.

We describe ways in which providers in the communications sector could use data to
personalise their interactions with customers and how this might develop in the future.

We share the results of our own qualitative research on consumer perceptions of personalised
pricing of communications services. Although some participants recognised the potential
benefits, overall the discussions focused overwhelmingly on their concerns. Participants felt
personalised pricing was ‘unfair’, with a lack of transparency about how the price would be
calculated and uncertainty about whether they had a good deal.

We explore a range of issues that personalised pricing could create relating to customer

fairness. We expect that giving people the ability to compare prices effectively and some

transparency of the process will be particularly important. Greater personalisation could also
have implications for pricing outcomes and ensuring trust in the market overall.

We are publishing this discussion paper now as personalised pricing is an emerging practice and we
want to stay at the forefront of how the sector is evolving. We will closely monitor how pricing
practices develop as technology evolves and track the distribution of pricing outcomes for
communications services over time.

We are inviting views from a wide range of people and organisations to help us better understand
the implications of personalised pricing for the sector we regulate. We will also be inviting
academics, regulators, information specialists and other stakeholders to a seminar to continue the
discussion on personalised pricing in the autumn.

We encourage everyone with views and insights in this area to get in touch: you can reach us at
personalised.pricing@ofcom.org.uk.
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Monitoring technical and commercial
developments to prepare for the future is an
important part of Ofcom’s strategy. As
technology progresses, we want to ensure
that we fully understand the technical
capabilities of the firms we regulate and how
they are using those capabilities to shape
their interactions with customers.

We are considering personalised pricing as
part of our wider programme of work, in the
context of our strategic theme of securing
fairness for customers.? We think the fair
treatment of consumers is important in order
to maintain customers’ trust that markets will
work for them. Earlier this year we published
a fairness framework, which explains how we

are likely to assess fairness issues when they
arise and the kinds of concerns that might
prompt us to intervene.

ackground

We recently published an update from our
review of pricing practices in fixed broadband,

which set out latest findings on price
differentials and the work we are doing to
help consumers, including those who are
vulnerable, get a fair broadband deal.

Our thinking on personalised pricing is also
part of a broader programme to explore how
data and innovation can benefit customers in
the communications sector. This includes
considering the case for ‘Open
Communications’, an initiative to enable

people to share data held by their provider
about their use of communications services
with trusted third parties. Such third parties
could include digital comparison tools, who
could use the data to help people navigate the
market by providing tailored advice and
better product recommendations.


https://www.ofcom.org.uk/__data/assets/pdf_file/0033/189960/statement-fairness-framework.pdf
https://www.ofcom.org.uk/__data/assets/pdf_file/0031/199075/bb-pricing-update-july-20.pdf
https://eur01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.ofcom.org.uk%2F__data%2Fassets%2Fpdf_file%2F0030%2F199146%2Fconsultation-open-communications.pdf&data=02%7C01%7CElizabeth.Whitford%40ofcom.org.uk%7C97b57faa24f24420ca6e08d8330bc647%7C0af648de310c40688ae4f9418bae24cc%7C0%7C0%7C637315472942962377&sdata=k1vxVDRqgF520XHo%2Bc9VWa1xT0LOEZwpVP4mmrt9q9o%3D&reserved=0
https://eur01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.ofcom.org.uk%2F__data%2Fassets%2Fpdf_file%2F0030%2F199146%2Fconsultation-open-communications.pdf&data=02%7C01%7CElizabeth.Whitford%40ofcom.org.uk%7C97b57faa24f24420ca6e08d8330bc647%7C0af648de310c40688ae4f9418bae24cc%7C0%7C0%7C637315472942962377&sdata=k1vxVDRqgF520XHo%2Bc9VWa1xT0LOEZwpVP4mmrt9q9o%3D&reserved=0
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Increase in computational power

Technology is allowing firms to
personalise prices in a more
sophisticated way

Better connectivity and greater use of online
services in our daily lives has increased the
ability of firms to generate and access data
about their customers. When combined with
more advanced data analysis techniques,
firms today can use data to understand the
behaviour and preferences of their customers
in ways not previously possible.

Online services are exceptionally well placed
to collect data about users’ behaviours and
characteristics.? This data can be used to
derive insights on customer preferences,
which in turn inform algorithms that
personalise and target services, including
potentially personalising the price.

The cost of storing, processing and analysing
large amounts of data has decreased over
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time. At the same time, there has been a
rapid increase in the computational power
available for undertaking data analysis.?

The increase in storage and computational
power available for data analysis has meant
that the application of artificial intelligence
(Al) to large datasets is becoming increasingly
practical. One of the fastest-growing
approaches to Al is machine learning.*®

The regulatory landscape

UK laws already place constraints on how
businesses can use personal data held on
customers and individuals. These laws provide
consumers with protection and legal recourse
where their rights have been infringed.

The table on the following page provides a
broad overview of the key laws we consider
may apply to price personalisation.



Table 1: Key laws we consider may apply to price personalisation

Provision Relevance for personalised pricing

Laws affecting
access to and the
use of consumer
data

Data Protection Act
2018 (which updated
and repealed the
Data Protection Act
1998), and the EU
General Data
Protection
Regulation (GDPR)

These provide protection to consumers,
controlling how personal information is used by
businesses. They limit access to and the use of
consumer data. Businesses must get an explicit,
informed and unambiguous consent from the
consumer for the proposed use of their data.
There is additional protection for the collection
and processing of certain sensitive data.
Consumers have rights to opt out from being
subject to automated processing, decisions and
profiling.

Consumer Consumer Protection These laws protect consumers from unfair
protection laws from Unfair Trading ~ commercial practices which distort their
ensuring a level of Regulations 2008, transactional decisions. The Consumer Protection
transparency Unfair Terms in from Unfair Trading Regulations 2008, for
Consumer Contracts  example, prevent a business from collecting and
Regulation, and commercially using information about customers
Consumer Rights Act  without telling them that it is doing so. All these
2015 regulations require transparency towards the
customer, a business must be clear in its privacy
policy and contract about how it intends to use
the customer’s data. Important contract terms
must be brought to the customer’s attention
before he or she signs the contract.
Advertising The ASA enforces the Advertising Codes, which
Standards Authority  include rules around prevention of misleading
(the ASA) advertising including misleading use of terms like
‘discounts’ or ‘best price’.
Competition Competition Act The CA1998 could apply, ex post, to anti-

regulations ensuring
markets are
competitive

1998 (CA1998), and
the Enterprise Act
2002 (EA2002)

competitive practices. The EA2002 provides
Ofcom with market review tools, which could be
used to address structural problems in a market if
the use of personalised pricing became an issue.

Prevention of
unlawful
discrimination

Equality Act 2010

(for Northern

Ireland, there are
additional grounds of
protection)

Protects people from discrimination on grounds of
‘protected characteristics’ (e.g. age, disability,
race, religion, sex or sexual orientation). The
regulation provides basic protection against
discrimination in personalised pricing;
communications providers must not directly or
indirectly treat customers worse because of
protected characteristics.




Wider implications of the use
of data and algorithms are
being considered across
different sectors

A range of organisations are considering the
implications of using data and algorithms to
personalise aspects of the consumer
experience, including pricing.

The Financial Conduct Authority (FCA) has
been considering price discrimination in
financial services and how it will assess the
fairness of a given pricing practice. It
published a research note and a discussion
paper® on the topic in 2018 and is applying
this fair pricing framework in its General
insurance pricing practices market study, the

interim report for which was published in
October 2019. The FCA is also working with
The Alan Turing Institute on Al transparency,

proposing an initial framework for thinking
about transparency needs in relation to
machine learning in financial markets.

The Information Commissioner’s Office (ICO)
is undertaking work on big data, Al, machine
learning and data protection. For example,
the ICO and The Alan Turing Institute have
developed guidance to help explain the
processes, services and decisions delivered or
assisted by Al, to the individuals affected by
them. The ICO is also developing Al auditing
framework guidance on how to understand
data protection law in relation to Al, and
recommendations for organisational and
technical measures to mitigate the risks Al
poses to individuals.’

The Centre for Data Ethics and Innovation
(CDEI) has undertaken two reviews exploring
bias in algorithmic decision-making and online
targeting. It published calls for evidence for

each topic in May 2019, followed by
landscape summaries and interim reports in
July 2019.8 In February the CDEI published its
final report and recommendations on online

targeting.

The Competition and Markets Authority
(CMA) published an economic working paper

in October 2018 on pricing algorithms,
including their use to facilitate personalised
pricing. It also contributed to an Organisation
for Economic Co-operation and Development
(OECD) discussion in November 2018 on
personalised pricing in the digital era.®

In its 2018 Consumer Green Paper on

modernising consumer markets, the
Department for Business, Energy and
Industrial Strategy (BEIS) also considered this
area, highlighting the growing practice of
personalising prices and search results across
different sectors.°

In 2018 Citizens Advice published work
investigating personalised pricing in essential

markets, and Which? explored the
implications of firms’ use of personal data in
its work on the future of consumer data.



https://www.fca.org.uk/publication/research/price_discrimination_in_financial_services.pdf
https://www.fca.org.uk/publication/discussion/dp18-09.pdf
https://www.fca.org.uk/publication/discussion/dp18-09.pdf
https://www.fca.org.uk/publications/market-studies/ms18-1-general-insurance-pricing-practices-market-study
https://www.fca.org.uk/publications/market-studies/ms18-1-general-insurance-pricing-practices-market-study
https://www.fca.org.uk/insight/ai-transparency-financial-services-why-what-who-and-when
https://www.fca.org.uk/insight/ai-transparency-financial-services-why-what-who-and-when
https://ico.org.uk/media/for-organisations/guide-to-data-protection/key-data-protection-themes/explaining-decisions-made-with-artificial-intelligence-1-0.pdf
https://ico.org.uk/about-the-ico/ico-and-stakeholder-consultations/ico-consultation-on-the-draft-ai-auditing-framework-guidance-for-organisations/
https://www.gov.uk/government/publications/the-centre-for-data-ethics-and-innovation-calls-for-evidence-on-online-targeting-and-bias-in-algorithmic-decision-making
https://www.gov.uk/government/publications/landscape-summaries-commissioned-by-the-centre-for-data-ethics-and-innovation
https://www.gov.uk/government/publications/interim-reports-from-the-centre-for-data-ethics-and-innovation
https://www.gov.uk/government/publications/cdei-review-of-online-targeting
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/746353/Algorithms_econ_report.pdf
https://www.oecd.org/competition/personalised-pricing-in-the-digital-era.htm
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/699937/modernising-consumer-markets-green-paper.pdf
https://www.citizensadvice.org.uk/about-us/policy/policy-research-topics/consumer-policy-research/consumer-policy-research/a-price-of-ones-own-an-investigation-into-personalised-pricing-in-essential-markets/
https://www.citizensadvice.org.uk/about-us/policy/policy-research-topics/consumer-policy-research/consumer-policy-research/a-price-of-ones-own-an-investigation-into-personalised-pricing-in-essential-markets/
https://www.which.co.uk/policy/digitisation/2659/control-alt-or-delete-the-future-of-consumer-data-main-report

Personalised pricing in concept

Personalised pricing is a sophisticated form of
price discrimination — the practice of charging
different customers different prices for
products that cost the same to provide. The
prices are based on what different customers
are willing to pay.

Like in many other sectors, communications
providers can today understand their
customers in ways that were not previously
possible. By collecting information about
customers, and processing it using algorithms,
particularly machine learning algorithms,
firms can draw out insights about how much
customers are willing to pay for their services
or products. This new ability facilitates
personalised pricing, a form of price
discrimination which already happens to some
extent but may become more prevalent in the
future.

Personalised pricing does not imply that every
individual must be offered a different price.
Rather, based on their individual
characteristics, people can also be categorised
into different groups, with each group offered
a different price.

Com V5
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Although offering different prices to different
customers is not a new practice, what is new
is the ability of firms to use data and machine
learning in doing so. We use the term
personalised pricing to envisage this
happening to a greater extent than may
typically happen today (i.e. in a more detailed
way and applied to more products and
services), including with automated decision-
making, for example using machine learning
algorithms.

We therefore see personalised pricing as
more than the long-established ways of price
discriminating by group, such as student
discounts. It is also distinct from dynamic
pricing, such as when airlines increase prices
for a flight as the number of available seats
decreases.

Personalised pricing can be implemented in
different ways. For example, by offering all
customers the same price, but personalising
the discounts each one can access based on
the individuals’ product use, interactions with
the firm, and/or personal characteristics.
Another example might be adjusting the
quality or quantity of the product offered to
each customer.
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Personalised pricing could have benefits and risks for consumers

Our focus is on the impact of personalised outcomes. The table below summarises the
pricing on consumers in the communications main potential benefits and risks that we see.
sector, where although the practice could We then expand on each of these in the rest
generate benefits, there is also a risk of poor of this section.

Table 2: Main potential benefits and risks of personalised pricing for consumers

Benefits Risks
Greater variation in Lower prices for some customers, Higher prices for some customers,
prices particularly beneficial if in vulnerable particularly concerning if in vulnerable
circumstances or with a lower ability circumstances.
to pay.
Expanding the market = More customers served (or more Greater variation in prices viewed as
and trust in the served with higher quality services), as  unfair and undermines trust and
market prices lowered for those whose satisfaction with communications
ability/willingness to pay would sector, potentially even reducing
otherwise leave them unserved (or participation.
underserved).
Cost of searching fora  Providers reduce churn by pre- Higher search costs if providers hide
deal emptively offering better deals to details of more competitive pricing
customers identified as likely to from their own existing customers.
switch/re-negotiate, reducing hassle More difficult for competitors or new
for customers and reducing customer entrants to gain market share as churn
service costs for providers. Also, lowered by personalised pricing,
creation of offers which better suit potentially weakening competition.

individual needs.

Impact on average Lower average price if price Higher average price if the main effect
price personalisation leads to intensified is better identification of customers
competition. unlikely to switch and prepared to pay

more. Similarly, higher average price if
personalisation leads to weaker
competition due to reduced
transparency.




Greater variation in prices

Personalised pricing allows increased price
discrimination, and this can be beneficial to
some customers. This is because some
customers who are very price sensitive are
likely to pay lower prices where an operator
personalises an offer based on their
willingness to pay. We consider this may be
particularly beneficial to some financially
vulnerable customers. By being able to charge
lower prices to some customers without
having to lower prices to all, firms have more
incentive to lower prices to customers who
because of their circumstances are very price
sensitive.

However, customers who are less price
sensitive may be charged higher prices and be
worse off as a result of more personalised
pricing. The reasons why some customers are
prepared to pay higher prices could include:
high level of satisfaction with the current
communications provider, high income, or a
lack of engagement with the market. Some of
these factors may be hard for providers to
obtain reliable information on. But if
providers could, for example, reliably identify
customers unlikely to be engaged with the
market, then those customers may face
higher prices. We would be particularly
concerned if those who were charged higher
prices were in vulnerable circumstances.

Expanding the market

Personalised pricing has the potential to
expand the market, or serve more customers
with higher quality services. It does this by
incentivising firms to reduce prices to
customers who are very price sensitive, who
would otherwise be underserved, while
preserving the higher prices and profitability
of customers who are less price sensitive.

Trust in the market

Large price differentials between customers
may be perceived as unfair and undermine
trust in the communications sector. This could
lead to some customers being less inclined to
take additional or higher quality services, and
to customers being less engaged with the
market, including being less prepared to
switch provider. Loss of trust could also lead
to calls for increased regulatory intervention
to directly control the distribution of retail
prices.

Increasingly communications providers have
data on usage and other customer
characteristics that may influence their
personalised offers. If such data is not easily
accessible to customers when it comes to
deciding about their package, that could be
another reason for undermining trust and
participation in the communications sector.

There may be some limit to the extent to
which personalised pricing could undermine
participation. If customers were sufficiently
unhappy with such personalised prices, firms
might no longer find it profitable to set prices
in that way. Rather, a firm may attract more
customers by making it clear that it does not
set personalised prices.

Cost of searching for a deal

On the one hand, personalised pricing may
make it easier for some customers to find a
new deal. For example, communications
providers may offer lower recontract prices to
existing customers they consider likely to
switch. This means those customers do not
have to search further, saving them time and
effort. This may also reduce costs for the
provider, if it avoids a call to the customer
service centre. Customers might also benefit
from personalised offers, which better suit
their individual needs.



On the other hand, search costs could
increase if customers found it difficult to
identify a benchmark against which to
compare their price. This could happen, for
example, if providers hide details of more
competitive pricing from their own existing
customers. Digital comparison tools and
regulatory interventions such as the end-of-
contract notification! with details on a
provider’s best tariffs reduce this risk.

Separately, existing providers could leverage
the advantage they have from information
held about their customers to make entry
more difficult for potential new providers.
However, this advantage may be mitigated by
giving customers the ability to share the data
operators hold about them. Open
Communications could enable customers to
easily and securely share data held by their
existing provider with digital comparison tools
or other potential providers, to help them
navigate the market and get a better deal.

Impact on average price

Personalised pricing could lead to lower
average prices in a competitive market. Each
firm may compete aggressively with a low
price for a new customer, because it can
lower prices for a new customer without
lowering prices for its existing customers. As
each firm does this for each customer, this
can lead to a general downward pressure on
all prices.

This effect of personalised pricing increasing
competition and lowering average prices is
most relevant when, firstly, every customer is
fully engaged with the market and, secondly,
all providers have similar information about
each customer.

When some customers are not fully engaged
with the market, then personalised pricing
may allow providers to better identify and
target these customers with higher prices.
While rival providers may offer such
customers attractive deals and lower prices, if
those customers are not engaged with the
market, this possibility of switching would not
benefit or protect them from higher prices
from their current provider. This may result in
price personalisation raising average prices.

Average prices may also rise if there was less
transparency due to some customers finding
it harder to identify a benchmark against
which to compare their price, as discussed
above.

The use of algorithms to set prices
automatically could increase the risk of
collusion, thereby raising average prices. This
could happen if technology allows firms to
monitor and react to their rivals’ behaviour
more easily.'2 However, the greater the
extent of personalised pricing, the lower the
risk of collusion as at the extreme of a
different price for each customer, collusion
becomes untenable.’

10



The extent to which customers receive

personalised prices varies across the different
sectors of the economy. The potential for
personalised pricing to develop within the
communications sector is clear. As we develop
our thinking in this area, we have considered:

e the types of data communications
providers may hold on their
customers

e how communications providers might
use data to understand their
customers better and personalise
prices

e how personalisation might be
implemented

Types of data communications
providers may hold on their
customers

Communications providers may already hold a
wide range of data on existing customers that
could be relevant to personalisation including:

® service usage

e monthly spend and payment history
o length of period with the provider

e device preferences

e interestin ‘over the top’ media
services!*

o |evel of engagement with customer
services

Communications providers have access to
relatively more data about their existing
customers, enhancing their ability to offer a
personalised price or service. Targeting new
customers with a personalised price could be
more difficult, as providers typically may not
hold all the necessary information.™

A communications provider might be able to
observe some limited information about
prospective customers from their online
search activity, such as search terms or filters
used by that person on a provider’s website.
For example, if someone searches for specific
mobile handsets or broadband equipment,
then compatible services can be identified to
match that search. However, it’s likely that
the quantity of data needed for analysis for
the purpose of personalisation would be
significant, so this type of data could have
limited value on its own.

Communications providers can also enhance
the data they already hold about their
customers with data purchased from third
party sources. Third party data, such as email
addresses or phone numbers, is commonly
used for marketing purposes to target
potential new customers. Third party data can
also be more detailed, and may be useful both
for retaining existing customers and for
acquiring new customers. Such data may
relate to an individual’s demographics and
address, credit history, purchase preferences,
or if they have recently moved home.

11



How providers might use data
to understand their customers
better and personalise prices

Using data to understand customers
better

Data can help communications providers
create profiles of individual customers or
groups of customers. These profiles could
allow providers to tailor their engagement
with customers, for example through direct
marketing or on a call with a customer service
agent.

Using data to segment customers in this way
may be important for maintaining and
improving customer satisfaction, and for
supporting any contract renewal processes.
For example, providers could use the results
of their analysis to predict:

e their willingness to pay for current or
new services over time

e their risk of churn — meaning the
likelihood they will switch services or
provider over time

e their expectations, needs and
interests in relation to their
communications service

Data gathered when a customer cancels their
contract or switches provider can also allow
providers to understand the reasons for
switching away.

By analysing data from customers who leave,
a provider can create profiles of customers
whose characteristics indicate they might be
at risk of leaving. If done successfully, the use
of personalised offers to these customers may
lead to improved customer retention and
make it harder for rivals to win such
customers.

The level of sophistication of personalised
pricing may be determined by several factors.
For example, the number of input variables
used to differentiate customers, the
adaptability of systems to new information
gathered, or the complexity of the system
used. A greater level of sophistication could
allow providers to improve the accuracy of
their predictions about customer behaviours
and make targeting of personalised offers
more effective.

However, the insights generated from using
data to better understand customers are
often only predictions, and not certain. Any
investment in more data or advanced systems
would need to be balanced against the
potential revenues which the provider may
generate in return from its investment.

Using data to set personalised prices

Communications providers could use data
about customers to identify their willingness
to pay and set a personalised price in a variety
of different ways. For example:

e offering a specific personalised price
for a product or service when a
customer is searching for a new deal

e offering a personalised discount or
‘discounted tariff price’ as part of a
promotion or to retain existing
customers

e using data to present a range of
personalised tariffs to a sales agent
discussing a potential offer with the
customer

More widespread adoption of personalised
pricing could lead to the creation of a much
larger range of tariffs than are currently
available in the market today. However,
managing a very wide range of tariffs for
services could be complex and costly for
providers.

12



How personalisation might be
implemented

As technology develops and firms have access
to more data, there is the potential for very
sophisticated versions of personalised pricing
to emerge. This would allow communications
providers to generate predictions about an
individual customer with greater detail and
accuracy, such as their willingness to pay for a
specific product or propensity to switch
provider. We might expect more interest in
advanced forms of personalisation where
providers can use it to improve their overall
profitability.

These developments also have the potential
to reduce costs. For example, automation of
the contract renewals process using data
might reduce the need for sales agents to
respond to calls to discuss offers and simplify
the process for customers. On the other hand,
sales agents may continue to be needed, to
improve the customer experience and
mitigate the risk of automatically generated
prices being targeted at the wrong customers.

Where personalised pricing is used to target
new customers, it is likely that investment in
additional data (and analysis tools) would be
required, which could act as a constraint on
its development. It is also not clear that good
quality and robust data will exist, or whether
predictive customer profiling would add
significant value to subscriber revenues.

Rather than a focus on personalised pricing,
an alternative way in which the sector might
develop is the use of data to tailor products
and services more closely to the needs of an
individual customer. This might see a wider
variety of products being offered, with greater
scope for customers to personalise different
elements of their communications service.

13



As personalised pricing develops,

understanding consumer attitudes will be
important to maintaining overall trust in the
market. In this section we consider consumer
perceptions of personalised pricing, including
awareness of the concept and attitudes
towards benefits and concerns. We draw on
our own research into consumer attitudes in
the communications sector and existing
studies on personalisation, online targeting
and the use of data.

Understanding consumer
attitudes towards personalised
pricing

As personalised pricing is still an emerging
practice, there is a limited amount of
literature on consumer perceptions,*®
particularly in relation to the communications
sector. We undertook a small piece of
consumer research to gain some insight into
awareness of and attitudes towards
personalised pricing in the communications
sector.'” The research was a small qualitative
study, involving focus groups and in-depth
interviews undertaken across the UK,
speaking to consumers and a small number of
small and medium enterprises (SMEs). We
have set out our findings below, alongside
insights from existing literature which relate
to personalisation, online targeting®® and the
use of data, across various sectors.

‘perceptions of
nalised pricing

Our research did not test the extent of
personalised pricing in the communications
sector today. The findings should be viewed in
this context, with levels of awareness or
perception not necessarily reflecting the
actual use of personalised pricing by
communications providers. As personalised
pricing continues to evolve, further research is
required to develop a more detailed
understanding of the prevalence of
personalised pricing and consumer responses.

Awareness of personalised
pricing

Participants in our research had very limited
awareness and knowledge of personalised
pricing. We found no prior awareness of the
concept, with participants only able to
compare it to negotiating for a ‘personal’
price, although in this scenario it was assumed
that any customer could negotiate to get the
‘best’ price. As an unfamiliar concept,
personalised pricing raised a lot of questions
for participants, especially around
transparency and data, which we detail
below.?

The lack of awareness found in our research is
consistent with findings in the wider
literature. For example, consumer research
undertaken as part of a European Commission
market study published in 20182° found that
self-reported awareness of online
personalised pricing?! was fairly limited
amongst UK respondents, and lower than
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awareness of online targeted adverts and
personalised ranking of offers.?? 10% of UK
respondents said they understood how online
personalised pricing works, while 39% said
they had not heard about it until then.

Research carried out by Which? similarly
found awareness of personalised pricing to be
limited compared to targeted advertising and
personalised recommendations, with many
participants in the study surprised to learn
that prices might vary according to
consumers’ behaviour online.?® The research
also found that participants were particularly
concerned with examples where they were
not aware of personalised pricing, as they
were unable to take action against it.?*

Consumers may not be aware that they are
being offered a personalised price. In a
behavioural experiment undertaken as part of
the 2018 European Commission market
study,?’ relatively few participants correctly
identified whether and how price
personalisation had occurred. For example,
less than 20% of participants correctly
identified price personalisation in the scenario
where prices were lower based on their
previous search history.2®

Attitudes towards benefits and
concerns about personalised
pricing

Our research found that the concept of
personalised pricing was broadly considered
by participants to be ‘unfair’. While a small
minority of participants were less critical,
many were concerned about a lack of
transparency around how their price would be
calculated, the lack of control over the
outcome and lack of certainty as to whether
they had a good deal. There were also
concerns about data possibly being purchased
from other firms and how this impacted
prices, as well as data security.?’

Benefits of personalised pricing

In our research, when asked about the
potential benefits of personalised pricing,
while many participants had concerns, a small
minority were less critical of the concept.
They considered that it might benefit more
vulnerable groups, for example with lower or
unstable income, which in principle was a
good thing. A few engaged participants
considered that personalised pricing may be
happening already and result in a similar
outcome to ‘haggling’, observing “it’s how
free markets work”. A few participants
wondered if algorithms would recognise their
haggling and adjust the price accordingly.?®

“l think it’s great, but purely because | think
it would give me a better deal. All these
deals are already out there, you just don’t
have to go searching for them this way”

Female, <40, Engaged, Dual Play, Edinburgh®
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Our research included a hypothetical case
study of personalised pricing to help bring the
concept to life.3° When participants
considered the case study, some
acknowledged the potential benefit of
personalised pricing to lower income
households, enabling them to maintain their
service. A small number of more financially
unstable or vulnerable participants could also
see the potential to personally benefit from
personalised pricing, though they could also
see possible issues.3!

“1 like the idea of people with little money
getting a more preferable deal, but | also
worry that if | found out a mate had it
cheaper all hell would break loose.

It’s tricky for the companies.”

Male, <40, Unengaged, Triple Play, Larne,
Financially Vulnerable3?

In follow-up telephone interviews, some
research participants also considered that
there could be benefits of personalised pricing
if circumstances changed suddenly, for
example, in response to Covid-19, or if the
‘deal’ was able to flex mid-contract.3?

Looking at personalised pricing in e-commerce
more broadly, the European Commission
consumer research found that UK
respondents saw getting the best available
price for products and access to reductions or
promotions as some of the main benefits of
online personalised pricing.3* However, the
research also found that 42% of UK
respondents did not see any benefits of online
personalised pricing.

Concerns about personalised pricing

Concerns around fairness and getting a good
deal

In our research, when asked about the
potential concerns they might have about

personalised pricing in the communications
sector, instinctively many participants felt that

the concept was ‘unfair’. There was concern
that personalised pricing lacked transparency,
meaning they would not know if they had a
good deal. This was a key barrier, with
participants questioning how you could judge
if you’re being offered a ‘good’ price or not, as
there was no anchor in terms of what the
‘real’ price is or clear point of comparison.®

“It boils down to that | don’t know if that
deal’s any good. If there’s no way of knowing
what others have, or a typical price in my
area, or whatever metric | could use,

I’'m left thinking “well, is that any good?”

Male, Unengaged, Triple Play, 30-64, London3®

For more engaged research participants, the
concept of personalised pricing felt
disempowering. They considered that as
prices depend on the data providers hold on
you, this felt out of their control compared to
the current process of haggling with
providers.

The more unengaged participants felt there
was potentially no ‘reward’ for loyal custom,
and similarly perceived the need to haggle to
get a better deal currently to be unfair.?’

The case study prompted a sense of injustice
for consumers who pay more than others for
a service, as well as concern that those who
‘opt out’ of sharing data will be penalised.
Personalised pricing was perceived to judge
people based on financial data and their
willingness to share data, and participants felt
that the lack of clarity around the process
could lead to trust issues with providers.3®

There was also concern about how
personalised pricing would work and how it
would be controlled, with the perceived lack
of transparency raising many questions about
how prices are generated. Participants
questioned how the algorithms worked, in
particular, what influenced their price and
how their price compared with others.
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“I’m unsure about all the information they
are using. How do they get to these different
prices? Different prices per customer - are

they just making assumptions about you?”

Female, Unengaged, Triple Play, >40,
Edinburgh*°

Concerns around the use of data

Research participants also wanted to know
what financial or demographic data might be
accessed, and how this impacted on price, for
example, whether you are judged for your
age, ethnicity or earnings. Participants were
not comfortable with financial or
demographic details being used to shape their
price as it felt ‘irrelevant’ to the product, but
usage information was seen as relevant and
therefore felt to be ‘acceptable’.*

There were also concerns about the possibility
of using data bought in from other firms, with
participants unclear what they’re ‘opting in’ to
or if they would be penalised for opting out.
They questioned how bought-in data is
stored, whether it could be passed on and
what guarantees, or reassurances are in
place.*

SMEs

Our research found SME participants to be
slightly more critical of personalised pricing
than residential consumers.** Most accepted
the idea of ‘haggling’ for a better deal, and we
note that bespoke pricing is a more
established model in the market for business
customers where SMEs have a greater
diversity of communications needs than
residential consumers. However, they still
wanted reassurance that this is from a ‘fair
and equal’ base, i.e. a clear market price for
the deal. Loyalty was also a factor that might
justifiably reduce the base price.

Most SME participants preferred a deal
determined by the market ‘average’, rather
than by their own usage, especially if their

set-up was spread across business and
residential deals. Again, a lack of comparison
was key.

Other research findings

The wider literature highlights similar
concerns held by consumers. For example, the
European Commission consumer research
found that in relation to online personalised
pricing, UK respondents were particularly
concerned about use of their personal data
and the possibility of paying more for
products.* The research also found that only
6% of UK respondents did not have any
concerns about online personalised pricing.

Similarly, research carried out in 2018 by
Citizens Advice found that 84% of people said
they felt uncomfortable with personalised
pricing in essential service markets, with 3 in 4
people saying that if they encountered
personalised pricing they would not trust their
provider.* Studies by the CDElI and Which?
also found that consumers have concerns
about the use of data and online targeting.*®
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What might mitigate concerns
for consumers?

Our research found that the potential benefits
of personalised pricing did not outweigh
participants’ concerns. With the exception of
lower prices for low income households, there
was a lack of faith in possible benefits,
including expanding access to new or varied
services.?’

When asked what would overcome
participants’ concerns, only banning the use
of financial data or the practice of buying in
other data appeared to help, though
participants still questioned how this could
work and felt that further clarity was needed.

Greater transparency around what data is
used and how it fed into results was seen to
be useful. However, it was still unclear to
participants how their result would compare
to the ‘market norm’ or ‘average’. The ability
to compare prices using price comparison
websites was seen as helpful, although
participants were unsure about how they
could be used to get a personalised
recommendation. Outcomes had the
potential to raise questions and cause
frustration where participants knew that they
were paying more than others for the same
product.

Better explanation of the collection or use of
personal data upfront was thought to provide
useful reassurance but did not overcome
concerns about specific types of data being
used, for example, financial or demographic
data.

The case study in the research presented a
customer who opted out of sharing their data
and therefore was not offered a lower
personalised price. In response the ability to
‘opt out’ of data sharing was not seen by
participants to be a positive outcome, as they
considered that people could be penalised for
not sharing their data.
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Increased use of data and technology is

enabling new services across the digital
economy. We want to support innovation and
make sure that it works in the interest of
consumers in the communications sector.

Personalised pricing could benefit some
customers by lowering prices or intensifying
competition. At the same time, there is also a
risk that personalised pricing might develop in
a way that leads to poor outcomes.

As part of our programme of work on fairness,
the major communications providers have
signed up to a set of commitments that put
fairness at the heart of their business. They
include having a fair approach to pricing with
prices that are clear and easy to understand
and supporting customers when their
circumstances make them vulnerable.

We have also published a fairness framework,
which explains how we are likely to assess
fairness issues and the kinds of concerns that
might prompt us to intervene.

While we recognise the potential benefits of
personalised pricing, in this section we focus
on the risks and some available mitigations.
We do this through the lens of our strategic
objective to secure fairness for customers.

This section covers:

e how the nature of personalised
pricing means that it may increase the
risk of exploitation

e the importance of being able to
compare prices for customers
receiving a personalised offer

e how transparency about personalised
pricing and the data being used can
help customers

e our expectation that personalised
pricing should not disadvantage
customers in vulnerable
circumstances

e implications of greater personalised
pricing for the distribution and level
of prices overall

e compliance with legislation
preventing discrimination against
protected characteristics

Given the nature of personalised pricing,
especially the use of personal data and
algorithms, collaboration with other
regulators and expert organisations will be
important to understand all the potential
implications.

Regulators also face a broader challenge to
keep up with the rapid pace of change in
these areas. We expect a focus on outcomes
will be important and different approaches to
protecting consumers could be appropriate as
the market evolves.
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The nature of personalised
pricing means that it may
increase the risk of
exploitation

Behavioural biases can affect the way people
engage with the market and their ability to
choose the best deal for their needs. These
biases can be exploited by firms in ways that
do not benefit customers so that, for
example, they pay more or choose an inferior
or over-specified product.

This potential to exploit the customer
increases where a communications provider
can personalise prices based on detailed
insight into a customer’s circumstances and
their likely willingness to pay. For example, if a
customer is identified as someone who is
reluctant to change what they have, their
provider may predict they are unlikely to be
price sensitive or switch and offer them a high
price for their service.

There is a challenge in determining the
boundary between exploitation and the
results of a well-functioning market in which
providers all compete to attract customers. In
our fairness framework we set out the types
of questions we are likely to consider when
we apply the framework and the factors
which, if present, might make us more likely
to intervene. For instance, the exploitation of
behavioural biases would concern us where
customers are adversely affected, for example
where this impairs a customer’s ability to
make well-informed decisions or means they
make decisions which are not in their best
interests.*®

For a customer to make well-informed
decisions, having access to the relevant
information is clearly important. We therefore
focus first on the information customers will
need to be able to make good decisions.

Being able to compare prices is
important for customers
receiving a personalised offer

The availability of information on offers and
services is important for customers to be able
to take advantage of competition between
communications providers. For example, if a
customer only receives personalised offers for
their broadband service, it could be difficult
for them to identify a baseline price for
comparison. This could make it harder for
them to make informed choices and engage
with confidence in the market.

This is consistent with our research which
found that participants were concerned that
personalised pricing could leave them
uncertain about whether they had a good
deal. In particular, participants felt they would
not know the ‘real’ price as opposed to the
personalised offer and would have no
baseline for comparison. This lack of
transparency over whether they had a good
deal or not could lead to a lack of trust.*

We require communications providers to tell
broadband, phone and TV customers when
their contract is coming to an end, and to
show customers the best deals available from
their provider. Customers that remain out-of-
contract must also be sent similar
reminders.*® These notifications set out the
details of a customer’s service and the price
they are paying, as well as any changes to that
price when they go out-of-contract. In
addition, as part of presenting their best tariff
information, providers are required to include
the cheapest tariff available to the customer
(based on the customer’s current services
and, where relevant, individual usage) and the
cheapest tariff available to any customer (if
this is different, for example where a tariff is

only available to new customers).>?
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These notifications should help customers in
making an informed decision about whether
they are on the right deal, or whether they
should consider other options. Where
customers are on or offered a personalised
price, the inclusion of the cheapest best tariff
available to any customer may be particularly
useful as it could help customers compare
tariffs and assess whether it represents a
good deal.

However, we only require this information to
be sent when a customer is reaching the end
of their contract with their existing provider,
and on an annual basis thereafter. Customers
may also benefit from having similar
information on other occasions where they
are offered a personalised price. For example,
when making the initial purchasing decision or
when being offered an upgrade to their
current service.

Engaged customers can also compare the
prices to those offered by rival
communications providers, including by using
digital comparison tools. It is possible that
these offers from rival providers could also
become personalised in the future, though
such rivals will have a commercial incentive to
make potential customers aware of prices
that are likely to be attractive to them.

Transparency about
personalised pricing and the
data being used helps
customers

Customers may not know that the price being
offered is a personalised price. This is because
the process experienced by the customer is
likely to be similar regardless of whether the
price offered is personalised or not. This
means the customer is dependent on any
information the communications provider
gives about whether the price is personalised.

Providers could choose to link personalised
offers with customer loyalty or a wider
marketing campaign, rather than stating
explicitly that it is a personalised price or
giving further information about how that
price was generated, to keep their marketing
message clear and simple to understand.
However, customers may not recognise
personalised pricing when it occurs, or
awareness may increase at a slower rate than
if it was explicitly stated. Furthermore,
customer awareness may be limited to the
fact a price is personalised and may not
include awareness of the types of data used
or how that price was arrived at.

Some customers may want to know that the
price they are offered is personalised and
what personal information has been used in
generating it. In our research, participants
expressed a desire to understand what
influenced their price. In particular, they were
interested in which of their financial and
demographic data could be used and were
concerned about this type of information
informing their price, as opposed to service
usage information (for example call volume)
which was generally felt to be more relevant
and its use understood.>?
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Existing laws may help address some concerns Personalised pricing should not

about the use of personal data. For instance, . .
disadvantage customers in

customers may be able to opt-out from .

personalised pricing if it falls within the scope vulnerable circumstances

of relevant provisions about personalisation
within the GDPR. Further, if a provider holds
data about a customer that is incorrect, and

We would be particularly concerned if
personalised pricing led to higher prices for
vulnerable consumers. Section 3(4) of the

this restricts the prices they are offered, it is o
Communications Act sets out a number of

fair that this error can be spotted and

o . things we must take into account in
rectified promptly and, in some g

. . . . erforming our duties, where they are
circumstances, this right is conferred in law.>3 P & y

relevant. These include the vulnerability of

In our research, some participants also those whose circumstances appear to us to
expressed a desire for more in-depth put them in need of special protection and
information about the algorithms and the needs of people with disabilities, of the
calculations used, but also recognised that elderly and of those on low incomes.

this may be too complex.>* It may be

. . . We expect communications providers to take
challenging for providers to provide

L . actions to ensure that vulnerable customers
transparency about how the price is arrived

- . are not paying higher prices than other
at. Indeed, if using certain types of complex paying higher p )

. . . . customers for the same service. Where
machine learning techniques, it may be hard

. . roviders set personalised prices usin
or even impossible for the developers P P P &

. . complex algorithms, we would be particularl
themselves to understand in detail why P & P y

certain prices are generated. " concerned if they did not have the ability to
check the pricing outcomes for customers in

If customers have transparency about vulnerable circumstances for potential bias.

whether their price is personalised and what

personal data is used, this may help to

maintain trust in personalised pricing. It may

even empower some customers. For instance,

a degree of understanding about the relevant

data might enable customers to modify their

behaviour in order to affect the personalised

offers they receive, for instance by paying

their bills promptly, or sharing more or less of

their personal data.>®
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Greater personalised pricing
would have implications for
the distribution and level of
prices overall

Even if customers in vulnerable circumstances
do not face higher prices, we still see some
risks from personalised pricing for the
distribution of prices and the level of average
prices that customers pay.

Below we discuss three separate scenarios:

e very wide price ranges could
undermine trust in the market

e price rises for some customers could
drive up average prices

e competition could weaken if entry
becomes more difficult

Very wide price ranges could
undermine trust in the market

In our research, participants were concerned
that personalised pricing could mean a lack of
clarity about the fairness of their deal and
what is used to calculate it.>” We would be
concerned if personalised pricing led to a
breakdown in customer trust. This is most
likely to happen if personalised pricing leads
to a large variation in the prices paid by
different consumers for the same service.

If consumers lost trust in the communications
sector, engagement could fall. Some
customers may be less inclined to take
additional or higher quality services, and
some customers may be less active in the
market including being less prepared to
switch provider.

Loss of trust could also lead to calls for greater
regulatory intervention to limit the
distribution of retail prices. For example,
Citizens Advice’s super-complaint to the CMA

considered the degree of price discrimination
in various markets to be unfair. It mentioned
various possible interventions, including the
possibility of intervening directly by putting a
limit on the difference charged by a supplier
between its best and worst deals.

Price rises for some customers could
drive up average prices

If personalised pricing becomes widespread in
future, some communications providers might
use data to identify those customers who are
unengaged and unlikely to switch, targeting
them with price increases. This could result in
personalised pricing raising average prices
across the market, resulting in many
customers being worse off.

Rising average pricing would be more likely if
there were relatively little scope for prices to
fall for very price sensitive customers. This
could be the case if such prices were already
close to the provider’s incremental cost.

Competition could weaken if entry
becomes more difficult

Personalised pricing may give
communications providers an advantage in
serving their existing customer base
compared to rivals. This is because a
customer’s existing provider knows more
about that customer than other providers. For
example, providers may build customer
profiles from data collected during past
interactions with their call agents or website,
as well as service use history. They may be
better able to identify which of their existing
customers are prepared to pay higher prices
with little risk of switching, and which
customers are very price sensitive.
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In contrast, rival providers may not be able to
do this accurately. They may therefore be
unable to make a comparable personalised
offer to a customer shopping around. If this
effect was large, it could become harder for a
new entrant to become established in the
retail market. With time, competition may
weaken.

Any such effect may be mitigated if customers
could easily share data held by their existing
provider. Future initiatives to facilitate data
portability, such as Open Communications,
could therefore help by allowing customers to
easily share some of their personal data with
digital comparison tools or other potential
providers. However, this is unlikely to cover all
data held by the existing provider, so there
could still be relevant data that other
potential providers would not be able to
access.

Firms must comply with
legislation preventing
discrimination against
protected characteristics

When personal data is used to set the price of
a product or service, there is always a risk that
customers can be discriminated against based
on their personal characteristics.

Where prices are generated by algorithms and
automated processes, in particular machine
learning algorithms, there is an added risk of
inadvertent discrimination. This is where the
process leads to biased outcomes despite this
not being the intention. As the systems for
personalisation become more complex, firms
and regulators could face a challenge in
effectively identifying the source of potential
bias or discrimination. This challenge is being
considered across the digital economy, with
work underway on the potential implications
of greater use of Al systems.>®

While it may be challenging, communications
providers will have to comply with their duties
under the Equality Act 2010 not to
discriminate against protected characteristics,

including sex, age, race or disability. The
Equality and Human Rights Commission is
responsible for enforcing this legislation.

24


http://www.legislation.gov.uk/ukpga/2010/15/contents

In this discussion paper we have set out our

initial thoughts on the implications of
personalised pricing in the communications
sector. While we recognise there are potential
benefits, we have focused on the risks to
consumers that might emerge.

We will continue to monitor how personalised
pricing develops in the future as technology
evolves. Our initial thinking suggests a focus
on outcomes will be particularly important
and we will use our regular Pricing trends for

communications services report to track the

level and distribution of prices across the
communications sector.

Next steps

Our aim is for this paper to engage with
communications providers, consumer groups,
academics and other interested parties to
help us understand further the implications of
personalised pricing for the sector we
regulate, including issues of fairness for
customers. We encourage readers to get in
touch with their views on any aspect of the
paper. You can reach us at
personalised.pricing@ofcom.org.uk.

We will also be inviting academics, regulators,
information specialists and other stakeholders
to a seminar to continue the discussion on
personalised pricing in the autumn.
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